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International law 

1	 UNIDIR Security and Technology Programme, A Compendium of Good Practices: Developing a National 
Position on the Interpretation of International Law and State Use of ICT (Geneva: UNIDIR, 2024), https://
unidir.org/publication/a-compendium-of-good-practices-developing-a-national-position-on-the-interpre-
tation-of-international-law-and-state-use-of-ict/.

2	 General Assembly, Report of the Group of Governmental Experts on Developments in the Field of Infor-
mation and Telecommunications in the Context of International Security, A/70/174, 2015, forward by the 
Secretary-General.

3	 General Assembly, resolution 75/240, 2021, paragraph 1.
4	 This chapter uses the terms “international ICT security” and “cybersecurity”, as well as “state use of ICTs” and 

“cyberspace”, where relevant, to remain faithful to the language used in the United Nations process and by 
Member States in their  statements.

5	 General Assembly, resolution 53/70, 1998.

Andrea Gronke and Dominique Steinbrecher

1. Introduction

International law is a set of binding rules and principles that guide relations between 
sovereign States, providing a framework for peaceful coexistence.1 The international legal 
order, and in particular the United Nations Charter adopted in 1945, remains a core element of 
the maintenance of international peace and security and forms the foundation of international 
cooperation, which is essential to making cyberspace stable and secure.2

This chapter analyses the discussions on international law during the Open-Ended Working 
Group (OEWG) on Security of and in the Use of Information and Communications Tech-
nologies 2021–2025. The OEWG 2021–2025 was established pursuant to United Nations 
General Assembly resolution 75/240 to continue to discuss, among other issues, how inter-
national law applies to State use of information and communications technologies (ICTs).3 
The chapter first gives a historical outline of key milestones in the evolution of multilateral 
discussions on the application of international law to State use of ICTs.4 It then, in Section 
2, provides an overview of how these discussions evolved over the four cycles of the OEWG 
2021–2025 process. Section 3 explores the main thematic issues raised during the negotia-
tions, before the chapter concludes in Section 4 with insights into areas of convergence and 
divergence that extend beyond the OEWG’s official outcomes.

1.1. The road to OEWG 2021–2025
International law considerations have been an important element of maintaining international 
stability and security in the use of ICTs since 1999, when discussions on international ICT 
security formally landed on the agenda of the United Nations General Assembly.5

In 2013, the Group of Governmental Experts (GGE) on Developments in the Field of Infor-
mation and Telecommunications in the Context of International Security 2012–2013 

https://unidir.org/publication/a-compendium-of-good-practices-developing-a-national-position-on-the-interpretation-of-international-law-and-state-use-of-ict/
https://unidir.org/publication/a-compendium-of-good-practices-developing-a-national-position-on-the-interpretation-of-international-law-and-state-use-of-ict/
https://unidir.org/publication/a-compendium-of-good-practices-developing-a-national-position-on-the-interpretation-of-international-law-and-state-use-of-ict/
https://docs.un.org/A/70/174
https://docs.un.org/A/RES/75/240
https://docs.un.org/A/RES/53/70
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acknowledged the central role of international law in governing the use of ICTs. For the first 
time, the GGE explicitly recognized that international law, and in particular the United Nations 
Charter, is applicable to State use of ICTs and “essential to maintaining peace and stability 
and promoting an open, secure, peaceful and accessible ICT environment”.6 Moreover, it 
explicitly recognized the application of specific areas of international law to State use of 
ICTs. These included the concrete recognition of State sovereignty and the “international 
norms and principles that flow from sovereignty”; respect for human rights and fundamental 
freedoms as set forth in the 1948 Universal Declaration of Human Rights and other relevant 
instruments; obligations regarding the law of State responsibility; and certain expectations 
regarding due diligence.7 This final report of the GGE 2012–2013 was welcomed by the 
General Assembly.8

In the subsequent GGEs, international law became a distinct substantive issue in intergov-
ernmental negotiations on international ICT security, and thus an evolving independent pillar 
of the so-called United Nations Framework for Responsible State Behaviour in Cyberspace.9 
This separated international law from the agenda topic on “Norms, rules and principles for the 
responsible behaviour of States”,10 which focused on voluntary non-binding norms.11 Having 
reaffirmed the application of international law to State use of ICTs on many occasions through 
the successive outcome reports of the GGEs and the OEWG 2019–2021,12 Member States 
turned the focus of their discussions to how international law rules and principles apply to 
State behaviour, with the aim of building common understandings in this regard.13

In 2015, the final report of the GGE 2014–2015 identified a list of principles of the United Nations 
Charter and other international law as being of central importance to State use of ICTs.14 

This list encompassed: 

	ໜ Sovereign equality

	ໜ The settlement of international disputes by peaceful means in such a manner that interna-
tional peace and security and justice are not endangered 

	ໜ Refraining in their international relations from the threat or use of force against the terri-
torial integrity or political independence of any State, or in any other manner inconsistent 
with the purposes of the United Nations 

6	 General Assembly, Report of the Group of Governmental Experts on Developments in the Field of Information 
and Telecommunications in the Context of International Security, A/68/98, 2013, paragraph 19.

7	 A/68/98, paragraphs 21, 23.
8	 General Assembly, resolution 68/243, 2013.
9	 A/70/174, defining the so-called “pillars” of the Framework.
10	 A/70/174. The agenda topic was then relabelled as ‘Rules, norms and principles for responsible State 

behaviour’ in the OEWG 2019–2021.
11	 See the chapter on rules, norms and principles in this volume.
12	 A/70/174 (GGE 2014–2015); General Assembly, Report of the Group of Governmental Experts on Advancing 

Responsible State Behaviour in Cyberspace in the Context of International Security, A/76/135, 2021 (GGE 
2019–2021); General Assembly, Report of the Open-Ended Working Group on Developments in the Field 
of Information and Telecommunications in the Context of International Security, A/75/816, 2021 (OEWG 
2019–2021).

13	 A/68/98, paragraph 16; A/70/174, paragraph 29. 
14	 This report was welcomed by General Assembly resolution 70/237, 2015.

https://docs.un.org/A/68/98
https://docs.un.org/A/68/98
https://docs.un.org/A/RES/68/243
https://docs.un.org/A/70/174
https://docs.un.org/A/70/174
https://docs.un.org/A/70/174
https://docs.un.org/A/76/135
https://docs.un.org/A/75/816
https://docs.un.org/A/70/174
https://docs.un.org/A/RES/70/237
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	ໜ Respect for human rights and fundamental freedoms, and 

	ໜ Non-intervention in the internal affairs of other States15

Moreover, the members of the GGE articulated non-exhaustive views on how certain rules 
and principles of international law apply to the use of ICTs by States. These views included, 
for example, additional language regarding State jurisdiction, the right of States to take 
measures consistent with international law, and attribution. Additionally, the GGE noted 
the established international legal principles, including, where applicable, the principles of 
humanity, necessity, proportionality and distinction.16

Discussion on the application of international law continued during the GGE 2016–2017 but 
failed to reach consensus.17 Between 2019 and 2021, States embarked on further negotia-
tions regarding the application of international law in cyberspace in two parallel processes on 
ICT security: a sixth GGE and a new OEWG, open to all United Nations Member States. 

Building on previous understandings, the final report of the GGE 2019–2021 elaborated an 
additional layer of understanding on how international law applies to State use of ICTs.18 
The GGE expanded on certain aspects of the application of the obligations set forth in 
Articles 2(3) and 33 of the United Nations Charter on the peaceful settlement of disputes, as 
well as on the application of State sovereignty and non-intervention, the prohibition of the 
threat or use of force, the inherent right to take measures consistent with international law and 
as recognized in the Charter, and States’ obligations regarding internationally wrongful acts 
attributable to them under international law.19 Moreover, for the first time, the GGE noted that 
international humanitarian law (IHL) applies only in situations of armed conflict, recalled the 
established principles noted in the 2015 GGE report, and the need to further study how and 
when these principles apply to the use of ICTs by States.20 

Through the final report of the OEWG 2019–2021, States recognized the General Assembly 
resolutions welcoming the 2013 and 2015 GGE reports and reaffirmed the application of 
international law to the use of ICTs.21 Although less detailed than the report of the GGE 
2019–2021 that followed shortly after, the OEWG report carried particular weight as a 
consensus outcome of all United Nations Member States. In addition to areas of consensus 
reflected in the final report, the Chair of the OEWG 2019–2021 issued a “Chair’s Summary” 
reflecting his understanding of the main points discussed during the meetings, including the 
in-depth exchanges on international law.22 

15	 A/70/174, paragraph 26.
16	 A/70/174, paragraph 28.
17	 General Assembly, First Committee, Official Record, A/C.1/72/PV.19, 2017, 1, explaining that one of the reasons 

was the lack of consensus on some aspects of how international law applies to the use of ICTs by States. 
18	 This report was welcomed by the General Assembly. See A/76/135.
19	 A/76/135, paragraph 71. See also General Assembly, Open-Ended Working Group on Developments in the 

Field of Information and Telecommunications in the Context of International Security, Draft Final Substantial 
Report, A/AC.290/2021/CRP.2, 2021, paragraph 36.

20	 A/76/135, paragraph 71(f).
21	 A/AC.290/2021/CRP.2. The report was welcomed by the General Assembly.
22	 See General Assembly, Open-ended Working Group on Developments in the Field of Information and Telecom-

munications in the Context of International Security, Chair’s Summary, A/AC.290/2021/CRP.3, 10 March 2021 

https://docs.un.org/A/70/174
https://docs.un.org/A/70/174
https://docs.un.org/en/A/C.1/72/PV.19
https://docs.un.org/A/76/135
https://docs.un.org/A/76/135
https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf
https://docs.un.org/A/76/135
https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf
https://ceipfiles.s3.amazonaws.com/pdf/CyberNorms/UNGGE/Chair's+Summary+of+the+Open-Ended+Working+Group+on+Developments+in+the+Field+of+Information+and+Telecommunications+in+the+Context+of+International+Security.pdf
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Both processes recommended that States continue to study this topic to further clarify and 
develop common understandings on how international law applies to State use of ICTs as an 
essential step towards avoiding misunderstandings and increasing predictability and stabil-
ity.23 In particular, States were encouraged to exchange views, including through the voluntary 
sharing of national views and practices.24 The GGE 2019–2021 also made available an official 
compendium of voluntary national contributions of participating governmental experts on the 
application of international law to the use of ICTs by States.25 

(noting in its paragraph 3 that the summary “may not reflect the full contributions of all delegations and should 
not be seen as reflecting the consensus view of States on any specific points covered in it”). See, in particular, 
paragraph 18, highlighting that certain questions on how international law applies to the use of ICTs have yet to 
be fully clarified.

23	 A/76/135, paragraph 72.
24	 A/AC.290/2021/CRP.2, paragraphs 36, 38, 40. See also A/76/135.
25	 General Assembly, “Official Compendium of Voluntary National Contributions on the Subject of How Inter-

national Law Applies to the Use of Information and Communications Technologies by States Submitted by 
Participating Governmental Experts in the Group of Governmental Experts on Advancing Responsible State 
Behaviour in Cyberspace in the Context of International Security Established Pursuant to General Assembly 
resolution 73/266”, A/76/136, 2021. See also A/76/135, paragraph 73.

A representative of Liberia (centre) gives statement on behalf of African States during the eleventh 
substantive session of the OEWG on Security of and in the Use of Information and Communications 
Technologies 2021–2025, New York. Credit: UN Photo / Loey Felipe.

https://docs.un.org/A/76/135
https://docs.un.org/A/76/135
https://docs.un.org/A/76/136
https://docs.un.org/A/76/135
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2. The evolution of the discussions in the 
OEWG 2021–2025 

26	 For example, Israel (session 1, meeting 6); Colombia (session 1, meeting 6); European Union on behalf of 35 
States (session 2, meeting 6); Republic of Korea (session 2, meeting 6); Switzerland (session 2, meeting 6); 
Australia (session 2, meeting 6); New Zealand (session 2, meeting 6); Netherlands (session 4, meeting 5); 
Japan (session 4, meeting 5).

27	 For example, Russian Federation (session 1, meeting 6; session 4, meeting 4); Iran (Islamic Republic of) 
(session 2, meeting 6); Cuba (session 2, meeting 6; session 4, meeting 5); Pakistan (session 1, meeting 7); 
China (session 1, meeting 7); Belarus (session 2, meeting 6); Syria (session 2, meeting 6).

28	 For example, Brazil (session 7, meeting 5); Philippines (session 9, meeting 5). See similarly Egypt (session 11, 
meeting 3).

29	 For example, European Union on behalf of 34 States (session 1, meeting 6); United Kingdom (session 1, 
meeting 6); Switzerland (session 1, meeting 6); Philippines (session 1, meeting 6); Argentina (session 1, 
meeting 6); South Africa (session 1, meeting 7); Republic of Korea (session 1, meeting 7); India (session 1, 
meeting 7); Singapore (session 1, meeting 7; session 2, meeting 6); Iraq (session 1, meeting 7); Egypt 
(session 1, meeting 7; session 2, meeting 6); Indonesia (session 1, meeting 7); Australia (session 1, 
meeting 7); Malaysia (session 1, meeting 7); Mexico (session 1, meeting 7); Brazil (session 1, meeting 7); 
Pakistan (session 1, meeting 7); France (session 1, meeting 7); China (session 1, meeting 7); Costa Rica 
(session 1, meeting 7); India (session 2, meeting 6); Chile (session 2, meeting 6); Botswana (session 2, 
meeting 6); Fiji (session 2, meeting 6).

30	 For example, Ireland (session 1, meeting 6); Austria (session 1, meeting 6); United Kingdom (session 1, 
meeting 6); Switzerland (session 1, meeting 6); Estonia (session 1, meeting 7); France (session 1, meeting 7; 
session 2, meeting 6); European Union on behalf of 35 States (session 2, meeting 6); Sweden (session 2, 
meeting 6); Fiji (session 2, meeting 6); Canada (session 2, meeting 6); India (session 2, meeting 6).

31	 For example, Switzerland (session 1, meeting 6); Netherlands (session 1, meeting 6); India (session 1, 

Across the different cycles of the OEWG 2021–2025, different approaches underpinned the 
discussions on the application of international law in cyberspace. On one side were States 
that emphasized the sufficiency of existing international law and prioritized its application 
in cyberspace.26 On the other were those proposing the development of new legally binding 
rules, including through the negotiation of a specific international legal instrument, to address 
gaps arising from the unique characteristics of ICTs.27 Some States were less categorical 
about one approach or the other; these States highlighted that the two approaches were not 
contradictory or mutually exclusive since discussions on the application of existing interna-
tional law could lead to the eventual negotiation of new rules.28

2.1. Consolidating foundational elements and designing 
future discussions on the application of international law 
to the State use of ICTs
Substantive discussions on international law within the OEWG 2021–2025 commenced with 
a reaffirmation of the application of international law in cyberspace and its role in contrib-
uting to peace and stability in international relations.29 Many States stressed that discus-
sions should build upon the existing acquis – a term used by some States to refer to existing 
consensus based on the reports of the previous multilateral processes – and take forward 
the foundational elements of the consensus language of the previous processes.30 This 
included, predominantly, the non-exhaustive list of international law principles developed in 
the previous GGEs and OEWG.31 



Recalling the existing acquis, some States considered the question of whether interna-
tional law applies to have been answered in the affirmative. On that basis, they encouraged 
States to advance discussions on how international law applies to State use of ICTs.32 Other 
States considered that specific questions on the application of international law in cyber-
space remained unresolved and lacked consensus.33 Moreover, many States emphasized the 
OEWG as an opportunity to enhance transparency of views and build common understan- 
dings on the topic.34 

During the negotiations of the OEWG’s first annual progress report (APR) in July 2022, 
Member States shared their views primarily on both the role of the OEWG in facilitating discus-
sion on international law as well as on priority topics to focus on during the negotiations. 

On the role of the OEWG, many States expressed the view that this multilateral process 
should provide a platform for focused and in-depth discussions on particularly important 
topics of international law.35 Priority topics identified by some States included, among others, 
State sovereignty,36 State responsibility,37 human rights and fundamental freedoms,38 interna-
tional humanitarian law,39 and the principle of cooperation.40 While some States stressed that 
discussions should focus on identifying areas of convergence and divergence with a view to 
developing common understandings on the application of international law in cyberspace,41 

meeting 7); Singapore (session 1, meeting 7); Egypt (session 1, meeting 7; session 2, meeting 6); Iran (Islamic 
Republic of) (session 2, meeting 6); Brazil (session 1, meeting 7); Pakistan (session 1, meeting 7); Ghana 
(session 2, meeting 6;); India (session 2, meeting 6); Ukraine (session 1, meeting 6).

32	 For example, Brazil (session 2, meeting 6); European Union on behalf of 35 States (session 1, meeting 6).
33	 For example, China (session 1, meeting 7). See similarly Cuba (session 1, meeting 7).
34	 For example, Israel (session 1, meeting 6); Austria (session 1, meeting 6); Japan (session 1, meeting 6); India 

(session 1, meeting 7); Indonesia (session 1, meeting 7); Estonia (session 1, meeting 7); Kenya (session 1, 
meeting 7); Malaysia (session 1, meeting 7); Czechia (session 1, meeting 7); France (session 1, meeting 7); 
Costa Rica (session 1, meeting 7); European Union on behalf of 35 States (session 2, meeting 6); Kenya 
(session 2, meeting 6); India (session 2, meeting 6); South Africa (session 2, meeting 6); Colombia (session 2, 
meeting 6); New Zealand (session 2, meeting 6); Ireland (session 2, meeting 6).

35	 For example, Austria (session 1, meeting 6); India (session 1, meeting 7); Colombia (session 2, meeting 6); 
Czechia (session 1, meeting 7); Sweden (session 2, meeting 6); Switzerland (session 2, meeting 2); Costa 
Rica (session 2, meeting 6); Canada (session 2, meeting 6); Brazil (session 2, meeting 6); France (session 2, 
meeting 6); Indonesia (session 2, meeting 6); Chile (session 2, meeting 6).

36	 For example, China (session 1, meeting 7) on the publication of “China’s Views on the Application of the 
Principle of Sovereignty in Cyberspace”, https://documents.unoda.org/wp-content/uploads/2021/12/
Chinese-Position-Paper-on-the-Application-of-the-Principle-of-Sovereignty-ENG.pdf. See also Japan 
(session 2, meeting 6).

37	 For example, Ukraine (session 1, meeting 6); Netherlands (session 2, meeting 6); Switzerland (session 2, 
meeting 6); Republic of Korea (session 1, meeting 7); Australia (session 1, meeting 7); Estonia (session 1, 
meeting 7); Canada (session 2, meeting 6).

38	 For example, Ireland (session 1, meeting 6); United Kingdom (session 1, meeting 6); Switzerland (session 1, 
meeting 6); Netherlands (session 1, meeting 6); Germany (session 1, meeting 7); Estonia (session 1, 
meeting 7); Italy (session 1, meeting 7); Mexico (session 1, meeting 7); European Union on behalf of 35 States 
(session 2, meeting 6); Canada (session 2, meeting 6); Uruguay (session 2, meeting 6).

39	 For example, European Union on behalf of 34 States (session 1, meeting 6); United Kingdom (session 1, 
meeting 6); Colombia (session 1, meeting 6); Switzerland (session 1, meeting 6); Indonesia (session 1, 
meeting 7); Australia (session 1, meeting 7); Mexico (session 1, meeting 7); Costa Rica (session 1, 
session 7, meeting 7); Canada (session 2, meeting 6); Chile (session 2, meeting 6); Republic of Korea 
(session 2, meeting 6); Joint  statement of Argentina, Brazil, Canada, Chile, Colombia, Czechia, Estonia, 
Germany, Indonesia, Japan, Jordan, Mexico, Netherlands, Republic of Korea, Senegal, Sweden and Swit-
zerland, https://documents.unoda.org/wp-content/uploads/2022/07/Joint- statement-IHL-OEWG.pdf. 
However, some States presented cautious approaches to the application of IHL in cyberspace. For example, 
Cuba (session 1, meeting 7; session 2, meeting 6); Russian Federation (session 3, meeting 4); Nicaragua 
(session 3, meeting 3).

40	 For example, Russian Federation (session 1, meeting 6; session 2, meeting 6).
41	 For example, Austria (session 1, meeting 6); France (session 1, meeting 7); United Kingdom (session 1, 

meeting 6);United States (session 2, meeting 6); Australia (session 1, meeting 7); Kenya (session 2, meeting 6).

https://documents.unoda.org/wp-content/uploads/2021/12/Chinese-Position-Paper-on-the-Application-of-the-Principle-of-Sovereignty-ENG.pdf
https://documents.unoda.org/wp-content/uploads/2021/12/Chinese-Position-Paper-on-the-Application-of-the-Principle-of-Sovereignty-ENG.pdf
https://documents.unoda.org/wp-content/uploads/2022/07/Joint-Statement-IHL-OEWG.pdf
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others also highlighted the need to identify gaps in, and matters left unregulated by, existing 
international law.42 

Capacity-building specific to international law was considered essential to fostering under-
standing of international law and increasing participation of all States in related discussions. 
Its promotion was thus widely endorsed from the beginning of discussions.43 

The first APR reflected many of the discussions, including a non-exhaustive list of proposals 
for further consideration in the subsequent OEWG sessions.44 It provided guidance for the 
next steps, including the continued exchange of views and encouragement to share them 
voluntarily through existing mechanisms (e.g., the UNIDIR Cyber Policy Portal) as requested 
by several States during the negotiations.45 Moreover, the consensus language provided the 
basis for focused discussions on topics from the “non-exhaustive list” proposed by States.46 
These included how relevant rules and principles of international law apply, and whether gaps 
in common understandings exist.47

2.2. Designing a road map for focused discussions 
Following the recommended steps from the APR, States agreed to continue exchanging 
views on how international law applies to their use of ICTs. They aimed to engage in focused 
substantive discussions, predominantly on the topics included in the non-exhaustive list – 
in particular, on how the Charter of the United Nations applies in the use of ICTs and related 
questions on sovereignty, sovereign equality, non-intervention in the internal affairs of other 
States and the peaceful settlement of disputes.48

42	 For example, Pakistan (session 1, meeting 7); Russian Federation (session 1, meeting 6; session 2, 
meeting 6); see, relatedly, Egypt (session 2, meeting 5).

43	 For example, Ireland (session 1, meeting 6; session 2, meeting 6); Austria (session 1, meeting 6); Colombia 
(session 1, meeting 6; session 2, meeting 6); Switzerland (session 1, meeting 6); Republic of Korea (session 1, 
meeting 7); Singapore (session 1, meeting 7); Australia (session 1, meeting 7; session 2, meeting 6); Estonia 
(session 1, meeting 7); Italy (session 1, meeting 7); Kenya (session 1, meeting 7); Malaysia (session 1, 
meeting 7); Czechia (session 1, meeting 7); France (session 1, meeting 7); European Union on behalf of 
35 States (session 2, meeting 6); Paraguay (session 2, meeting 6); Canada (session 2, meeting 6); Chile 
(session 2, meeting 6); Botswana (session 2, meeting 6); Guatemala (session 2, meeting 6); Malawi 
(session 2, meeting 6); India (session 2, meeting 6); Brazil (session 2, meeting 6).

44	 General Assembly, Report of the Open-Ended Working Group on Security of and in the Use of Information and 
Communications Technologies 2021–2025, A/77/275, 2022, paragraph 15.

45	 For example, Austria (session 1, meeting 6); Japan (session 1, meeting 6; session 2, meeting 6); Germany 
(session 1, meeting 7; session 2, meeting 6); United Kingdom (session 1, meeting 6; session 2, meeting 6); 
Colombia (session 1, meeting 6; session 2, meeting 6); Estonia (session 1, meeting 7; session 2, meeting 6); 
Italy (session 1, meeting 7); Kenya (session 1, meeting 7); France (session 1, meeting 7; session 2, 
meeting 6); Uruguay (session 2, meeting 6); Republic of Korea (session 2, meeting 6); Fiji (session 2, 
meeting 6); Malawi (session 2, meeting 6); United States (session 2, meeting 6).

46	 A/77/275, paragraph 15(a).
47	 A/77/275, recommendation 2.
48	 See the Chair’s guiding questions for session 4 of the OEWG, annexed to Chairperson OEWG 2021–2025, 

Letter from the Chair, 3 March 2023, https://docs-library.unoda.org/Open-Ended_Working_Group_on_
Information_and_Communication_Technologies_-_(2021)/Chair’s_Letter_3_March_2023_pdf.pdf. 

https://docs.un.org/A/77/275
https://docs.un.org/A/77/275
https://docs.un.org/A/77/275
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Chair's_Letter_3_March_2023_pdf.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Chair's_Letter_3_March_2023_pdf.pdf
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Some States restated the need to move beyond the reaffirmation of the applicability of the 
non-exhaustive list of rules and principles, and turn to focused,49 detailed50 and practical51 
discussions on a defined set of international law topics, allowing for substantive legal 
exchanges and development of common understandings. In this regard, substantive contri-
butions from States significantly grew during the discussions in the second cycle of the 
OEWG, with a predominant focus on the application of the United Nations Charter.52 To that 
end, a group of States proposed identifying areas of emerging convergence.53 The second 
APR explicitly reaffirmed focused discussions on topics such as the principles of sovereignty 
and sovereign equality, the peaceful settlement of disputes, the prohibition of the threat or 
use of force, and the prohibition of intervention.54

There was widespread support for continuing to develop a clear road map with concrete next 
steps and topics for discussions.55 A paper submitted on “A Practical Approach to Interna-
tional Law in the 2021–2025 OEWG”56 included proposals on modalities and thematic areas 
(e.g., the United Nations Charter, State responsibility, peaceful settlement of disputes and 
IHL) as a starting point for the OEWG discussions. It received support from several 
delegations.57 

Some States deemed it important to also focus on gaps in existing international law and the 
development of additional legal rules.58 The proposal to develop a legally binding instrument 
was discussed, including in the context of the submission of an “Updated Concept of the 

49	 For example, Netherlands (session 4, meeting 5); Czechia (session 4, meeting 5); Estonia (session 4, 
meeting 5); Australia (session 4, meeting 5); Germany (session 4, meeting 5); Japan (session 4, meeting 5); 
Croatia (session 4, meeting 5); United States (session 4, meeting 5); India (session 4, meeting 5); Pakistan 
(session 4, meeting 6).

50	 For example, Austria (session 4, meeting 4).
51	 For example, Sweden on behalf of the Nordic States (session 4, meeting 4); United Kingdom (session 4, 

meeting 4). 
52	 For example, Singapore (session 4, meeting 4); Estonia (session 4, meeting 5); Australia (session 4, 

meeting 5); Chile (session 4, meeting 5); New Zealand (session 4, meeting 5); Germany (session 4, 
meeting 5); United States (session 4, meeting 5); China (session 4, meeting 5); France (session 4, meeting 5); 
Fiji (session 4, meeting 6).

53	 “Applicability of International Law, in Particular the United Nations Charter, in the Use of ICTs: Areas of Conver-
gence”, Working paper submitted by Australia, Colombia, El Salvador, Estonia and Uruguay, 2023, https://
docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technol-
ogies_-_(2021)/Cyber_OEWG_-_International_Law_APR_paper_-_updated_-_24_July_2023.pdf. This 
was welcomed by many delegations, including, for example, European Union (session 5, meeting 3); United 
Kingdom (session 5, meeting 4); Vanuatu (session 5, meeting 5); New Zealand (session 5, meeting 3); Croatia 
(session 5, meeting 4).

54	 General Assembly, Report of the Open-Ended Working Group on Security of and in the Use of Information and 
Communications Technologies 2021–2025, A/78/265, 2023, paragraph 30.

55	 For example, Canada (session 4, meeting 4); United Kingdom (session 4, meeting 4); Switzerland (session 4, 
meeting 5); Australia (session 4, meeting 5).

56	 “A Practical Approach to International Law in the 2021–2025 OEWG”, Working paper submitted by Canada and 
Switzerland, 2022, https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_
Communication_Technologies_-_(2021)/Updated_-_A_Practical_Approach_to_International_Law_in_
the_OEWG_-_Canada-Switzerland_Concept_Paper_Nov_18_2022.pdf. 

57	 For example, Netherlands (session 4, meeting 5); Sweden on behalf of the Nordic States (session 4, meeting 4); 
United Kingdom (session 4, meeting 4); European Union on behalf of 36 States (session 4, meeting 4); Austria 
(session 4, meeting 4); Czechia (session 4, meeting 5); Estonia (session 4, meeting 5); New Zealand (session 4, 
meeting 5); Germany (session 4, meeting 5); Croatia (session 4, meeting 5); Belgium (session 4, meeting 5); 
Ireland (session 4, meeting 5); France (session 4, meeting 5); Colombia (session 4, meeting 6).

58	 For example, Russian Federation (session 4, meeting 4); Iran (Islamic Republic of) (session 4, meeting 5); Iraq 
(session 4, meeting 5).

https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Cyber_OEWG_-_International_Law_APR_paper_-_updated_-_24_July_2023.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Cyber_OEWG_-_International_Law_APR_paper_-_updated_-_24_July_2023.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Cyber_OEWG_-_International_Law_APR_paper_-_updated_-_24_July_2023.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Updated_-_A_Practical_Approach_to_International_Law_in_the_OEWG_-_Canada-Switzerland_Concept_Paper_Nov_18_2022.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Updated_-_A_Practical_Approach_to_International_Law_in_the_OEWG_-_Canada-Switzerland_Concept_Paper_Nov_18_2022.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Updated_-_A_Practical_Approach_to_International_Law_in_the_OEWG_-_Canada-Switzerland_Concept_Paper_Nov_18_2022.pdf


7 5INTERNATIONAL LAW

Convention of the United Nations on Ensuring International Information Security”,59 support 
for which extended beyond its cosponsors.60 The second APR included language on this 
issue, noting the possibility of future elaboration of additional binding obligations, if 
appropriate.61

In terms of modalities, there was wide support for the establishment of dedicated sessions at 
the OEWG and intersessional meetings on international law.62 However, other States requested 
a cautious approach and the need for balance in the selection of topics for intersessional 
discussions.63 Engagement with legal experts during focused discussions was encouraged.64 
Others suggested seeking views from relevant bodies, such as the International Law Commis-
sion (ILC), on the applicability of international law to the use of ICTs by States.65 

The topic of capacity-building on international law gained prominence during the second 
cycle. In addition to seminars, workshops and training courses, emphasis was also put on 
sharing good practices at different levels.66

2.3. Growing involvement, deepening substantive 
deliberation and methodological maturation
While divergent views on the sufficiency of existing international law to safeguard the peace 
and security of ICTs persisted, the third cycle of the OEWG was marked by a significant 
increase in participation and substantive contributions from Member States on the matter. 

The increased number of States delivering detailed  statements on international law was 
highlighted by the Chair of the OEWG and several delegations.67 Member States shared 

59	 Russian Federation, “Updated Concept of the Convention of the United Nations on Ensuring International 
Information Security” (Cosponsors: Belarus, Democratic People’s Republic of Korea, Nicaragua, Syria, 
Venezuela), https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Commu-
nication_Technologies_-_(2021)/ENG_Concept_of_convention_on_ensuring_international_information_
security.pdf.

60	 For example, Iran (Islamic Republic of) (session 4, meeting 5); Cuba (session 4, meeting 5); China (session 4, 
meeting 5); Nicaragua on behalf of Burundi, Belarus, China, Cuba, Democratic People’s Republic of Korea, 
Nicaragua, Russia, Syria and Venezuela (session 5, meeting 1); Iran (Islamic Republic of) on behalf of the 
same group (session 5, meeting 4).

61	 A/78/265, paragraph 32.
62	 For example, European Union on behalf of 36 States (session 4, meeting 4); Sweden on behalf of the Nordic 

States (session 4, meeting 4); United Kingdom (session 4, meeting 4); Austria (session 4, meeting 4); 
Canada (session 4, meeting 4); South Africa (session 4, meeting 4); Netherlands (session 4, meeting 5); 
Belgium (session 4, meeting 5); Switzerland (session 4, meeting 5); Czechia (session 4, meeting 5); Australia 
(session 4, meeting 5); New Zealand (session 4, meeting 5); Croatia (session 4, meeting 5); Ireland (session 4, 
meeting 5); Malawi (session 4, meeting 5); Republic of Korea (session 4, meeting 5); Romania (session 4, 
meeting 6); Pakistan (session 4, meeting 6); Colombia (session 4, meeting 6); Fiji (session 4, meeting 6); 
Dominican Republic (session 4, meeting 6); El Salvador (session 4, meeting 6); Jordan (session 4, meeting 6); 
Costa Rica (session 4, meeting 5); Philippines (session 5, meeting 3). 

63	 For example, China (session 4, meeting 5); Nicaragua (session 4, meeting 6).
64	 For example, Switzerland (session 4, meeting 5); United Kingdom (session 4, meeting 4); Netherlands 

(session 4, meeting 5); Canada (session 4, meeting 4); Australia (session 4, meeting 5); Iraq (session 4, 
meeting 5); Mexico (session 5, meeting 3).

65	 For example, South Africa (session 4, meeting 4); Jordan (session 4, meeting 6); Viet Nam (session 4, 
meeting 5); Argentina (session 5, meeting 3).

66	 For example, India (session 4, meeting 5); Fiji (session 4, meeting 6).
67	 For example, Joint Statement by Colombia on behalf of Australia, El Salvador, Estonia and Uruguay (session 7, 

https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/ENG_Concept_of_convention_on_ensuring_international_information_security.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/ENG_Concept_of_convention_on_ensuring_international_information_security.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/ENG_Concept_of_convention_on_ensuring_international_information_security.pdf
https://docs.un.org/A/78/265
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substantive views, including concrete examples, on the application of different rules and prin-
ciples, particularly those included in the non-exhaustive list, which significantly deepened the 
discussions.68 

The need for focused discussion on the application of IHL to the use of ICTs in situations of 
armed conflict was highlighted by numerous delegations.69 A group of States submitted a 
dedicated working paper on the subject.70 These States considered that the discussion would 
help to develop common understandings on how to best protect civilians and civilian objects 
and on what actions are prohibited or required during armed conflict.71 Nevertheless, this 
topic remained controversial. Some States emphasized the lack of consensus on the applica-
tion of IHL in cyberspace72 (see Subsection 3.2.2) and called for a cautious approach to 
transposing the application of IHL in a generalized manner. 

A topic that gained prominence in the discussions was the concern for growing threats 
against critical civilian infrastructure and calls to address these threats through international 
law.73 In addition, several delegations highlighted the need to address the complexities of 
attribution in the use of ICTs.74

Moreover, some States sought to identify three additional areas of emerging convergence, 
namely, IHL, State responsibility, and human rights and fundamental freedoms.75 A cross- 
regional working paper was presented by a group of States proposing specific language for 
the third APR.76 While the third APR maintained the references to core rules and principles, 

meeting 5); Canada (session 7, meeting 6).
68	 General Assembly, Report of the Open-Ended Working Group on Security of and in the Use of Information and 

Communications Technologies 2021–2025, A/79/214, 2024, paragraph 38(a).
69	 For example, United States (session 6, meeting 5; session 7, meeting 6); Mexico (session 6, meeting 5); 

Germany (session 6, meeting 5; session 7, meeting 6); United Kingdom (session 6, meeting 5); Bangla-
desh (session 6, meeting 5); South Africa (session 6, meeting 5); Australia (session 6, meeting 5); Chile 
(session 6, meeting 6; session 7, meeting 5); Ukraine (session 6, meeting 6); Austria (session 7, meeting 5); 
Italy (session 7, meeting 5); France (session 7, meeting 6); Kiribati (session 6, meeting 5). See also ICRC 
(session 6, meeting 6).

70	 “Application of International Humanitarian Law to the Use of Information and Communication Technologies in 
Situations of Armed Conflicts”, Working paper submitted Brazil, Canada, Chile, Colombia, Czechia, Estonia, 
Germany, Netherlands, Mexico, Republic of Korea, Senegal, Sweden and Switzerland, 2024, https://docs-li-
brary.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_
(2021)/OEWG_Working_Paper_IHL_ICT_Operations.pdf. The paper was supported by other delegations, 
for example, Belgium (session 7, meeting 5); Italy (session 7, meeting 5); Ireland (session 7, meeting 5); Spain 
(session 7, meeting 6).

71	 See Senegal on behalf of Brazil, Canada, Chile, Colombia, Czechia, Estonia, Germany, Netherlands, Mexico, 
Republic of Korea, Sweden, Switzerland and Senegal (session 7, meeting 5).

72	 For example, China (session 7, meeting 5); Russian Federation (session 8, meeting 3).
73	 For example, Ukraine (session 6, meeting 6); United Kingdom (session 6, meeting 5); Mexico (session 7, 

meeting 5); Japan (session 6, meeting 5); Slovakia (session 7, meeting 5).
74	 For example, Pakistan (session 7, meeting 5). See similarly China (session 8, meeting 3). 
75	 For example, South Africa (session 6, meeting 5); Australia (session 7, meeting 5); Austria (session 6, 

meeting 5); New Zealand (session 6, meeting 5); Canada (session 6, meeting 4); European Union on behalf of 
37 States (session 6, meeting 4); Ireland (session 6, meeting 5).

76	 “Application of International Law in the Use of ICTs: Areas of Convergence”, Working paper submitted by 
Australia, Colombia, El Salvador, Estonia, Fiji, Kiribati, Thailand, Uruguay, 2024, https://docs-library.unoda.
org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/
Cyber_OEWG9_-_Cross-Regional_Working_Paper_on_International_Law.pdf. The paper was welcomed 
by other delegations: for example, Switzerland (session 7, meeting 5); Netherlands (session 7, meeting 5); 
Italy (session 7, meeting 5); Ireland (session 7, meeting 5); Canada (session 7, meeting 6); Czechia (session 7, 
meeting 6); France (session 7, meeting 6); Spain (session 7, meeting 6).

https://docs.un.org/A/79/214
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Cyber_OEWG9_-_Cross-Regional_Working_Paper_on_International_Law.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Cyber_OEWG9_-_Cross-Regional_Working_Paper_on_International_Law.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Cyber_OEWG9_-_Cross-Regional_Working_Paper_on_International_Law.pdf
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it included some updated language and added further nuance to the legal interpretations, 
particularly on sovereignty and the prohibition of the threat or use of force.77

Several States highlighted the importance of in-depth discussions on international law 
during intersessional meetings, with participation of legal advisors and legal experts.78 The 
third APR proposed that future discussions should benefit from experts and, following their 
mention by a few delegations, included explicit reference to the ILC79 and academia.80 

Different views were also shared on the unique features of ICTs in the context of the suffi-
ciency of existing international law.81 On the one hand, some States considered that the 
unique technical characteristics of ICTs result in legal gaps that merit new legally binding 
rules.82 On the other hand, some States considered that cyberspace is not so unique that 
it requires a different approach83 that cannot be accommodated through the application of 
existing rules.84 Many States emphasized that discussions on potential gaps or additional 
rules are premature.85 Some considered that discussions on the application of existing rules 
of international law to ICTs and the potential pursuit of specific legally binding measures were 
not mutually exclusive.86 The third APR only broadly reflected the spectrum of views in this 
regard.

Negotiations during this cycle included discussions on methodologies to address the topic of 
international law. Many States emphasized the impact of holding scenario-based exercises 
on international law and suggested using scenarios as an element to facilitate focused 
discussions and the exchange of views at the OEWG.87

77	 A/79/214, paragraph 37.
78	 For example, Netherlands (session 7, meeting 5); Austria (session 7, meeting 5); Mexico (session 7, 

meeting 5); Malaysia (session 7, meeting 5); Canada (session 7, meeting 6).
79	 For example, Mexico (session 6, meeting 5; session 7, meeting 5); Italy (session 6, meeting 5); Bangladesh 

(session 6, meeting 5; session 7, meeting 5); South Africa (session 7, meeting 5).
80	 For example, United Kingdom (session 7, meeting 5); Malaysia (session 7, meeting 5); Netherlands (session 8, 

meeting 3).
81	 Compare with Guiding question shared by Chair for seventh substantive session, annexed to Chairperson 

OEWG 2021–2025, Letter from the Chair, 20 February 2024, https://docs-library.unoda.org/Open-Ended_
Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Letter_from_OEWG_
Chair_20_February_2024.pdf.

82	 For example, Russian Federation (session 6, meeting 5); Bangladesh (session 6, meeting 5). See, in this 
regard, Russian Federation, “Updated Concept of the Convention of the United Nations on Ensuring Interna-
tional Information Security” (Cosponsors: Belarus, Cuba, Democratic People’s Republic of Korea, Nicaragua, 
Syria, Venezuela), https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_
Communication_Technologies_-_(2021)/ENG_Concept_of_convention_on__ensuring_international_
information_security.pdf. See also Iran (Islamic Republic of) (session 7, meeting 5); Sri Lanka (session 7, 
meeting 6); Pakistan (session 6, meeting 5); China (session 6, meeting 5); and support from Viet Nam 
(session 6, meeting 5) and Burkina Faso (session 7, meeting 6).

83	 For example, Canada (session 6, meeting 4); Switzerland (session 6, meeting 5); New Zealand (session 6, 
meeting 5). See also Spain (session 6, meeting 5).

84	 For example, Ireland (session 6, meeting 5); Switzerland (session 6, meeting 5); Netherlands (session 6, 
meeting 5); United Kingdom (session 6, meeting 5); Czechia (session 6, meeting 5); Italy (session 6, 
meeting 5).

85	 For example, United States (session 6, meeting 5); France (session 6, meeting 5).
86	 For example, Brazil (session 6, meeting 5; session 7, meeting 5); Philippines (session 9, meeting 5); Egypt 

(session 11, meeting 3). 
87	 For example, Germany (session 6, meeting 5; session 7, meeting 6); Singapore (session 7, meeting 5); United 

States (session 7, meeting 6); Republic of Korea (session 7, meeting 5); Colombia on behalf of Australia, 

https://docs.un.org/A/79/214
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Letter_from_OEWG_Chair_20_February_2024.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Letter_from_OEWG_Chair_20_February_2024.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/Letter_from_OEWG_Chair_20_February_2024.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/ENG_Concept_of_convention_on__ensuring_international_information_security.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/ENG_Concept_of_convention_on__ensuring_international_information_security.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/ENG_Concept_of_convention_on__ensuring_international_information_security.pdf
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Several national positions and a regional position88 on how international law applies in cyber-
space were launched or their development announced during the third cycle of the OEWG 
(see Subsection 3.4). The development and publication of positions received widespread 
support from delegations.89 This reinforced the encouragement to develop national posi-
tions,90 as well as the role of capacity-building and cooperation in sharing experiences91 and 
good practices,92 enhancing the expertise to develop national and regional positions,93 and 
strengthening national expertise94 to support participation in international law discussions in 
an equal footing.95 Several States emphasized the work of regional and subregional organiza-
tions in capacity-building96 and developing common understandings.97 

El Salvador, Estonia, Uruguay (session 7, meeting 5); Philippines (session 7, meeting 5); Switzerland 
(session 7, meeting 5); Belgium (session 7, meeting 5); Austria (session 7, meeting 5); Japan (session 7, 
meeting 5); United Kingdom (session 7, meeting 5); Malaysia (session 7, meeting 5); Canada (session 7, 
meeting 6); Czechia (session 7, meeting 6); France (session 7, meeting 6); Israel (session 7, meeting 6); 
Malawi (session 7, meeting 6).

88	 The Common African Position, which represents the 55 member States of the African Union. African Union 
Common Position on the Application of International Law to the Use of Information and Communication Tech-
nologies in Cyberspace, annexed to African Union, Peace and Security Council, Communiqué, 29 January 
2024, https://cms.cyberpolicyportal.org/uploads/CAP_Communiques_FULL_0e34eb5799.pdf.

89	 For example, Canada (session 6, meeting 4); European Union on behalf of 36 States (session 6, meeting 4); 
Brazil (session 6, meeting 5); Ireland (session 6, meeting 5); Austria (session 6, meeting 5); Spain (session 6, 
meeting 5); Colombia on behalf of Australia, El Salvador, Estonia and Uruguay (session 7, meeting 5); 
European Union on behalf of 38 States (session 7, meeting 5); Netherlands (session 7, meeting 5); Switzer-
land (session 7, meeting 5); Belgium (session 7, meeting 5); Austria (session 7, meeting 5); Italy (session 7, 
meeting 5); Brazil (session 7, meeting 5); Japan (session 7, meeting 5); Mexico (session 7, meeting 5); United 
Kingdom (session 7, meeting 5); Ireland (session 7, meeting 5); Canada (session 7, meeting 6); Germany 
(session 7, meeting 6); Czechia (session 7, meeting 6); France (session 7, meeting 6).

90	 For example, Thailand (session 6, meeting 5); Finland on behalf of the Nordic States (session 6, meeting 5); 
Nigeria (session 6, meeting 5); Kenya (session 6, meeting 5); Austria (session 6, meeting 5); Italy (session 6, 
meeting 5); Israel (session 6, meeting 5); United Kingdom (session 6, meeting 5); Australia (session 7, 
meeting 5); Colombia (session 7, meeting 6). See also A/79/214, paragraph 38(c).

91	 For example, Ireland (session 6, meeting 5); Japan (session 6, meeting 5); Colombia (session 7, meeting 6).
92	 For example, Switzerland (session 7, meeting 5); Italy (session 7, meeting 5); Brazil (session 7, meeting 5); 

Australia (session 7, meeting 5); France (session 7, meeting 6). 
93	 For example, Canada (session 6, meeting 4); European Union on behalf of 38 States (session 6, meeting 4); 

Switzerland (session 6, meeting 5); Kenya (session 6, meeting 5); Spain (session 6, meeting 5); Netherlands 
(session 6, meeting 5); France (session 7, meeting 6); United States (session 7, meeting 6).

94	 For example, Uganda (session 6, meeting 6; session 7, meeting 5). Similarly, Chile (session 7, meeting 5).
95	 For example, Finland on behalf of the Nordic States (session 6, meeting 5); Estonia (session 6, meeting 5); 

Netherlands (session 6, meeting 5); Pakistan (session 6, meeting 5); Malaysia (session 6, meeting 5); Uganda 
(session 6, meeting 6); Nigeria (session 7, meeting 5).

96	 For example, Malaysia (session 7, meeting 5); Chile (session 7, meeting 5); Canada (session 7, meeting 6); 
Kenya (session 7, meeting 5); Mexico (session 6, meeting 5).

97	 For example, Kenya (session 6, meeting 5); Germany (session 7, meeting 6).

https://cms.cyberpolicyportal.org/uploads/CAP_Communiques_FULL_0e34eb5799.pdf
https://docs.un.org/A/79/214
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2.4. Focusing on negotiation outcomes and looking 
towards the future Global Mechanism
The last cycle of negotiations reaffirmed once again the application of international law to 
State use of ICTs. 

Many States stressed that international law – particularly the United Nations Charter, IHL, 
international human rights law (IHRL)98 and, for some, also State responsibility99 – is fully 
applicable to cyberspace. These States proposed that efforts should focus on interpreting 
and applying those existing rules and principles in cyberspace.100 

Other States emphasized that there was a lack of consensus on topics such as attribution,101 
self-defence102 and IHL,103 and these should therefore be approached with caution. Many of 
these States restated their view that gaps exist in the current legal framework and called for 
focused discussions on the development of new legally binding obligations.104 Some delega-
tions indicated openness to discussing legally binding instruments as a future step.105 

IHL was again one of the most discussed substantive topics on international law.106 Several 
delegations proposed capturing in the outcome reports the progress that had been made 
in the discussions on IHL beyond the language agreed in previous processes.107 Concrete 
proposals were put forward referencing the progress made at the 34th International 
Conference of the Red Cross and Red Crescent in 2024,108 with some States suggesting 
incorporation of specific language from that conference’s consensus resolution 341C/24/
R2.109 Conversely, as in previous cycles, a few delegations cautioned against including 

98	 For example, Brazil (session 10, meeting 4); Albania (session 10, meeting 4); North Macedonia (session 10, 
meeting 4); Netherlands (session 10, meeting 4); Germany (session 10, meeting 5); Malawi (session 10, 
meeting 4).

99	 For example, Sweden (session 10, meeting 4); Australia (session 10, meeting 4); Canada (session 10, 
meeting 4); Japan (session 10, meeting 4); France (session 10, meeting 4); European Union (session 10, 
meeting 3; session 9, meeting 4).

100	 For example, Sweden (session 10, meeting 4); Canada (session 10, meeting 3).
101	 For example, Iran (Islamic Republic of) (session 10, meeting 4); Pakistan (session 10, meeting 4).
102	 For example, Pakistan (session 10, meeting 4); Cuba on behalf of Venezuela, Nicaragua and Cuba (session 9, 

meeting 5).
103	 For example, China (session 10, meeting 4); Cuba (session 10, meeting 4).
104	 For example, Cuba (session 10, meeting 4); Iran (Islamic Republic of) (session 10, meeting 4); China 

(session 10, meeting 4); Russian Federation (session 10, meeting 3); Pakistan (session 10, meeting 4).
105	 For example, Egypt (session 11, meeting 8); Indonesia (session 11, meeting 2).
106	 See also in this regard, “Working Paper on the Application of International Humanitarian Law to the Use of 

Information and Communication Technologies in Situations of Armed Conflicts”, Update submitted by Brazil, 
Canada, Chile, Colombia, Czechia, Estonia, Germany, Netherlands, Mexico, Republic of Korea, Senegal, 
Sweden and Switzerland, 2025, https://docs-library.unoda.org/Open-Ended_Working_Group_on_Infor-
mation_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations_
Update_2025.pdf.

107	 For example, Sweden (session 10, meeting 4); Colombia (session 10, meeting 4); Switzerland (session 10, 
meeting 4); Australia (session 10, meeting 4); Brazil (session 10, meeting 4); Senegal (session 10, meeting 4); 
United States (session 10, meeting 4).

108	 For example, Sweden (session 10, meeting 4); El Salvador (session 10, meeting 4); France (session 10, 
meeting 4); Colombia (session 10, meeting 4); Switzerland (session 10, meeting 4); Australia (session 10, 
meeting 4); Egypt (session 10, meeting 5).

109	 For example, Brazil (session 10, meeting 4); Canada (session 10, meeting 4); Netherlands (session 10, 
meeting 4); Ireland (session 10, meeting 5).

https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations_Update_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations_Update_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations_Update_2025.pdf
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language on IHL in the final report. These States argued against the automatic application of 
IHL110 and cited concerns that its application would promote the militarization of cyberspace 
and risk ICTs becoming a new battlefield.111 

The prohibition of the use of force was also a topic that generated discussion. Some States 
advocated for specific language on the threshold for an ICT operation to constitute a use 
of force;112 some other delegations were resistant to such language due to the existence of 
divergent views on the issue.113 Another topic that gained prominence was IHRL, with several 
delegations sharing substantive views and arguing for stronger language to be reflected in the 
final report.114 

The last cycle was also marked by deepening cross-regional articulation of developments in 
common understandings. This was reflected in the growing number of States supporting or 
co-sponsoring working papers on, for example, the application of IHL115 or proposing text on 
areas of convergence.116 Moreover, several  statements were delivered on behalf of regional 
or subregional groups,117 and a second regional position on the application of international 
law was published.118 

A number of States drew attention to the multiple ongoing capacity-building efforts on inter-
national law. This included efforts to support the development of national positions,119 which 
they considered had significantly contributed to increased participation in and substantive 
discussions at the OEWG.120 Indeed, the main addition to the final report was a detailed list 
of capacity-building efforts and proposals121 and calls for continued support to neutral and 
objective efforts, including within the United Nations, to build capacity on international law.122 

110	 For example, Venezuela (session 11, meeting 3).
111	 For example, Cuba (session 10, meeting 4); China (session 10, meeting 4).
112	 For example, Brazil (session 11, meeting 2); Netherlands (session 11, meeting 2); United Kingdom 

(session 11, meeting 2); Finland (session 11, meeting 2).
113	 For example, Israel (session 11, meeting 3); Russian Federation (session 11, meeting 2).
114	 For example, Thailand (session 10, meeting 4); Senegal (session 10, meeting 3); Mozambique (session 10, 

meeting 4); North Macedonia (session 10, meeting 4); Malawi (session 10, meeting 3); Switzerland 
(session 10, meeting 4); Australia (session 10, meeting 4); Ireland (session 10, meeting 5); Portugal 
(session 10, meeting 4).

115	 “Working Paper on the Application of International Humanitarian Law”, Update submitted by Brazil, Canada, 
Chile, Colombia, Czechia, Estonia, Germany, Netherlands, Mexico, Republic of Korea, Senegal, Sweden and 
Switzerland.

116	 “Working Paper on the Application of International Law in the Use of ICTs: Proposed Text Outlining Areas of 
Convergence for Inclusion in the 2025 Final Report International Law Section”, submitted by Australia, Chile, 
Colombia, Dominican Republic, Ecuador, Egypt, El Salvador, Estonia, Fiji, Germany, Ireland, Kiribati, Moldova, 
Netherlands, Papua New Guinea, Poland, Romania, Thailand, Uruguay, Vanuatu and Viet Nam, 2025, https://
docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technolo-
gies_-_(2021)/OEWG_-_Cross-regional_Working_Paper_on_International_Law_-_11_July_2025.pdf.

117	 For example, Nigeria on behalf of the African Group (session 9, meeting 4); Tonga on behalf of the Pacific 
Islands Forum (session 9, meeting 5; session 10, meeting 4); Tunisia on behalf of the Arab Group (session 11, 
meeting 6).

118	 European Union, “Declaration on a Common Understanding of International Law in Cyberspace”, 2024, 
https://data.consilium.europa.eu/doc/document/ST-15833-2024-INIT/en/pdf.

119	 For example, Vanuatu (session 10, meeting 4); Mauritius (session 10, meeting 4); Australia (session 10, 
meeting 4); Estonia (session 11, meeting 3); Japan (session 11, meeting 3); Fiji (session 10, meeting 5).

120	 For example, Canada (session 10, meeting 4); Czechia (session 10, meeting 4).
121	 A/80/257, paragraph 43(d).
122	 A/80/257, paragraph 46.

https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_-_Cross-regional_Working_Paper_on_International_Law_-_11_July_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_-_Cross-regional_Working_Paper_on_International_Law_-_11_July_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_-_Cross-regional_Working_Paper_on_International_Law_-_11_July_2025.pdf
https://data.consilium.europa.eu/doc/document/ST-15833-2024-INIT/en/pdf
https://docs.un.org/A/80/257
https://docs.un.org/A/80/257
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123	 For example, Canada (session 10, meeting 4); Thailand on behalf of Australia, Chile, Colombia, Dominican 
Republic, El Salvador, Estonia, Fiji, Kiribati, Moldova, Netherlands, Papua New Guinea, Thailand, Uruguay and 
Viet Nam (session 10, meeting 4).

124	 For example, Canada (session 10, meeting 4); Brazil (session 10, meeting 4); Czechia (session 10, meeting 4); 
El Salvador (session 11, meeting 5); Switzerland (session 11, meeting 5); Viet Nam (session 11, meeting 5).

125	 A/80/257, paragraph 42.
126	 For example, Portugal (session 10, meeting 4); Thailand on behalf of Australia, Chile, Colombia, Dominican 

Republic, El Salvador, Estonia, Fiji, Kiribati, Moldova, Netherlands, Papua New Guinea, Thailand, Uruguay and 
Viet Nam (session 10, meeting 4); Canada (session 10, meeting 4); France (session 10, meeting 4); Philip-
pines (session 9, meeting 5); Singapore (session 10, meeting 4).

127	 For example, Netherlands (session 10, meeting 4); Brazil (session 10, meeting 4); Senegal (session 10, 
meeting 4); Sweden (session 10, meeting 4).

128	 For example, China (session 10, meeting 4).
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Although many delegations highlighted the success of the OEWG in advancing in-depth 
discussions and promoting additional layers of common understanding,123 some States 
expressed views that this progress should have been more comprehensively and accurately 
documented in the final report.124 The final report notes that States expressed diverse views 
on some of the issues, such as sovereignty, State responsibility, due diligence and IHL.125 

Among the methodologies for addressing the practical application of international law 
that were discussed, scenario-based exercises again featured prominently. Many States 
suggested that they be incorporated into the modalities of the future permanent mecha-
nism.126 Involvement of legal experts continued to be a point of discussion. Many States 
supported expert input from relevant organizations and stakeholders,127 while a few delega-
tions considered that this should be approached cautiously. Those advocating a cautious 
approach cited, for example, concern about the burden that this may put on developing 
countries and stressed that these discussions are not only technical or legal in nature but also 
bear on States’ political, economic and social considerations.128

https://docs.un.org/A/80/257
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As in previous cycles, some States brought up how the future permanent mechanism could 
incorporate international law through focused and structured discussions129 and capaci-
ty-building.130 The fourth cycle was thus very forward looking regarding the integration of 
international law into the future mechanism. In this regard, some States argued that interna-
tional law was a cross-cutting issue that should be integrated across discussions.131 Other 
delegations considered that international law merited its own dedicated thematic group132 or 
platform for discussion.133 

129	 For example, Colombia on behalf of Australia, El Salvador, Estonia, Uruguay and Colombia (session 7, 
meeting 5).

130	 For example, Uruguay (session 7, meeting 6). Some States directly related this to the so-called “Programme 
of Action”. For example, Austria (session 4, meeting 4); Australia (session 4, meeting 5); Estonia (session 6, 
meeting 5); Italy (session 6, meeting 5); United Kingdom (session 3, meeting 8); European Union on behalf 
of 38 States (session 7, meeting 5); Japan (session 7, meeting 5); United Kingdom (session 7, meeting 5); 
Ireland (session 7, meeting 5); Canada (session 7, meeting 6); United States (session 7, meeting 6); Czechia 
(session 7, meeting 6); France (session 7, meeting 6); Kenya (session 10, meeting 5); Ghana (session 10, 
meeting 5); Malawi (session 9, meeting 4).

131	 For example, Canada (session 10, meeting 4); France (session 10, meeting 4); United States (session 10, 
meeting 4).

132	 For example, Russian Federation (session 10, meeting 4); Iran (Islamic Republic of) (session 10, meeting 4).
133	 For example, Egypt (session 10, meeting 5; session 11, meeting 8); Tunisia on behalf of the Arab Group 

(session 11, meeting 6); Colombia (session 11, meeting 6); El Salvador (session 11, meeting 7). For more on 
the deliberation on the future mechanism see the chapter on regular institutional dialogue in this volume. 

Participants attend the eleventh substantive session of the OEWG on Security of and in the Use of Information 
and Communications Technologies 2021–2025, New York, 2025. Credit: UN Photo / Loey Felipe.
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3. Trends and major themes addressed during 
the mandate 

134	 For example, Australia (session 4, meeting 5); Finland on behalf of the Nordic States (session 6, meeting 5); 
Japan (session 10, meeting 4).

135	 For example, Finland on behalf of the Nordic States (session 6, meeting 5); Estonia (session 1, meeting 7).
136	 For example, Russian Federation (session 7, meeting 5); Iran (Islamic Republic of) (session 10, meeting 4); 

Cuba also on behalf of Venezuela and Nicaragua (session 9, meeting 5); Pakistan (session 1, meeting 7); 
China (session 7, meeting 5).

137	 See the chapter on rules, norms and principles in this volume.
138	 For example, Canada (session 6, meeting 4); European Union (session 6, meeting 4); El Salvador (session 6, 

meeting 5); Mexico (session 7, meeting 5); Ireland (session 7, meeting 5).
139	 For example, Russian Federation (session 7, meeting 5); Iran (Islamic Republic of) (session 10, meeting 4); 

Cuba also on behalf of Venezuela and Nicaragua (session 9, meeting 5); Pakistan (session 1, meeting 7); 
China (session 7, meeting 5).

States’ discussions under the international law agenda item ranged from conceptual debates 
on the sufficiency of existing international law to regulate State use of ICTs, via substantive 
topics regarding how international law applies to State use of ICTs, to practical consider-
ations concerning how to progress discussions on international law in the OEWG 2021–2025. 
The following subsections cover, non-exhaustively, some of the key themes discussed during 
the OEWG under the international law agenda item.

3.1. The sufficiency of existing international law
Despite the standing consensus that existing international law, including the United Nations 
Charter, is applicable and essential for maintaining peace and stability in the ICT environ-
ment, divisions remained on whether existing rules of international law are entirely sufficient 
to govern State use of ICTs. 

Over the course of the OEWG discussions, a large group of States maintained that the current 
corpus of international law – treaties, customary international law and general principles 
of international law – provides a comprehensive and robust framework for regulating State 
conduct in cyberspace.134 Many of these States emphasized that international law is tech-
nology-neutral and thus automatically applies to the use of ICTs, although the nuances of 
precisely how it applies warranted further discussion.135 

In contrast, a separate group of States contended that, due to the unique characteristics of 
the ICT environment, there is not necessarily an automatic application of existing interna-
tional law and, to ensure global security, a new legally binding instrument is required.136 The 
argument for a dedicated legal instrument was also put forward by a few States in the discus-
sions under the agenda topic on rules, norms and principles.137

An overlapping feature of both views was the consideration and treatment of potential gaps. 
One group of States contended there were no gaps in the law itself, only gaps in under-
standing of how international law applies.138 Another group of States argued that a legally 
binding instrument was the only way to fill the clear gaps left by existing international law.139 
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Many of the latter States relatedly proposed the elaboration of a glossary with agreed termi-
nology to facilitate understanding of discussions and provide consistency to terms used in 
consensus United Nations documents.140 Several States, while affirming that existing 
international law applies to State use of ICTs, also remained open to studying potential gaps 
and did not rule out the future development of a legally binding instrument as common 
understandings evolved.141

3.2. Substantive topics of international law
Early convergences were established on a non-exhaustive list of topics that were proposed 
for further discussion, as reflected in the first APR.142 This list guided the subsequent 
substantive discussions on how international law applies to State use of ICTs.

3.2.1. Rules and principles under the Charter of the United Nations

The application of specific rules and principles under the United Nations Charter emerged 
early on as an area of potential consensus.143 States reaffirmed that “international law, in 
particular the Charter of the United Nations, is applicable and essential to maintaining peace, 
security and stability in the ICT environment”.144 Although only some specific sections of the 
Charter were explicitly referred to in the OEWG reports, some States emphasized their belief 
that the Charter is applicable in its entirety and a contrary intention should not be implied.145 
However, other delegations expressed reservations about the automatic applicability of the 
Charter as a whole.146 

Over the course of the OEWG, a number of States emphasized the centrality of sovereignty 
within international law and the need to deepen discussions on the topic.147 Discussions on 
sovereignty and sovereign equality evolved from initial mentions as part of a non-exhaustive 
list of topics,148  to acknowledgement of them as general principles that apply to State use 

140	 For example, Russian Federation (session 1, meeting 6); Syria (session 2, meeting 6): Iran (session 4, 
meeting 5). On the glossary of terms, see also the chapter on confidence-building measures in this volume.

141	 For example, Brazil (session 9, meeting 4); Indonesia (session 1, meeting 3); Thailand (session 10, meeting 4).
142	 A/77/275, paragraph 15.
143	 “Applicability of International Law, in Particular the United Nations Charter, in the Use of ICTs”, Working paper 

submitted by Australia, Colombia, El Salvador, Estonia, and Uruguay, 24 July 2023, https://docs-library.
unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/
Cyber_OEWG_-_International_Law_APR_paper_-_updated_-_24_July_2023.pdf.

144	 A/77/275, paragraph 2; A/75/816, Annex I, paragraph 7.
145	 For example, United Kingdom (session 4, meeting 4); Austria (session 4, meeting 4); Canada (session 4, 

meeting 4); South Africa (session 4, meeting 4); Switzerland (session 4, meeting 5); Australia (session 4, 
meeting 5); Germany (session 4, meeting 5); Japan (session 4, meeting 5); Croatia (session 4, meeting 5); 
Costa Rica (session 4, meeting 5); Belgium (session 4, meeting 5); Ireland (session 4, meeting 5); Viet 
Nam (session 4, meeting 5); Republic of Korea (session 4, meeting 5); Romania (session 4, meeting 6); 
Fiji (session 4, meeting 6); Brazil (session 5, meeting 3). In this regard, some States recalled the language 
included in the previous GGE outcome reports from 2015 (A/70/174, paragraph 28(c)) and 2021 (A/76/135, 
paragraph 71(e)) that “the Charter applies in its entirety”.

146	 For example, Iran (session 5, meeting 5); Cuba (session 5, meeting 4).
147	 For example, China (session 1, meeting 7); India (session 1, meeting 7); Ukraine (session 6, meeting 6); 

Estonia (session 6, meeting 5); Thailand (session 6, meeting 5); Nigeria on behalf of the African Group 
(session 9, meeting 4); Switzerland (session 6, meeting 5).

148	 A/77/275, paragraph 15(a).

https://docs.un.org/A/77/275%22A/77/275
https://docs.un.org/A/77/275
https://docs.un.org/A/70/174
https://docs.un.org/A/76/135
https://docs.un.org/A/77/275
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of ICTs in the second APR,149 and finally to a more comprehensive consensus that “State 
sovereignty and the international norms and principles that flow from sovereignty apply to 
the conduct by States of ICT-related activities and to their jurisdiction over ICT infrastructure 
within their territory”.150 

Significant, detailed discussion evolved within the OEWG on the legal nature of sovereignty, 
revealing varying views. Some States put forward the view that sovereignty constitutes 
a stand-alone legally binding rule of international law applicable to State use of ICTs, the 
violation of which constitutes an internationally wrongful act.151 However, this view did not 
garner consensus, with other States urging caution about using the OEWG to resolve the 
debate in its APRs.152 Nevertheless, States were able to broadly agree that conduct using 
ICTs below the threshold of a threat or use of force may still be contrary to other principles of 
international law, such as State sovereignty or the principle of non-intervention.153

The application of peaceful settlement of disputes, and specifically the obligations under 
Articles 2(3) and 33(1) of the United Nations Charter, to the State use of ICTs garnered early 
agreement and the relevant agreed language remained essentially unchanged in subse-
quent consensus reports.154 The obligation on States to settle their international disputes 
by peaceful means was considered to be essential to the maintenance of international 
security.155 Some States advocated for the inclusion of additional detail in the report regarding 
the obligation to settle disputes peacefully, including a broader reference to Chapter 6 of the 
United Nations Charter.156 In their discussions, some States noted that confidence-building 
measures (CBMs), such as the Global Intergovernmental Points of Contact (POC) Directory, 
can help reduce the risk of misunderstanding and escalation and thus serve as practical tools 
that support and complement the peaceful settlement of disputes.157 

Following reaffirmation in the first APR of the principle of non-intervention and the prohibi-
tion on the threat or use of force, consensus language on these topics did not evolve signifi-
cantly in subsequent reports. In discussions, States emphasized interference with electoral 
processes158 and “election manipulation or destabilization of governmental institutions through 
cyber methods”159 as examples of conduct that may violate the principle of non-intervention.

149	 A/78/265, paragraph 30(a).
150	 A/79/214, paragraph 37(a); A/80/257, paragraph 41(a). See also A/76/135, paragraph 71(b); General 

Assembly, resolution 76/19, 2021. 
151	 For example, Austria (session 4, meeting 4); Netherlands (session 4, meeting 5); Switzerland (session 4, 

meeting 5); Singapore (session 4, meeting 4); Estonia (session 4, meeting 5); Japan (session 4, meeting 5); 
France (session 4, meeting 5); Brazil (session 5, meeting 3); Thailand (session 6, meeting 5); South Africa 
(session 7, meeting 5); Italy (session 6, meeting 5); Viet Nam (session 5, meeting 3). See also Nigeria on 
behalf of the African Group (session 9, meeting 4).

152	 For example, Israel (session 8, meeting 3).
153	 A/80/257, paragraph 41(e).
154	 A/78/265, paragraph 30(b); A/79/214, paragraph 37(b); A/80/257, paragraph 41(b).
155	 For example, Singapore (session 4, meeting 4).
156	 For example, Uruguay (session 5, meeting 3); European Union (session 5, meeting 3); United States 

(session 5, meeting 3); New Zealand (session 5, meeting 3); Switzerland (session 5, meeting 4).
157	 For example, United Kingdom (session 4, meeting 4); Netherlands (session 4, meeting 5); Switzerland 

(session 4, meeting 5). On the POC Directory, see the chapter on confidence-building measures in this volume.
158	 For example, Singapore (session 4, meeting 4); Estonia (session 4, meeting 5).
159	 For example, Mexico (session 7, meeting 5). See similarly, Thailand (session 6, meeting 5).

https://docs.un.org/A/78/265
https://docs.un.org/A/79/214
https://docs.un.org/A/80/257
https://docs.un.org/A/76/135
https://docs.un.org/A/RES/76/19
https://docs.un.org/A/80/257
https://docs.un.org/A/78/265
https://docs.un.org/A/79/214
https://docs.un.org/A/80/257
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One topic that did not achieve consensus was the right to self-defence under Article 51 of the 
United Nations Charter. In discussions, some States expressly emphasized a State’s inherent 
right to self-defence in response to a cyber operation that amounts to an armed attack,160 or 
an imminent threat thereof.161 Another group of States urged that the “automatic” application 
of the right to self-defence to State use of ICTs be treated with extreme caution. They argued 
that there was a lack of consensus around whether a malicious use of ICTs could qualify as an 
armed attack, and that such considerations risked cyberspace becoming a theatre of military 
operations and escalation.162

3.2.2. International humanitarian law

One of the most contentious topics addressed by States throughout the sessions was the 
applicability of IHL to ICTs. While most States affirmed that IHL applies to the use of ICTs in 
situations of armed conflict,163 some States continued to express significant reservations.164 
The latter group argued that recognizing the application of IHL in cyberspace could legitimize 
the use of ICTs for military purposes and contribute to the militarization of cyberspace.165 
Several States rebutted this argument, stating that it would not be aligned with the protective 
nature of IHL, which is aimed at limiting civilian harm in armed conflict,166 rather than legiti-
mizing conflict in any domain.167

Despite its divisive nature, IHL was one of the areas with the most in-depth legal discussion 
and debate during the OEWG. Several States called for focused discussions on IHL in order 
to protect civilians and civilian objects from ICT operations during armed conflict and empha-
sized the importance of the protection of critical infrastructure.168

160	 For example, Austria (session 4, meeting 4); South Africa (session 4, meeting 4).
161	 Singapore (session 4, meeting 4), available at https://docs-library.unoda.org/Open-Ended_Working_

Group_on_Information_and_Communication_Technologies_-_(2021)/2023-03-07_OEWG_4SS_IL_Inter-
vention_(SG).pdf; New Zealand (session 4, meeting 5); Thailand (session 7, meeting 5).

162	 For example, Cuba (session 1, meeting 7; session 4, meeting 5); Russian Federation (session 1, meeting 6); 
Syria (session 6, meeting 5). 

163	 For example, “Working Paper on the Application of International Humanitarian Law to the Use of Information 
and Communication Technologies in Situations of Armed Conflicts”, Update submitted by submitted by Brazil, 
Canada, Chile, Colombia, Czechia, Estonia, Germany, Netherlands, Mexico, Republic of Korea, Senegal, 
Sweden and Switzerland, 9 July 2025, https://docs-library.unoda.org/Open-Ended_Working_Group_
on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Oper-
ations_Update_2025.pdf. See also “Working Paper on the Application of International Law in the Use of 
ICTs”, submitted by Australia, Chile, Colombia, Dominican Republic, Ecuador, Egypt, El Salvador, Estonia, 
Fiji, Germany, Kiribati, Moldova, the Netherlands, Papua New Guinea, Poland, Romania, Thailand, Uruguay, 
Vanuatu and Viet Nam, 11 July 2025, https://docs-library.unoda.org/Open-Ended_Working_Group_on_
Information_and_Communication_Technologies_-_(2021)/OEWG_-_Cross-regional_Working_Paper_
on_International_Law_-_11_July_2025.pdf. See also, for example, Fiji on behalf of the Pacific Islands Forum 
(session 11, meeting 2).

164	 For example, Cuba (session 2, meeting 6); Nicaragua (session 3, meeting 3); Russian Federation (session 4, 
meeting 4): China (session 4, meeting 5).

165	 Ibid.
166	 For example, Estonia (session 1, meeting 7); Italy (session 1, meeting 7); France (session 1, meeting 7); 

European Union (session 2, meeting 6; session 7, meeting 5); Switzerland (session 4, meeting 5; session 10, 
meeting 4); Australia (session 6, meeting 5); Senegal on behalf of Brazil, Canada, Chile, Colombia, Czechia, 
Estonia, Germany, Netherlands, Mexico, Republic of Korea, Sweden, Switzerland and Senegal (session 7, 
meeting 5); El Salvador (session 10, meeting 4); Brazil (session 10, meeting 4). This argument was also raised 
by the ICRC (e.g., session 10, meeting 4).

167	 For example, Viet Nam (session 4, meeting 5); Fiji (session 4, meeting 6).
168	 For example, Switzerland on behalf of Argentina, Brazil, Canada, Chile, Colombia, Czechia, Estonia, Germany, 

https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/2023-03-07_OEWG_4SS_IL_Intervention_(SG).pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/2023-03-07_OEWG_4SS_IL_Intervention_(SG).pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/2023-03-07_OEWG_4SS_IL_Intervention_(SG).pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations_Update_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations_Update_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations_Update_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_-_Cross-regional_Working_Paper_on_International_Law_-_11_July_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_-_Cross-regional_Working_Paper_on_International_Law_-_11_July_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_-_Cross-regional_Working_Paper_on_International_Law_-_11_July_2025.pdf
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In this context, some States also expressed concerns about the growing involvement of 
civilians in armed conflicts through means of ICTs.169

Groups of States developed and presented various language formulations on IHL through 
working papers and joint papers.170 After the early discussions within the OEWG, States were 
unable to reach consensus on including IHL within the non-exhaustive list of topics for further 
discussion. Accordingly, IHL was mentioned only by quotation of the relevant recommenda-
tion in the 2021 GGE report.171 Despite many language proposals on IHL, none made it into 
the second or third annual progress reports. However, in the final report, IHL was acknowl-
edged as a topic on which States expressed views during the OEWG, without prejudice to 
their positions.172 

3.2.3. State responsibility

State responsibility gained significant attention and discussion as a key topic. A number of 
States referred to existing customary international law (which is largely reflected in the ILC’s 
Articles on Responsibility of States for Internationally Wrongful Acts)173 as the basis for attrib-
uting acts to States and determining the responsibility of States and the consequences that 
flow from internationally wrongful acts.174 In contrast, another group of States contended that 
accountability of States for violating international law in the use of ICTs can only be achieved 
through developing a universal legally binding treaty.175

As with the parallel discussions under the agenda topic on rules, norms and principles,176 
the issue of attribution remained divisive and generated a range of views from States. Some 
States argued that all accusations of unlawful activity must be substantiated,177 and that, 
to prevent politicization, no attribution of responsibility to a State should be done without 

Indonesia, Japan, Jordan, Mexico, Netherlands, Senegal, Sweden, Republic of Korea and Switzerland 
(session 3, meeting 3).

169	 For example, Germany (session 6, meeting 5); Kiribati (session 6, meeting 5). This concern was also raised by 
the ICRC (e.g., session 6, meeting 6).

170	 For example, “Working Paper on the Application of International Humanitarian Law”, Update submitted by 
submitted by Brazil, Canada, Chile, Colombia, the Czech Republic, Estonia, Germany, the Netherlands, 
Mexico, the Republic of Korea, Senegal, Sweden and Switzerland, 9 July 2025, https://docs-library.unoda.
org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/
OEWG_Working_Paper_IHL_ICT_Operations_Update_2025.pdf; “Working Paper on the Application of 
International Law in the Use of ICTs”, submitted by Australia, Chile, Colombia, the Dominican Republic, 
Ecuador, Egypt, El Salvador, Estonia, Fiji, Germany, Ireland, Kiribati, Moldova, the Netherlands, Papua New 
Guinea, Poland, Romania, Thailand, Uruguay, Vanuatu, and Viet Nam, 11 July 2025, https://docs-library.
unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/
OEWG_-_Cross-regional_Working_Paper_on_International_Law_-_11_July_2025.pdf.

171	 A/77/275, paragraph 15(b)(ii).
172	 A/80/257, paragraph 42.
173	 International Law Commission, “Responsibility of States for Internationally Wrongful Acts”, Draft Articles, 

2001, https://legal.un.org/ilc/texts/instruments/english/draft_articles/9_6_2001.pdf.
174	 For example, Australia (session 1, meeting 7; session 6, meeting 5); European Union (session 9, meeting 4); 

Thailand (session 6, meeting 5); Singapore (session 6, meeting 5).
175	 For example, Russian Federation (session 6, meeting 5); Iran (session 9, meeting 5).
176	 On discussions on the voluntary normative framework pertaining to non-escalatory attribution, see the chapter 

on rules, norms and principles in this volume.
177	 For example, Russian Federation (session 2, meeting 6). See also related  statement delivered during the 

agenda item of rules, norms and principles: Russian Federation (session 2, meeting 5).

https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations_Update_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations_Update_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_Working_Paper_IHL_ICT_Operations_Update_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_-_Cross-regional_Working_Paper_on_International_Law_-_11_July_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_-_Cross-regional_Working_Paper_on_International_Law_-_11_July_2025.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/OEWG_-_Cross-regional_Working_Paper_on_International_Law_-_11_July_2025.pdf
https://docs.un.org/A/77/275
https://docs.un.org/A/80/257
https://legal.un.org/ilc/texts/instruments/english/draft_articles/9_6_2001.pdf
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technical evidence.178 Other States noted that there is no international legal obligation for 
a State to publicly share the evidence or technical data upon which an attribution decision 
is based.179 Nevertheless, it was acknowledged that it was in a State’s best interest to be 
careful when making attributions.180 Indeed, some noted that a sufficient level of confidence 
is needed to attribute a wrongful act to a State and that such attributions should be substan-
tiated.181 Some States expressed views on how to address perceived challenges associ-
ated with attribution, including the possibility of additional legally binding obligations;182 
the proposal of a dedicated multilateral attribution mechanism;183 and capacity-building for 
States that lack the technical capability to objectively identify perpetrators.184

Further, some States were keen to discuss lawful responses under international law, 
including some delegations that highlighted countermeasures as an area that requires 
further analysis.185 A more cautious view was also expressed, suggesting that discussions 
on countermeasures might be premature given the unresolved issues surrounding attribution 
and State responsibility, which underpin the use of countermeasures.186

3.2.4. Due diligence

Although minimal language on due diligence was included in the reports,187 many States 
emphasized the importance of States not knowingly allowing their territory to be used for acts 
that are harmful to third States. While there were substantive discussions, States were unable 
to achieve consensus on key aspects of due diligence, including its precise parameters or 
whether it constitutes a legally binding obligation. 

In advocating for further discussion on due diligence under the international law pillar,188 
some States presented the view that due diligence is an obligation189 tied to the capabilities 
of the State.190 An alternative view was that due diligence should be considered within the 
discussions on the voluntary non-binding norms.191 In this context, norm C provides that 

178	 For example, Iran (session 9, meeting 4); Russian Federation (session 4, meeting 4). 
179	 For example, Australia (session 2, meeting 6); Denmark (session 6, meeting 5); France (session 4, meeting 5).
180	 For example, Australia (session 2, meeting 6).
181	 For example, Germany (session 1, meeting 7).
182	 For example, Iran (session 9, meeting 4); Russian Federation (session 4, meeting 4). 
183	 For example, Cuba (session 4, meeting 5); Nicaragua (session 4, meeting 6). In this regard see also the 

chapter on existing and potential threats in this volume. 
184	 For example, Thailand (session 4, meeting 5); Kenya (session 7, meeting 5).
185	 For example, Israel (session 1, meeting 6); Philippines (session 1, meeting 6); Switzerland (session 2, 

meeting 4); Malawi (session 4, meeting 5); Senegal (session 7, meeting 5).
186	 For example, China (session 1, meeting 7).
187	 Due diligence appeared in the APRs and the final report only within the non-exhaustive list of topics, and in the 

final report in a broad sentence noting, without prejudice to States’ positions, that deepening discussions were 
held on the topic (among others). See A/80/257, paragraph 42.

188	 For example, European Union on behalf of 38 States (session 7, meeting 5); Thailand (session 5, meeting 3); 
Egypt (session 9, meeting 4).

189	 For example, France (session 4, meeting 5); Thailand (session 6, meeting 5); Denmark (session 6, meeting 5); 
Japan (session 2, meeting 6); Czechia (session 7, meeting 6).

190	 For example, Thailand (session 7, meeting 5); Egypt (session 9, meeting 4).
191	 For example, United Kingdom (session 3, meeting 5).

https://docs.un.org/A/80/257
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States should not knowingly allow their territory to be used for internationally wrongful acts 
against other States.192 

3.2.5. International human rights law

Human rights was another topic featured in discussions.193 A broad cross-regional group of 
States consistently reaffirmed that IHRL applies in its entirety to State use of ICTs and sought 
to promote emerging convergence.194 States frequently highlighted the rights to privacy, 
freedom of expression, freedom of association and non-discrimination as being of particular 
relevance in the digital realm. 

Despite agreement among most States, some delegations opposed the inclusion of concrete 
language on human rights on the basis that it should be discussed in other United Nations 
forums.195

3.3. Methodologies for progressing international law 
discussions in the OEWG
Over the course of the OEWG, discussions moved from general affirmations of the applica-
tion of international law in cyberspace to a focus on practical, action-oriented and detailed 
methodologies for progressing discussions on international law within the OEWG. 

To advance common understandings on substantive areas of international law, many States 
favoured focused discussions on a cluster of priority topics, rather than general exchanges.196 
Recognizing the complexity of the topic, a number of States advocated for more time to be 
available for international law discussions,197 including through additional intersessional 
meetings on specific topics.198

192	 A/70/174, paragraph 13(c); A/76/135, paragraphs 29–30; A/80/257, paragraph 34(a). See also the chapter on 
rules, norms and principles in this volume. 

193	 For example, New Zealand (session 4, meeting 5); Ireland (session 4, meeting 5); Fiji (session 4, meeting 6); 
Germany (session 5, meeting 3); Mexico (session 5, meeting 3); Costa Rica (session 5, meeting 3); United 
States (session 5, meeting 3); Latvia (session 5, meeting 3); Colombia (session 5, meeting 3); Greece 
(session 5, meeting 4); Czechia (session 5, meeting 3).

194	 “Working Paper on the Application of International Law in the Use of ICTs”, submitted by Australia, Chile, 
Colombia, Dominican Republic, Ecuador, Egypt, El Salvador, Estonia, Fiji, Germany, Kiribati, Moldova, the 
Netherlands, Papua New Guinea, Poland, Romania, Thailand, Uruguay, Vanuatu and Viet Nam, 11 July 
2025, https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communica-
tion_Technologies_-_(2021)/OEWG_-_Cross-regional_Working_Paper_on_International_Law_-_11_
July_2025.pdf. See also Finland on behalf of the Nordic States (session 6, meeting 5); Statements on behalf 
of the Pacific Islands Forum delivered by, for example, Tonga (session 10, meeting 4) and Fiji (session 11, 
meeting 2).

195	 For example, Sudan (session 5, meeting 4); Iran on behalf of Burundi, Belarus, China, Cuba, Democratic 
People’s Republic of Korea, Nicaragua, Russia, Syria, Venezuela and Iran (session 5, meeting 4).

196	 For example, Chair’s initiation of a first cluster of topics (session 4, meeting 4); Canada (session 4, meeting 4).
197	 For example, Austria (session 4, meeting 4); European Union (session 4, meeting 4); Viet Nam (session 4, 

meeting 5); Malawi (session 4, meeting 5); Fiji (session 4, meeting 6).
198	 A/78/265, paragraph 35.

https://docs.un.org/A/80/257
https://docs.un.org/A/78/265
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Calls for the involvement of international legal experts to provide briefings or share relevant 
studies and opinions also gained widening support. While a few States considered that 
references should be kept broad,199 specific suggestions included the ILC,200 the Interna-
tional Committee of the Red Cross (ICRC),201 academia,202 think tanks203 and civil society.204 
However, it was also argued that legal experts should not be invited to brief the OEWG as it 
would invoke more technical discussions and thus increase the burden on delegates, espe-
cially those from developing countries.205 An initial broad reference in the second APR206 
to the possibility of expert briefings was later expanded in the third APR to include sugges-
tions that such briefings could be provided by “the ILC or academia as appropriate, with due 
consideration given to equitable geographical representation and national contexts”.207 

Many States advocated for workshops208 and scenario-based exercises209 as a key meth-
odological approach with multiple purposes, including facilitating exchange of views;210 
promoting transparency and confidence-building;211 and building common understandings 
on the application of international law to State use of ICTs.212 Other States also saw value in 
scenario-based exercises for identifying potential gaps213 and supporting the need to develop 
a legally binding instrument.214 The scenario-based workshop held by UNIDIR in November 
2023 was cited as a successful example.215

199	 For example, Czechia (session 3, meeting 4); Israel (session 3, meeting 4).
200	 For example, South Africa (session 2, meeting 6; session 7, meeting 5); Jordan (session 4, meeting 6); Viet 

Nam (session 4, meeting 5); Brazil (session 3, meeting 4); Argentina (session 5, meeting 3).
201	 For example, Switzerland (session 3, meeting 3); Republic of Korea (session 3, meeting 3); Austria (session 3, 

meeting 5); Costa Rica (session 3, meeting 4).
202	 For example, Belgium (session 8, meeting 2); United States (session 8, meeting 2); Estonia (session 6, 

meeting 5).
203	 For example, United States (session 8, meeting 2).
204	 For example, Estonia (session 6, meeting 5).
205	 For example, China (session 8, meeting 3).
206	 A/78/265, paragraph 35.
207	 A/79/214, paragraph 38(a); A/80/257, paragraph 43(a).
208	 For example, Estonia (session 1, meeting 7); Chile (session 2, meeting 6).
209	 For example, Singapore (session 10, meeting 4); United Kingdom (session 6, meeting 5); Switzerland (session 7, 

meeting 5); Australia (session 7, meeting 5); United States (session 7, meeting 6); Malawi (session 7, meeting 6); 
Colombia on behalf of Australia, El Salvador, Estonia, Uruguay and Colombia (session 7, meeting 5).

210	 For example, Republic of Korea (session 7, meeting 5); Colombia on behalf of Australia, El Salvador, Estonia, 
Uruguay and Colombia (session 7, meeting 5); El Salvador (session 7, meeting 5); Switzerland (session 7, 
meeting 5); Belgium (session 7, meeting 5); Austria (session 7, meeting 5); Japan (session 7, meeting 5); 
United Kingdom (session 7, meeting 5); Malaysia (session 7, meeting 5); Singapore (session 7, meeting 5); 
Canada (session 7, meeting 6); Germany (session 7, meeting 6); United States (session 7, meeting 6); Czechia 
(session 7, meeting 6); France (session 7, meeting 6); Israel (session 7, meeting 6); Malawi (session 7, 
meeting 6).

211	 For example, Colombia (session 7, meeting 6).
212	 For example, Germany (session 6, meeting 5); France (session 6, meeting 5); Australia (session 6, meeting 5); 

Switzerland (session 6, meeting 5); United States (session 6, meeting 5).
213	 For example, Bangladesh (session 7, meeting 5).
214	 For example, Iran (session 7, meeting 5); Russian Federation (session 7, meeting 5).
215	 Examples of States welcoming the initiative include Canada (session 6, meeting 4); European Union on 

behalf of 37 States (session 6, meeting 4); Mexico (session 6, meeting 5); Brazil (session 6, meeting 5); 
Switzerland (session 6, meeting 5); Italy (session 6, meeting 5); Republic of Korea (session 6, meeting 5); 
Netherlands (session 6, meeting 5); United States (session 6, meeting 5); Germany (session 6, meeting 5); 
United Kingdom (session 6, meeting 5); France (session 6, meeting 5); Japan (session 6, meeting 5); Czechia 
(session 6, meeting 5); China (session 6, meeting 5); Australia (session 6, meeting 5); Colombia on behalf of 

https://docs.un.org/A/78/265
https://docs.un.org/A/79/214
https://docs.un.org/A/80/257
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3.4. Voluntary sharing of national and regional positions
Throughout the OEWG process, States welcomed and encouraged the development and 
publication of national positions on how international law applies in State use of ICTs. 
These positions were recognized as key contributions to the development of the debate and 
reaching common understandings;216 to ensuring transparency, predictability and stability in 
cyberspace;217 and to both confidence-building218 and capacity-building.219 This was consis-
tently reflected in the APRs and the final report of the OEWG.220 

At the commencement of the OEWG in December 2021, 23 States had published national 
positions, many of which appeared in the official compendium of voluntary national contri-
butions issued as part of the outcome of the 2021 GGE process.221 Over the course of the 
OEWG 2021–2025, an additional 12 States published national positions,222 with some further 
States issuing updated or complementary national positions.223 Several other States publicly 
announced that they were working on developing a national position.224 Furthermore, two 

Australia, El Salvador, Estonia, Uruguay and Colombia (session 7, meeting 5); Uruguay (session 7, meeting 6). 
The UNIDIR event was supported by the governments of China, Czechia, France, Germany, the Netherlands, 
the Russian Federation, Switzerland and the United Kingdom. For a summary of the workshop, see UNIDIR 
Security and Technology Programme, “International Law and the Behaviour of States in the Use of ICT – Chal-
lenges and Opportunities”, Workshop Summary Report, n.d., https://docs-library.unoda.org/Open-Ended_
Working_Group_on_Information_and_Communication_Technologies_-_(2021)/UNIDIR_International_
Law_and_the_Behaviour_of_States_in_the_Use_of_ICT.pdf.

216	 For example, Canada (session 6, meeting 4; session 7, meeting 6); European Union on behalf of 37 States 
(session 6, meeting 4); Brazil (session 6, meeting 5; session 7, meeting 5); Ireland (session 6, meeting 5); 
Austria (session 6, meeting 5; session 7, meeting 5); Spain (session 6, meeting 5); Colombia on behalf of 
Australia, El Salvador, Estonia, Uruguay and Colombia (session 7, meeting 5); European Union on behalf of 
38 States (session 7, meeting 5); Netherlands (session 7, meeting 5); Switzerland (session 7, meeting 5); 
Belgium (session 7, meeting 5) ; Italy (session 7, meeting 5); Japan (session 7, meeting 5); Mexico (session 7, 
meeting 5); United Kingdom (session 7, meeting 5); Ireland (session 7, meeting 5); Germany (session 7, 
meeting 6); Czechia (session 7, meeting 6); France (session 7, meeting 6).

217	 For example, European Union (session 1, meeting 6; session 2, meeting 6; session 4, meeting 4); Ireland 
(session 1, meeting 6; session 2, meeting 6); Israel (session 1, meeting 6); United Kingdom (session 1, 
meeting 6; session 2, meeting 6); Japan (session 1, meeting 6; session 2, meeting 6); Switzerland (session 1, 
meeting 6; session 2, meeting 6); Netherlands (session 1, meeting 6); Republic of Korea (session 1, 
meeting 7); India (session 1, meeting 7); Australia (session 1, meeting 7; session 2, meeting 6; session 4, 
meeting 5); Estonia (session 1, meeting 7; session 2, meeting 6); Italy (session 1, meeting 7); Brazil 
(session 1, meeting 7); France (session 1, meeting 7; session 2, meeting 6); Costa Rica (session 1, meeting 7; 
session 2, meeting 6); Sweden (session 2, meeting 6); Canada (session 2, meeting 6); United States 
(session 2, meeting 6); Singapore (session 2, meeting 6); New Zealand (session 2, meeting 6); Germany 
(session 2, meeting 6); Botswana (session 2, meeting 6); Czechia (session 4, meeting 5). 

218	 For example, Costa Rica (session 1, meeting 7); United States (session 4, meeting 5); Kenya (session 6, 
meeting 5).

219	 For example, United States (session 2, meeting 6); Sweden on behalf of the Nordic States (session 4, 
meeting 4); Japan (session 4, meeting 5).

220	 A/77/275, paragraph 15(c); A/78/265, paragraph 34; A/79/214, paragraph 40; A/80/257, paragraph 45.
221	 The compendium A/76/136 contains the national positions of 15 States: Australia, Brazil, Estonia, Germany, 

Japan, Kazakhstan, Kenya, Netherlands, Norway, Romania, the Russian Federation, Singapore, Switzerland, 
the United Kingdom and the United States, with some of them being the second or third iteration. An additional 
8 States – China, Czechia, Finland, France, the Islamic Republic of Iran, Israel, Italy and New Zealand – had 
also published their national positions at the time of commencement of the work of the OEWG 2021–2025. See 
the UNIDIR Cyber Policy Portal, https://cyberpolicyportal.org/.

222	 These 12 States are Austria, Canada, Colombia, Costa Rica, Cuba, Denmark, Ireland, the Republic of Korea, 
Pakistan, Poland, Sweden and Thailand. In addition, Belgium and Slovenia published their national positions 
after the conclusion of the OEWG 2021–2025.

223	 Czechia, New Zealand and the United Kingdom all issued updated national positions. China issued additional 
views on the application of sovereignty in cyberspace.

224	 For example, Botswana (session 2, meeting 6); Spain (session 6, meeting 5); Mauritius (session 10, 

https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/UNIDIR_International_Law_and_the_Behaviour_of_States_in_the_Use_of_ICT.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/UNIDIR_International_Law_and_the_Behaviour_of_States_in_the_Use_of_ICT.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/UNIDIR_International_Law_and_the_Behaviour_of_States_in_the_Use_of_ICT.pdf
https://docs.un.org/A/80/257
https://cyberpolicyportal.org/
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regional organizations developed common regional views on the application of international 
law in cyberspace: the African Union225 and the European Union.226

During the discussions, several delegations reiterated the need to keep repositories of 
national views,227 including using existing tools (e.g., the UNIDIR Cyber Policy Portal and the 
OEWG website),228 to enhance transparency229 and to provide a foundation for identifying 
convergencies and divergencies.230

Other efforts at the regional level were shared during the discussion, such as the work of 
the Inter-American Juridical Committee of the Organization of American States (OAS) on 
enhancing transparency that culminated in 2022.231

meeting 4); Vanuatu (session 10, meeting 4); Fiji (session 10, meeting 5); Senegal (session 10, meeting 4); 
Malawi (session 11, meeting 3).

225	 African Union Common Position on the Application of International Law to the Use of Information and Commu-
nication Technologies in Cyberspace.

226	 European Union, “Declaration on a Common Understanding of International Law in Cyberspace”.
227	 For example, Bangladesh (session 6, meeting 5); Kenya (session 4, meeting 4); Costa Rica (session 2, 

meeting 6).
228	 For example, Costa Rica (session 2, meeting 6); Colombia (session 2, meeting 6).
229	 For example, United Kingdom (session 1, meeting 6); Germany (session 1, meeting 7); Estonia (session 1, 

meeting 7); Thailand (session 3, meeting 5); Brazil (session 2, meeting 6); Republic of Korea (session 1, 
meeting 7); Fiji (session 2, meeting 6); Malawi (session 2, meeting 6); Uruguay (session 2, meeting 6); Costa 
Rica (session 2, meeting 6).

230	 For example, Austria (session 1, meeting 6); Japan (session 1, meeting 6); Kenya (session 4, meeting 4).
231	 For example, Peru (session 9, meeting 5). See also intervention by the Organization of American States 

(session 6, meeting 6). See further Organization of American States, Inter-American Juridical Committee, 
“International Law and State Cyber Operations”, n.d., https://www.oas.org/en/sla/iajc/themes_recently_
concluded_International_law_State_cyber_operations.asp.
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3.5. Capacity-building
Building capacity on how international law applies to State use of ICTs gained increasing promi-
nence over the course of the OEWG. It was one of the areas that found more convergence and, 
as a result, was better reflected in the outcome documents of the OEWG 2021–2025.232  
A number of States emphasized that international law capacity building is essential for mean-
ingful participation in the multilateral discussions,233 particularly for developing States, and 
to allow all States to participate in these discussions on an equal footing.234 The final report 
reflected the role of capacity-building in ensuring equal and meaningful participation of States 
in discussions on international law and the development of common understandings.235 

The exchange of good practices and experiences236 and targeted initiatives to develop 
national and regional237 positions were both highlighted as essential aspects of capac-
ity-building.238 Many States also emphasized that capacity-building should be neutral, 
objective and tailored to help States acquire the expertise needed to develop their own 
independent views on the application of international law to the use of ICTs.239

Many States highlighted the work of different stakeholders in supporting capacity-building and 
the development of relevant tools. They also highlighted the initiatives conducted by relevant 
organizations, including the United Nations240 and at the regional and subregional levels.241 

Throughout the OEWG, most States consistently linked the need for capacity-building in 
international law with specific methodological approaches designed to move discussions 
from abstract political  statements to practical legal application.242 The final report reflected 
some of the specific modalities that were advanced by States, including workshops, confer-
ences, exchanges of best practice and online resources.243 However, a few States noted the 
lack of reference to scenario-based exercises, despite it being one of the most frequently 
promoted methodologies.244

232	 A/80/257, paragraph 43(d).
233	 For example, Malaysia (session 6, meeting 5); Mexico (session 10, meeting 4); Singapore (session 11, 

meeting 3); Moldova (session 10, meeting 5); Canada (session 6, meeting 4).
234	 For example, Singapore (session 11, meeting 3); Finland on behalf of the Nordic States (session 6, meeting 5); 

Netherlands (session 6, meeting 5); Pakistan (session 6, meeting 5); Malaysia (session 6, meeting 5); Uganda 
(session 6, meeting 6); Nigeria (session 7, meeting 5).

235	 For example, Fiji on behalf of the Pacific Islands Forum (session 11, meeting 2).
236	 For example, Canada (session 4, meeting 4); Germany (session 4, meeting 5); Japan (session 4, meeting 5).
237	 For example, Kenya (session 6, meeting 5); Senegal (session 7, meeting 5).
238	 For example, European Union (session 6, meeting 4); Switzerland (session 6, meeting 5); Kenya (session 6, 

meeting 5); Brazil (session 7, meeting 5).
239	 For example, Kenya (session 6, meeting 5); European Union (session 6, meeting 4).
240	 For example, Canada (session 4, meeting 4); Netherlands (session 4, meeting 5); Switzerland (session 4, 

meeting 5); Colombia (session 4, meeting 6); Brazil (session 7, meeting 5); Australia (session 7, meeting 5).
241	 For example, Colombia (session 4, meeting 6); India (session 4, meeting 5); Chile (session 4, meeting 5); 

Malaysia (session 4, meeting 6); Mexico (session 6, meeting 5); Canada (session 6, meeting 4); Kenya 
(session 7, meeting 5).

242	 On scenario-based exercises and the involvement of international legal experts, see Subsection 3.3 above.
243	 For example, Ghana (session 11, meeting 2); Tonga on behalf of the Pacific Islands Forum (session 10, 

meeting 4); Indonesia (session 9, meeting 5).
244	 For example, Ghana (session 11, meeting 6); Netherlands (session 11, meeting 2).

https://docs.un.org/A/80/257
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4. Insights beyond the official outcomes 

245	 For example, Thailand (session 11, meeting 3); Morocco (session 11, meeting 7); Estonia (session 11, 
meeting 7).

246	 For example, European Union (session 11, meeting 2) stressing that “over a hundred member States have now 
individually or collectively published their position and views on the application of international law”.

247	 A/80/257, paragraph 42.
248	 For example, European Union (session 11, meeting 7); Brazil (session 11, meeting 7); Australia (session 11, 

meetings 7–8); New Zealand (session 11, meeting 7).
249	 For example, Costa Rica (session 11, meeting 7); Chile (session 11, meeting 7); Republic of Korea (session 11, 

meeting 2); Australia (session 11, meeting 7; meeting 8); Fiji on behalf of the Pacific Islands Forum 
(session 11, meeting 2).

250	 For example, Costa Rica (session 11, meeting 7); Ireland (session 11, meeting 8); Fiji on behalf of the Pacific 
Islands Forum (session 11, meeting 2); Australia (session 11, meetings 7–8).

251	 For example, Viet Nam (session 11, meeting 2); Australia (session 11, meetings 7–8); Fiji on behalf of the 
Pacific Islands Forum (session 11, meeting 2).

252	 For example, Iran (session 11, meeting 2); Russian Federation (session 11, meeting 2).

Discussions on the scope and application of international law in cyberspace were one of the 
most difficult and contentious issues throughout the OEWG 2021–2025. While the APRs and 
final report show very little consensus on how international law applies, a key aspect that 
stands out through analysis is that international law discussions moved beyond an explor-
atory stage and matured significantly over the four years of the OEWG. There are three clear 
indicators of this. 

First, there was a significant increase in the number of States taking the floor during the inter-
national law agenda topic of the OEWG sessions. Second, the substantive contributions 
of States on the application of international law to State use of ICTs deepened over the four 
cycles.245 Over the course of the OEWG, States’ substantive interventions evolved beyond 
the reaffirmation of agreed language to offering detailed and practical contributions to the 
study of this topic. Third, there was a significant increase in the publication of national and 
regional positions, which is likely to have bolstered the two previous points.246 Moreover, 
areas of convergence became increasingly visible, reflected in the rise of regional, subre-
gional and cross-regional papers and joint  statements.

Although the final report noted that different views were expressed on a number of topics,247 
many of the substantive discussions were not reflected or elaborated on in the report’s text. 
This limited reflection of certain discussions was highlighted by several delegations during 
the 11th session of the OEWG when negotiating the text of the final report.248 Some of these 
included deeply discussed substantive topics such as IHL,249 IHRL250 and State responsibil-
ity.251 The lack of agreed language on these topics in the outcome reports reflects the ongoing 
divergences in States’ positions. Some delegations also pointed out that the final report 
should have reflected the discussion on the potential development of a legally binding instru-
ment and concrete proposals submitted in this regard.252

https://docs.un.org/A/80/257
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F I G U R E  3 .

253	 This chart shows the delegations that took the floor at least 15 times during the sessions. The full list of inter-
ventions is provided in Annex A.

Number of times delegations took the floor on international law in 
the OEWG 2021–2025253

R U S S I A N  F E D E R A T I O N

I R A N

E U R O P E A N  U N I O N

A U S T R A L I A

S W I T Z E R L A N D

C H I N A

C U B A

U N I T E D  K I N G D O M

C O L O M B I A

R E P U B L I C  O F  K O R E A

M A L A Y S I A

N E T H E R L A N D S

S O U T H  A F R I C A

G E R M A N Y

J A P A N

U N I T E D  S T A T E S

I S R A E L

C A N A D A

B R A Z I L

M E X I C O

S I N G A P O R E

F R A N C E

N E W  Z E A L A N D

P A K I S T A N

E G Y P T

E L  S A L V A D O R

V I E T  N A M

I N D O N E S I A

I N D I A

C H I L E

M A U R I T I U S

F I J I

C Z E C H I A

T H A I L A N D

I R E L A N D

A R G E N T I N A

K E N Y A

G H A N A

C O S T A  R I C A

I T A L Y

0 1 5 2 0 2 5 3 0 3 5 4 0 4 5
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The final report reflects the complexity of reconciling the divergent approaches to inter-
national law, specifically whether discussions should focus on the application of existing 
international law or on identifying and addressing gaps in existing international law through 
the development of new legally binding rules. A few delegations pointed out that these two 
perspectives were not necessarily contradictory or mutually exclusive.254 The final report also 
illustrates the challenge of accommodating a plurality of legal interpretations on a variety 
of topics and of capturing the nuance of those discussions and representing all views fairly. 
As a result, the outcome remained relatively modest, relying largely on previously agreed 
language from earlier processes or on formulations drawn directly from the United Nations 
Charter, without elaborating on specific interpretations.

One thing is clear: the long-standing affirmation by States that international law, including the 
United Nations Charter, applies to State use of ICTs remains unchallenged, and the OEWG 
generated a large base of substantive contributions on how international law applies to State 
use of ICTs. At the same time, the analysis here highlights the challenges that States faced in 
reaching agreement on outcomes that fully captured the depth and complexity of the discus-
sions across the sessions. Nevertheless, matters that were less contentious – such as the 
strong encouragement to continue sharing national positions and the importance of capac-
ity-building in international law – were better captured in the outcome reports. These efforts 
have been framed as key enablers for building common understandings and can serve as the 
foundation for continued discussions in the Global Mechanism. 

To continue the discussions on how international law applies to State use of ICTs, bearing 
in mind the plurality of views evidenced in the OEWG, the Global Mechanism can rely on 
the different methodologies already discussed by States. These methodologies include 
continuing focused discussions anchored in practical approaches (such as scenario-based 
exercises); continuing to voluntarily share national and regional views on how international 
law applies; supporting neutral and objective capacity-building efforts; and leveraging inputs 
from experts and relevant organizations to equip all States to contribute to build common 
understanding.255 

254	 For example, Egypt (session 11, meeting 3); Malawi (session 11, meeting 7).
255	 Compare with A/80/257, paragraph 46.
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Annex A. Number of times delegations took 
the floor on International law in the OEWG 
2021–2025

S TAT E C O U N T

Russian Federation 39

Iran (Islamic Republic of) 38

European Union 36

Australia 32

Switzerland 31

China 30

Cuba 29

United Kingdom 29

Colombia 28

Republic of Korea 27

Malaysia 27

Netherlands (Kingdom of the) 26

South Africa 26

Germany 26

Japan 25

United States 25

Israel 25

Canada 24

Brazil 24

Mexico 24

Singapore 23

France 23

New Zealand 23

Pakistan 23

Egypt 22

El Salvador 21

Viet Nam 21

Indonesia 20

S TAT E C O U N T

India 20

Chile 20

Mauritius 19

Fiji 19

Czechia 19

Thailand 18

Ireland 18

Argentina 18

Kenya 17

Ghana 16

Costa Rica 16

Italy 15

Nicaragua 13

Austria 13

Estonia 13

Uruguay 13

Philippines 13

Syria 13

Bangladesh 13

Nigeria 12

Portugal 11

Vanuatu 11

Albania 10

Malawi 10

Poland 9

Dominican Republic 9

Iraq 9

Kazakhstan 8
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S TAT E C O U N T

Croatia 8

Belgium 8

Finland 7

Ukraine 7

Venezuela 7

Ecuador 7

Mozambique 6

Saudi Arabia 6

Tonga 6

Sweden 6

Belarus 6

Greece 6

Jordan 6

Lao PDR 5

Paraguay 5

Latvia 5

Botswana 5

Slovakia 5

Senegal 4

Algeria 4

North Macedonia 4

Papua New Guinea 4

Burkina Faso 4

Romania 4

Peru 4

Uganda 4

Spain 4

Hungary 4

Sri Lanka 4

Democratic Republic of the Congo 3

Côte d’Ivoire 3

S TAT E C O U N T

Sierra Leone 3

Tunisia 3

Guatemala 3

Lebanon 3

Djibouti 2

Kuwait 2

Bosnia and Herzegovina 2

Republic of Moldova 2

Ethiopia 2

Cameroon 2

Zimbabwe 2

Morocco 2

Denmark 2

Kiribati 2

Sudan 2

Antigua and Barbuda 2

Türkiye 1

Serbia 1

Cambodia 1

Brunei Darussalam 1

Timor-Leste 1

Jamaica 1

Libya 1

Honduras 1

North Korea 1

Georgia 1

Armenia 1

Qatar 1

Mali 1

Benin 1


