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Existing and potential threats

Dr Giacomo Persi Paoli, Aamna Rafiq and Chimdi Igwe

1. Introduction

The agenda item “Existing and potential threats in the sphere of information security” (EPT)
underpins how States recognize, understand, prioritize and respond to the rapidly evolving
threat landscape in information and communications technologies (ICT). It was thus a critical
pillar of the mandate of the Open-Ended Working Group (OEWG) on security of and in the use
of ICTs 2021-2025. Throughout the OEWG 2021-2025, the deliberations on EPT progressed
from the identification of a wide range of existing and emerging threats to discussions that,
while remaining at the general level, had a narrower focus shaped by observable real-world
trends and impacts. These discussions became an important opportunity for States to reflect
on both their current experiences dealing with ICT threats and their views on broader trends
related to the evolution of the threat landscape.

The work of the OEWG was influenced by several real-world events that occurred during or
shortly before the process began, which had an impact on States’ perception of the threat
landscape and thus influenced the direction of the discussions. These events included:

» Incidents involving the use of ICTs in the context of the conflict in Ukraine?

» Incidents involving the explosion of personal communications devices across Lebanon
and Syria?

» Several cases of ransomware and distributed denial of service (DDoS) attacks against
national governments, institutions and digital infrastructure (e.g. in Albania, Costa Rica,
Sudan, Montenegro, the United Kingdom, Malawi and Vanuatu)?

» Several high-profile cybersecurity incidents — due to severity of impact, geographical
scope or novelty — that occurred in the lead up to or during the OEWG (e.g. SolarWinds,
Colonial Pipeline, Microsoft Exchange exploit, “Ghostwriter” campaign)*

» Accelerated adoption of artificial intelligence (Al), particularly following the release of
ChatGPT in November 2022, and growing concerns over quantum computing

1 For example, Netherlands (session 2, meeting 1); Germany (session 2, meeting 4); Russian Federation
(session 2, meeting 10; session 7, meeting 3; session 10, meeting 1); Canada (session 4, meeting 2); Romania
(session 4, meeting 2); Latvia (session 7, meeting 2); Switzerland (session 8, meeting 3); United Kingdom
(session 10, meeting 1).

2 UN News, “UN Appeals for Restraint after Further Devices Explode across Lebanon”, 18 September 2024,
https://news.un.org/en/story/2024/09/1154486.

3 For example, United Kingdom (session 1, meeting 5; session 10, meeting 1); Ireland (session 2, meeting 4);
Costa Rica (session 4, meeting 2); Vanuatu (session 4, meeting 2); Albania (session 4, meeting 3); Sudan
(session 6, meeting 2); Montenegro (session 7, meeting 2); Malawi (session 10, meeting 1).

4 For example, Japan (session 1, meeting 3); United Kingdom (session 1, meeting 5); Germany (session 4,
meeting 1); Belgium (session 6, meeting 2)
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1.1. The road to the OEWG 2021-2025

Since the first-ever draft United Nations General Assembly resolution on “Developments in
the field of information and telecommunications in the context of international security” was
introduced in 1998,° the misuse and exploitation of ICTs with potential impacts on interna-
tional peace and security have formed the basis of deliberations over the course of more than
two decades. General Assembly resolution 53/70 called upon the Member States to promote
at multilateral levels the consideration of existing and potential threats in the field of informa-
tion security.

The EPT pillar remained at the centre stage in all six Groups of Governmental Experts (GGE)
on ICT security. Although the first GGE could not agree a consensus report in 2004, its
extensive deliberations touched on a wide range of EPT issues, including the use of ICTs for
the generation and dissemination of disruptive online content and weaponization of ICTs by
states. In 2010, the final report of the second GGE highlighted the increasing use of ICTs as
instruments of terrorism, in connection with armed conflict and for the conduct of intelligence
operations. It also noted attacks on critical infrastructure (Cl) and critical information infra-
structure (Cll) and disruption of ICT supply chains by States and non-State actors, including
criminal organizations and terrorist groups acting as proxies.® Deliberations of the third GGE
and its final report in 2013 successfully carried forward all existing and potential threats high-
lighted by the previous GGE, along with the introduction of new themes, such as the risk of
mistaken attribution, unintended escalation and intersection with other emerging technolo-
gies (e.g. botnets and cloud computing).”

As with each new GGE process, several new themes emerged during the deliberations of the
fourth GGE in 2014-2015. These included the development of ICTs for military purposes;
and malicious use of ICT that directly harms the socioeconomic development of States and
the lives and property of ordinary citizens. The final report of the fourth GGE also reflected
more on the use of ICTs for terrorist purposes and to spread ICT attacks on CI/CII. Following
the failure of the fifth GGE to reach consensus in 2017, the process split into parallel GGE
and OEWG processes. The final report of the final GGE in 2021 comprehensively summed
up the deliberations of all previous GGEs by reaffirming that “serious ICT threats identified in
previous reports persist”.®

Following the discussion on threats during the first OEWG, both the final consensus report®
and the Chair’s summary provided useful insights into how States’ perception of the threat
landscape had evolved. Conducting its work against the backdrop of the global Covid-19
pandemic, the OEWG 2019-2021 highlighted the potentially devastating security, economic,

General Assembly, resolution 53/70, 1998, p. 2.

General Assembly, Report of the Group of Governmental Experts on Developments in the Field of Information
and Telecommunications in the Context of International Security, A/65/201, 2010, Section I, paragraphs 4-11.

7 General Assembly, Report of the Group of Governmental Experts on Developments in the Field of Information
and Telecommunications in the Context of International Security, A/68/98, 2013, paragraphs 5-10.

8 General Assembly, Report of the Group of Governmental Experts on Advancing Responsible State Behaviour
in Cyberspace in the Context of International Security, A/76/135, 2021, paragraphs 6-14.

9 General Assembly, Report of the Open-ended Working Group on Developments in the field of information and
telecommunications in the context of international security, A/75/816, 2021.
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Ambassador Burhan Gafoor (on screen), Permanent Representative of the Republic of Singapore to the United
Nations, chairs the OEWG on Security of and in the Use of Information and Communications Technologies

2021-2025, New York, 2025. Credit: UN Photo / Manuel Elias.

social and humanitarian consequences of malicious ICT activities on the CI/CII that support
essential services to the public. These included risks to specific critical sectors such as
healthcare and public health systems, energy grids, water supplies, and others.*®* The OEWG
also brought attention to the proliferation of harmful ICT tools and vulnerabilities, including
the rise of ransomware, and raised concerns over the increasing frequency and sophistica-
tion of ICT operations executed or sponsored by States.* The Chair’s summary of the first
OEWG is a useful resource to capture some of the nuances around the consensus text.*?

It shows how some threat-related themes were either fully excluded from the final report or
significantly toned down. For example, threats deriving from disinformation, interference with
electoral processes or vulnerability stockpiling were generalized or framed exclusively as
technical measures in the consensus report but had been the subject of a much richer debate
during the OEWG’s deliberations.?

Unlike other substantive issues discussed by the first OEWG - including the pillars of the
framework of responsible State behaviour in cyberspace - the final report did not include any
clear recommendation on the topic of existing and potential threats for States to take onin
future negotiations. This choice possibly had an impact on how the EPT theme was taken
forward in the second OEWG: that is, as a more dynamic context within which to anchor all
other discussions, rather than as an agenda item with a clear pathway for development.

10 A/75/816, Annex |, Section A, paragraphs 3-5, 20

11 A/75/816, Annex |, Section B, paragraphs 15-23

12 A/75/816, Annex Il, Section B

13 Compare A/75/816, Annex |, Section B, paragraph 18, with Annex Il, Section B, paragraph 7.
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2. Evolution of the discussions

Over the course of the OEWG 2021-2025, discussions under the agenda item on existing and
potential threats evolved in four main cycles.'* This section takes a longitudinal approach to
State interventions in the EPT pillar, particularly in how they contextualize further proposals,
positions and negotiations within other thematic discussions.

2.1. Mapping the threat landscape

Just as the Covid-19 pandemic shaped State interventions during earlier discussions on
existing threats in cyberspace, a similar dynamic emerged during the first cycle of the second
OEWG. States explicitly noted the criticality of ICT systems to their social, economic and
political stability and continuity.*® Similarly, increasing geopolitical tensions and outbreaks of
regional conflict led delegations to both denounce military actions by States — both offline and
online — and reflect on the increasing potential for conflict to extend into the ICT domain.®

Alongside increasing concerns around the militarization of the ICT domain - framed primarily
as an encroachment on sovereignty and territorial integrity'” — States noted the credible
threats to international and national security posed by non-State actors such as criminal,
terrorist and politically motivated hacktivist groups.® To some States, these concerns were
exacerbated by what they viewed as potential legal “grey areas” — particularly the view that
ambiguities over State responsibility afforded States a degree of deniability and freedom from
culpability under existing international law.*®

Among the most salient of State concerns was protection of CI/CIl. Across this initial cycle,
delegations underscored the centrality of this issue to their engagement with the second
OEWG process, with many using their interventions to emphasize their concerns through
anecdotal experiences.?’ Despite universal agreement on the criticality of CI/Cll protection,

14  Consistent with the rest of this volume, this analysis divides the OEWG 2021-2025 into four cycles, with each
incorporating the substantive and outcome negotiation sessions before negotiation of the annual progress
report (APR). On this approach, see also the introduction to this volume.

15 For example, Czechia (session 1, meeting 2); Bangladesh (session 1, meeting 2); Pakistan (session 1,
meeting 2); Cote d’lvoire (session 1, meeting 3); Ireland (session 1, meeting 3); Kenya (session 1, meeting 4);
Argentina (session 1, meeting 5).

16 For example, Cuba (session 1, meeting 2); Ukraine (session 2, meeting 1).
On cyber conflict more generally, see, for example, Syria (session 1, meeting 3); Ukraine (session 2,
meeting 1); European Union on behalf of 36 States (session 2, meeting 3); Venezuela (session 2, meeting 4).

17 For example, Indonesia on behalf of the Non-Aligned Movement (session 1, meeting 2); Syria (session 1,
meeting 3); Ethiopia (session 1, meeting 4); Iran (Islamic Republic of) (session 1, meeting 4).

18 For example, Peru (session 1, meeting 2); Cote d’lvoire (session 1, meeting 3); Guatemala (session 1,
meeting 3); South Africa (session 1, meeting 4); India (session 1, meeting 4); South Africa (session 1,
meeting 4); France (session 1, meeting 5); Brazil (session 1, meeting 5); Pakistan (session 2, meeting 4).

19 For example, Belarus (session 1, meeting 2); India (session 1, meeting 6). For further examination of the legal
dimensions of the deliberations, see the chapter on international law in this volume.

20 For example, Czechia (session 1, meeting 2); Peru (session 1, meeting 2); United States (session 2,
meeting 3); United Kingdom (session 2, meeting 3); Ghana (session 2, meeting 4); Ukraine (session 2,
meeting 5).
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differing understandings of the term itself prompted a proposal that it be delineated?* — an
initiative which itself was met with contestation within the chamber.

While concerns were raised over threats such as disinformation campaigns?? and cyber
surveillance via spyware,? ransomware attacks were highlighted by many delegations as a
pre-eminent threat to their social and political welfare.2* This was underlined by its increasing
commercial availability, such as “as-a-service” models.?®* Subsuming economic and devel-
opmental fears over the interconnected nature of the global ICT supply chains — and their
emergent fragility to ICT incidents — delegations also noted the generation of multiple

points of vulnerability for both hardware and software products as a result of their inherent
complexity. In this regard, they referenced incidents such as the SolarWinds’ Orion platform
and the Apache Log4j vulnerability.2®

Although data security is explicitly mentioned in the second OEWG’s mandate on existing
and potential threats,?” discourse on the topic, while present, took on a peripheral role in the
cycle’s deliberations. Informing this discussion was the proposal for a Global Data Security
Initiative,2® which, among other aims, sought to regulate cross-border data flows with the
question of State sovereignty. Disagreement both over the proposal and the OEWG’s remit in
this regard?® meant that the first annual progress report (APR) reflected minimal progress on
the topic.3°

Alongside substantive debate, interventions also highlighted procedural and institutional
concerns. Disagreements over non-standardization of terminology led to a deliberation on
the necessity for a common glossary of cyberthreat terminology.! In a similar vein, debate

21 For example, Colombia (session 2, meeting 4); Ecuador (session 2, meeting 4); Russian Federation
(session 2, meeting 7); European Union (session 3, meeting 1); Australia (session 3, meeting 2); United States
(session 3, meeting 4).

22 For example, Switzerland (session 1, meeting 2); Pakistan (session 1, meeting 5); Syria (session 1, meeting 5);
Russian Federation (session 2, meeting 3); Iran (Islamic Republic of) (session 2, meeting 3); Cameroon
(session 3, meeting 2).

23 For example, China (session 1, meeting 4); Costa Rica (session 1, meeting 5); Venezuela (session 2,
meeting 4); Czechia (session 3, meeting 2).

24  For example, Romania (session 1, meeting 3); Israel (session 1, meeting 3); Ireland (session 1, meeting 3);
Singapore (session 1, meeting 4); South Africa (session 1, meeting 4); Canada (session 2, meeting 3); Ghana
(session 2, meeting 4); Costa Rica (session 3, meeting 1).

25 For example, Singapore (session 1, meeting 4); Israel (session 1, meeting 5); Denmark (session 1, meeting 5);
France (session 2, meeting 4).

26 For example, Singapore (session 1, meeting 4; session 2, meeting 3); United Kingdom (session 1, meeting 5);
Nigeria (session 1, meeting 5); Denmark (session 1, meeting 5); France (session 1, meeting 5); Pakistan
(session 2, meeting 4).

27  General Assembly, resolution 75/240, 2021, operative paragraph 1.

28  See “Global Initiative on Data Security”, Submitted by China, 1 December 2021, https://documents.unoda.org/
wp-content/uploads/2022/03/Position-paper-Global-Initiative-on-Data-Security-submitted-by-China.pdf.

29 For statements in favour of the proposal, see, for example, Syria (session 1, meeting 5; session 2, meeting 4);
Russian Federation (session 2, meeting 3). For interventions critical of its inclusion, see, for example,
European Union (session 3, meeting 1); United Kingdom (session 3, meeting 4).

30 General Assembly, Report of the Open-Ended Working Group on Security of and in the Use of Information and
Communications Technologies 2021-2025, A/77/275, 2022, Annex, Section B, paragraph 13.

31 For interventions in support of common terminology, see, for example, Cuba (session 1, meeting 5; session 2,
meeting 3; session 3, meeting 2); Iran (Islamic Republic of) (session 1, meeting 4); Russian Federation
(session 1, meeting 6); Syria (session 2, meeting 6). For more critical perspectives, see, for example, Australia
(session 1, meeting 7); United States (session 3, meeting 2); European Union (session 3, meeting 3); United
Kingdom (session 3, meeting 4).
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emerged over potential scope creep of the second OEWG’s mandate, given the wide range

of State concerns in the ICT domain - such as Internet fragmentation,32 cybercrime?? and
terrorism via cyber means.?* Some States referred to processes lying beyond the mandate of
the second OEWG and the General Assembly’s First Committee at large, such as the ongoing
Ad Hoc Committee on Cybercrime.3®

2.2. The advent of Al

Where interventions on emerging threats in the first cycle were broad in scope, in the second
cycle States approached the EPT discussion with increased clarity and focus, building on
common understanding established in the first session.

While concerns around CI/Cll and established threats such as ransomware continued to
feature heavily, a greater focus on emerging technologies started to take root. Where the first
APR noted the increase in the attack surface due to “new and emerging technologies”, the
conversation deepened during the second cycle following the release of consumer-facing
products based on large language models (LLMs) such as OpenAl’s ChatGPT in November
2022.3%¢ Interventions reflected not only on the potential for LLMs to exacerbate conven-
tional cybercrime®” and misinformation, but also on novel threats through autonomous
decision-making?® and the impact of bias in LLM training data sets.“*® While concerns were
widespread, support for discussions on the topic was not universal; a number of like-minded
States raised concerns over an overstep of the OEWG’s mandate into the work of other
United Nations processes.*!

As in the first cycle,*?> many States — particularly in the Global South - brought up differences
in cyber capacities and capabilities both as a threat multiplier and as a threat to global ICT

32 For example, Spain (session 1, meeting 4); Netherlands (session 1, meeting 5); France (session 1, meeting 5);
China (session 1, meeting 4; session 3, meeting 1).

33 For example, United Kingdom (session 1, meeting 5; session 3, meeting 4); China (session 3, meeting 1);
European Union (session 3, meeting 1); Netherlands (session 3, meeting 2); United States (session 3,
meeting 2); Jordan (session 3, meeting 3); Brazil (session 3, meeting 2).

34  Forexample, Cote d’Ivoire (session 1, meeting 3); Australia (session 1, meeting 5); Syria (session 1,
meeting 3); Iraq (session 1, meeting 5); Indonesia on behalf of NAM (session 2, meeting 3); Jordan (session 3,
meeting 3).

35 For example, Australia (session 3, meeting 2); European Union (session 3, meeting 1); Netherlands
(session 3, meeting 2).

36  Forexample, El Salvador (session 4, meeting 1); Germany (session 4, meeting 1); Singapore (session 4,
meeting 2); Mauritius (session 4, meeting 3); Kenya (session 4, meeting 1).

37 For example, El Salvador (session 4, meeting 1); France (session 4, meeting 2); Ireland (session 5, meeting 2).

38 For example, Bangladesh (session 4, meeting 2); Kenya (session 5, meeting 1); Mauritius (session 4,
meeting 3).

39 For example, El Salvador (session 4, meeting 1); Germany (session 4, meeting 1); Czechia (session 4,
meeting 1); Japan (session 4, meeting 2); France (session 4, meeting 2).

40 For example, Germany (session 4, meeting 1); Australia (session 4, meeting 2).

41 For example, China (session 4, meeting 2; session 5, meeting 2); Russian Federation (session 5, meeting 1);
Nicaragua on behalf of a like-minded group of States (session 5, meeting 1).

42 For example, India (session 1, meeting 2; session 2, meeting 3); Peru (session 1, meeting 2); Slovenia
(session 1, meeting 3); South Africa (session 1, meeting 8); Indonesia (session 1, meeting 8); Egypt
(session 1, meeting 8).
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security in itself.** A number evoked a “weakest link” analogy to emphasize this perspective.*
In this vein, a proposal on a voluntary United Nations cyberthreat repository — submitted in a
draft working paper“® — saw much interest from Member States across the sessions.“¢ Despite
the proposal not being included in the second APR because of concerns over potential polit-
icization,*” the underlying discussion was reflected by the inclusion of capacity consider-
ations within the threats section.“® This demonstrated the increasingly cross-cutting impact of
capacity-building considerations on the process.*®

Considerations of marginalized identities within threat perspectives were a significant
undercurrent of the discussions, such as disproportionate technology-facilitated abuse and
discrimination.5® While discussions around gender perspectives on threats in the ICT domain
were included in the second APR,5! States went further in their considerations of other
marginalized identities, such as considering youth, disabled populations and certain profes-
sions (e.g., journalists) as targets of ICT malfeasance.5?

2.3. Electoral and institutional resilience

The third APR cycle occurred against the backdrop of a flurry of democratic activity in
2024, which some referred to a “super year” for elections — a period in which over 70 States
conducted national electoral processes.52 Accordingly, during discussions States explicitly
signposted the potential for election interference through disinformation and other
content-related activities.>* These concerns were positioned within wider, more established
concerns about possible erosion of trust in public institutions.5® Concurrently, outbreak of

43  For example, Vanuatu (session 4, meeting 2); Malawi (session 4, meeting 5).

44 Forexample, Israel (session 4, meeting 2); Brazil (session 4, meeting 2); Kenya (session 4, meeting 9); Timor-
Leste (session 5, meeting 4); Venezuela (session 5, meeting 4).

45  See, “Updated Draft Working Paper on the Establishment of a Threat Repository within the United Nations”,
Submitted by Kenya, 21 July 2023, https://docs-library.unoda.org/Open-Ended_Working_Group_on_Infor-
mation_and_Communication_Technologies_-_(2021)/Updated18July23Kenya_Draft_Working_Paper_
Threat_Repository.pdf; also Kenya (session 4, meeting 1).

46  For example, Philippines (session 4, meeting 1); Argentina (session 4, meeting 1); India (session 4,
meeting 2); Ghana (session 4, meeting 2); Belgium (session 4, meeting 2); Ecuador (session 4, meeting 3);
Spain (session 4, meeting 6); Germany (session 5, meeting 1); Republic of Korea (session 5, meeting 1); Chile
(session 5, meeting 2); Czechia (session 5, meeting 2); Ireland (session 5, meeting 2).

47  For example, Nicaragua (session 5, meeting 1); Philippines (session 5, meeting 2); China (session 5,
meeting 2); Cuba (session 5, meeting 2); Kenya (session 5, meeting 7).

48  General Assembly, Report of the Open-Ended Working Group on Security of and in the Use of Information and
Communications Technologies 2021-2025, A/78/265, 2023, Annex, Section B, paragraphs 18-20.

49  For further discussion of the cross-cutting nature of capacity-building within the OEWG discussions, see the
chapter on capacity-building in this volume.

50 Forexample, Sri Lanka (session 4, meeting 1); Chile (session 4, meeting 1); Australia (session 4, meeting 2);
Costa Rica (session 4, meeting 7).

51 A/78/265, Annex, Section B, paragraph 18.

52  Forexample, Kenya (session 4, meeting 1; session 5, meeting 1); Costa Rica (session 4, meeting 7; session 5,
meeting 2); Nigeria (session 5, meeting 5).

53  United Nations Development Programme. “A ‘Super Year’ for Elections”, 2024, https://www.undp.org/
super-year-elections.

54  Forexample, United Kingdom (session 6, meeting 1); Canada (session 6, meeting 1); Japan (session 6,
meeting 2); European Union (session 7, meeting 2); Brazil (session 7, meeting 3).

55  General Assembly, Report of the Open-Ended Working Group on Security of and in the Use of Information and
Communications Technologies 2021-2025, A/79/214, 2024, Annex, Section B, paragraph 15.
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new conflict prompted States to take a multi-level approach to threats and risks. In addition
to widespread concerns about the spillover effects on civilians®® and international human-
itarian organizations®’ of the hybridized ICT-kinetic operations of modern warfare, several
delegations supported consideration of a real-world victim-centric framing of harm. This led
to a proposal put forward for a Committee on Victim Assistance within the future permanent
mechanism.®® However, this proposal did not garner broad support among the majority of
delegations in the negotiation phase.5®

A noticeable evolution in the discourse that emerged in the third APR was the framing of
critical infrastructure. Notably, the negotiated text of the third APR distinguishes “critical infra-
structure” from “critical information infrastructure”,®® although this operational distinction was
neither clarified nor defined. Even more notably, discussions elaborated the distinct vulnera-
bilities of core technical systems: for example, core international ICT infrastructure such as
subsea cables and orbit (satellite) communications systems;®* and operational technology
(OT) and the wider Internet of Things (1oT).5?

While ransomware continued to dominate State concerns regarding threat vectors, the

third APR reflected a shift in the discourse to consider other threat types, such as “wiper
malware and trojans, and techniques such as phishing, man-in-the-middle and distributed
denial-of-service (DDoS) attacks”.%® In parallel, discussions began to mature on the role and
nature of financially motivated cybercrime - particularly those involving cryptocurrencies —
within the wider international peace and security landscape. While some States, as in
previous cycles, noted the link between ransomware, State-sponsored activities and money
laundering via cryptocurrencies,® the final report of the 1718 Sanctions Committee in March
202455 provided some delegations with a link between such activities and the development
of weapons of mass destruction (WMD).%® In this vein, various States remarked on the wider

56 For example, European Union (session 7, meeting 2); Canada (session 6, meeting 1); Netherlands (session 6,
meeting 1); Croatia (session 6, meeting 2).

57  A/79/214, Annex, Section B, paragraph 17.

58  See “Working Paper on a Victim-Based Approach”, Submitted by Belgium, 6 March 2024, https://docs-li-
brary.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_
(2021)/20240304_Belgium_-_Working_Paper_on_a_victim-based_approach.pdf.

59 For interventions supportive of the proposal, see, for example, Belgium (session 6, meeting 10; session 7,
meeting 10); Finland (session 8, meeting 3); New Zealand (session 8, meeting 3); Fiji (session 8, meeting 4);
Uganda (session 8, meeting 5). For statements more critical of its inclusion, see, for example, Egypt
(session 8, meeting 7); Syria (session 8, meeting 7).

60  A/79/214, Annex, Section B, paragraph 14.

61 For example, Pakistan (session 7, meeting 2); Ireland (session 7, meeting 2); Antigua and Barbuda (session 8,
meeting 5).

62 A/79/214, Annex, Section B, paragraph 25.

63  A/79/214, Annex, Section B, paragraph 20.

64  Forexample, Japan (session 6, meeting 2); Israel (session 6, meeting 2); Estonia (session 6, meeting 2);
European Union (session 7, meeting 2); Portugal (session 8, meeting 2); Croatia (session 8, meeting 3);
Australia (session 8, meeting 7).

65  Security Council, Final Report of the Panel of Experts Submitted Pursuant to resolution 2680 (2023),
S/2024/215, 2024.

66  For example, Republic of Korea (session 6, meeting 1; session 7, meeting 2; session 8, meeting 1); Japan
(session 7, meeting 2; session 8, meeting 2); Australia (session 7, meeting 2); United States (session 8,
meeting 1).
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consequences of criminal and conflict usage of cryptocurrency;® this resulted in its eventual
inclusion in the third APR?®® — although this was not without criticism of scope creep.%®

2.4. Towards the Final Report

In the last cycle, the substantive discussions under the EPT pillar progressed towards a more
refined scope and characterization of existing and potential threats compared with earlier
cycles. During the ninth and tenth substantive sessions, the majority of States reaffirmed their
support for consolidating a set of stable, mature and high-impact themes, including ransom-
ware,”® CI/CII,* the military use of ICTs,”2 supply chain risks due to embedded backdoors
and undeclared capabilities,”® blurring boundaries between non-State and State-sponsored
activities”™, and emerging technologies (Al and quantum) as a threat multiplier.”® As discus-
sions progressed to the negotiation phase, ransomware-as-a-service not only re-emerged

as a core area but was also elevated and further expanded by connecting with CI/Cll and
illicit financing, thereby explicitly recognizing the cascading cross-border effects.”® There
were strongly divergent views on framing the blurring lines between the capabilities of State
and non-State actors as an issue of international peace and security, rather than a criminal
activity.”” In tandem, Al and quantum shifted from being perceived primarily as threat multi-
pliers to being framed as neutral technologies with dual-use implications.”®

Various national ICT incidents, explicitly mentioned in delegations’ statements, provided
context for these convergences and divergences. These included the ransomware attack

67  Forexample, India (session 6, meeting 1); Israel (session 6, meeting 8); Mexico (session 7, meeting 2);
Czechia (session 7, meeting 3); Japan (session 8, meeting 2);

68 A/79/214, Annex, Section B, paragraph 20.

69 For example, Russian Federation (session 8, meeting 1); Democratic People’s Republic of Korea (session 8,
meeting 3); Nicaragua on behalf of Belarus, Burundi, China, Cuba, Democratic People’s Republic of Korea,
Eritrea, Iran, Nicaragua, Russia, Syria, Venezuela and Zimbabwe (session 8, meeting 7).

70 For example, European Union (session 9, meeting 1); Republic of Korea (session 9, meeting 1); Portugal
(session 9, meeting 1); Pakistan (session 10, meeting 1); United States (session 10, meeting 1).

71  Seealso, European Union (session 9, meeting 1); Nigeria on behalf of the African Group (session 10,
meeting 1); Pakistan (session 10, meeting 1); El Salvador (session 9, meeting 1); Estonia (session 10,
meeting 2).

72 For example, Egypt (session 9, meeting 1); Viet Nam (session 9, meeting 2); China (session 10, meeting 1);
United Kingdom (session 10, meeting 1); Uruguay (session 10, meeting 1).

73 For example, European Union (session 9, meeting 1); Iran (Islamic Republic of) (session 9, meeting 1); Egypt
(session 9, meeting 1); El Salvador (session 9, meeting 1); Russian Federation (session 10, meeting 1);
Kazakhstan (session 10, meeting 1); Iran (Islamic Republic of) (session 10, meeting 2).

74 For example, Portugal (session 9, meeting 1); Japan (session 10, meeting 2); Australia (session 10,
meeting 2); European Union (session 11, meeting 1).

75 For example, Singapore (session 9, meeting 1); Republic of Korea (session 9, meeting 1); Egypt (session 9,
meeting 1); Pakistan (session 10, meeting 1); El Salvador (session 10, meeting 1); Italy (session 10,
meeting 2); Nigeria on behalf of the African Group (session 11, meeting 1).

76 For example, Singapore (session 9, meeting 1); Italy (session 9, meeting 1); New Zealand (session 9,
meeting 2); European Union (session 11, meeting 1); Republic of Korea (session 11, meeting 2).

77 For example, Republic of Korea (session 9, meeting 1); Japan (session 10, meeting 2); Switzerland
(session 11, meeting 1); Iran (Islamic Republic of) (session 11, meeting 1); Russian Federation (session 11,
meeting 1); Belarus (session 11, meeting 5).

78 For example, Republic of Korea (session 9, meeting 1); Italy (session 9, meeting 1); Nigeria (session 10,
meeting 1); Pakistan (session 10, meeting 1); Brazil (session 10, meeting 2); Mauritius (session 11,
meeting 1); Argentina (session 11, meeting 7).
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on Slovakia’s land registry offices (2025),7° retrospective mention of the 2021 ransomware
attack on Ireland’s public health services,®® a cyberattack on Albania’s critical healthcare
infrastructure (ongoing since 2022 and detected in November 2024),8* DDoS attacks on
Germany’s critical infrastructure, which resulted in the disruption of healthcare, child benefits
and pension services to 1.7 million citizens (2024),82 exploding communication devices in
Lebanon (September 2024),8 DDoS and phishing attacks on the voter-registration system
during the presidential elections in Moldova (November 2024),%* and cyberattacks during the
2024 Paris Olympics.®

States also increasingly situated ICT threats within a broader geopolitical context and
evolving conflict dynamics at the regional level, reflecting a visible rise in conflict-related
language.®® Accordingly, these discussions were further refined to reframe the role of ICT
operations in connection with armed conflicts.®”

The Final Report reflected a maturing and progressively structured approach to the EPT
pillar. This served as a context-setting foundation for framing the environment within which
other pillars were discussed. Building on earlier cycles, the report consolidated a broad
spectrum of threats articulated consistently and repeatedly by delegations. At the same
time, the report adopted a measured and carefully calibrated tone, with threat character-
izations framed in a manner that facilitates consensus while avoiding politically sensitive
characterizations.

79 For example, Slovakia (session 9, meeting 3); European Union (session 10, meeting 1).
80 For example, Ireland (session 9, meeting 2).

81 For example, Albania (session 10, meeting 2).

82 For example, Germany (session 9, meeting 1).

83 For example, Iran (Islamic Republic of) (session 9, meeting 1); Egypt (session 9, meeting 1); China (session 9,
meeting 2); Russian Federation (session 9, meeting 2).

84  Forexample, Moldova (session 9, meeting 2).
85  Forexample, France (session 9, meeting 1).

86  Forexample, Iran (Islamic Republic of) (session 9, meeting 1); China (session 9, meeting 2); Lebanon
(session 9, meeting 4); United States (session 10, meeting 1); United Kingdom (session 10, meeting 1);
Democratic Republic of the Congo (session 10, meeting 3); Russian Federation (session 10, meeting 1); Egypt
(session 11, meeting 1); Albania (session 11, meeting 2); Cuba (session 11, meeting 8).

87 For example, Viet Nam (session 9, meeting 2); Ukraine (session 9, meeting 2); United States (session 11,
meeting 1); Mexico (session 11, meeting 3).
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FIGURE 1.

Number of times delegations took the floor on EPT in the OEWG
2021-202588
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88  This chart shows the delegations that took the floor at least 10 times during the sessions. The full list of inter-
ventions is provided in Annex A.
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3. Trends and major themes addressed during
the mandate

To complement the chronological analysis above, this section presents the discussions in the
OEWG 2021-2025 along three dimensions: threat types, targets and effects, and the role of

new and emerging technologies. This approach is intended to provide a more integrated view
of how existing and potential threats were understood over the course of the OEWG mandate.

This approach reflects an evolution observed across the OEWG’s work. Over time, discus-
sions moved away from a focus on who conducts malicious activity towards a more effects-
based understanding of how threats manifest and where their impacts are felt. Questions
related to threat actors — whether States or non-State actors, including terrorists and criminal
groups — were present throughout, but were more limited in scope.® Emphasis was placed on
the increasing sophistication of capabilities accessible to non-State actors (including via a
growing market of commercially available ICT intrusion capabilities®®) and on the risk that ICT
criminal activity would increase in scale and severity to the point of impacting international
peace and security. In addition, a consistent theme remained the extent to which States were
integrating ICT capabilities in military operations. Particularly in this regard, a visible division
emerged between some States advocating for a complete non-militarization of ICTs®* and
those more openly acknowledging that military ICT capabilities were already being developed
and used.%?

The categories below are introduced as an analytical tool to synthesize the discussions. They
do not correspond to formal OEWG classifications, but reflect recurring patterns in delega-
tions’ interventions and in the ways these were taken up, partially or fully, in the APRs and
Final Report.

3.1. Threat types

Over the course of the OEWG mandate, discussions on threat types evolved from rela-
tively broad listings towards a more focused set of priority threats, shaped both by practical
relevance and perceived impact and by breadth of political support. Among these, ransom-
ware emerged as the most consistently emphasized and operationally significant threat.

89  General Assembly, Final Report of the Open-Ended Working Group on Security of and in the Use of Informa-
tion and Communications Technologies 2021-2025, A/80/257, 2025, Annex, Section B, paragraph 16.

90 A/80/257, paragraph 25.

91 For example, Ecuador (session 1, meeting 3); Venezuela (session 2, meeting 4); Pakistan (session 3,
meeting 2); Cuba (session 6, meeting 2); Burkina Faso (session 9, meeting 4); Nicaragua on behalf of Belarus,
Venezuela, China, Cuba, Eritrea, Iran, Niger, Russia, Sudan, Zimbabwe (session 11, meeting 8).

92 For example, Denmark (session 1, meeting 5); Australia (session 1, meeting 5); Ghana (session 2, meeting 6);
Czechia (session 2, meeting 6); Nigeria (session 6, meeting 5); Switzerland (session 7, meeting 3); Viet Nam
(session 9, meeting 2). On this point it is interesting to note that similar, potentially related, tensions emerged
also in the context of the discussions on international humanitarian law (IHL). Some States argued that empha-
sizing the applicability of IHL could be seen as legitimizing the use of cyber capabilities in conflict, Others
supported the argument that cyber capabilities could be used in conflict, provided that IHL is respected. For a
more detailed discussion on this dynamic, see the chapter on international law in this volume.
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Delegations increasingly framed ransomware not as isolated criminal activity, but as a
growing threat to critical infrastructure and essential services, with frequency, scale and
severity that may have an impact on international peace and security.®3

In parallel, discussions highlighted supply chain vulnerabilities, including risks associated
with compromised products, hidden functions and dependencies on external providers. Over
time, these concerns were increasingly articulated in technical and life cycle approaches,
with emphasis on product integrity and “security-by-design”,® rather than broader geopolit-
ical narratives.

Other threat types (e.g. ICT-enabled information manipulation) appeared more intermittently
and with divergent views. While some delegations emphasized their destabilizing potential,
others expressed caution regarding scope and framing. This resulted in their eventual
inclusion in narrow and carefully bounded terms in the Final Report.®s

Across these discussions, a broader shift was observable: rather than categorizing threats
primarily by the identity of the actor, delegations increasingly focused on the nature of the
activity and its potential impact. This allowed for a degree of convergence despite differing
views on attribution and responsibility.

FIGURE 2.
Relative prominence of selected EPT themes across all State
interventions by OEWG cycle.s
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93 A/80/257, paragraph 24. See also Singapore (session 1, meeting 4); European Union (session 1, meeting 4);
Israel (session 3, meeting 2); Costa Rica (session 4, meeting 2); Canada (session 5, meeting 2); Australia
(session 8, meeting 7); Nigeria on behalf of the African Group (session 11, meeting 1).

94  A/80/257, paragraph 23. See also Costa Rica (session 2, meeting 3); Malaysia (session 2, meeting 3); France
(session 6, meeting 3).

95 A/80/257, paragraph 22.

96  Rankings reflect the relative frequency of State interventions per cycle matched against keyword dictionaries
for derived EPT themes.
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3.2. Threat targets and effects

As just noted, a central feature of the OEWG’s work under the EPT pillar was the progressive
shift towards an effects-based framing of threats, with particular emphasis on targets and
consequences.

Critical infrastructure and critical information infrastructure emerged early as a shared
concern and, over time, became one of the core organizing elements of the EPT pillar. Dele-
gations consistently highlighted the risks posed to essential services, including energy,
healthcare, finance and communications (including undersea cables, communications satel-
lites and cloud infrastructure), and the potential for disruption to have wide-ranging societal
and economic consequences.®” As discussions evolved, greater attention was given to
interdependencies between systems;® the potential for cascading failures;® and the cross-
border nature of impacts, particularly in relation to globally connected infrastructure such as
undersea cables and space-based communications systems.1% This evolution is reflected in
the Final Report, which explicitly recognized both direct and indirect effects, including spill-
overs across sectors and jurisdictions.!

The emphasis on targets and effects also provided a practical way to address particularly
divisive issues. For instance, debates on whether certain forms of malicious activity perpe-
trated by non-State actors fall within the scope of international peace and security were often
reframed in terms of scale, severity and systemic impact, rather than legal classification. This
allowed delegations to acknowledge that certain activities — regardless of who conducts them
— may have consequences relevant to international peace and security.12

At the same time, the discussion also reflected how the impact of ICT threats is not limited
to systems or infrastructure but extends to a range of actors. In addition to States and public
institutions, the Final Report made explicit reference to risks affecting, among others, inter-
national and humanitarian organizations as well as individuals, including those in vulnerable
situations. This broadened the understanding of targets beyond purely technical or institu-
tional categories.

97 For example, Czechia (session 1, meeting 2); Peru (session 1, meeting 2); Tirkiye (session 2, meeting 4);
France (session 4, meeting 2); Republic of Korea (session 5, meeting 1); Guatemala (session 6, meeting 2);
Pakistan (session 7, meeting 2); European Union (session 11, meeting 1); Nigeria on behalf of the African
Group (session 11, meeting 1).

98 For example, Switzerland (session 1, meeting 5); El Salvador (session 2, meeting 5); Australia (session 4,
meeting 2); Slovakia (session 7, meeting 5).

99 For example, Thailand (session 1, meeting 2); United States (session 4, meeting 1); India (session 5,
meeting 4); Venezuela (session 8, meeting 1); Mauritius (session 8, meeting 1); China (session 9, meeting 2).

100 Forexample, United States (session 2, meeting 3); Djibouti (session 2, meeting 7); Brazil (session 7,
meeting 3); Ireland (session 9, meeting 2); Kazakhstan (session 10, meeting 1).

101 A/80/257, Section B, paragraphs 17-19.
102 A/80/257, Section B, paragraph 16.
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3.3. Role of new and emerging technologies

The role of emerging technologies in the EPT pillar evolved from general concern about future
risks to a more precise and integrated analysis of how these technologies shape both the
threat landscape and the solution landscape.®

In earlier stages, technologies such as Al and quantum computing were often referenced in
forward-looking terms. With the contemporaneous emergence of commercial, multimodal
large language models, these discussions became more concrete in their formulations.%*
Delegations identified specific ways in which these technologies could:

Introduce and exploit new vulnerabilities (e.g. security of Al systems)°®
Lower the barriers to entry for undertaking malicious activities°®

Increase the scale and speed of malicious activity (e.g. Al malware generation)®’

Enhance deception and influence operations (e.g. deepfakes)°®

Undermine existing security mechanisms (e.g. impact of quantum computing on encryption)°®

In parallel to the discussions on risks and threats emerging from new technologies, a second
discussion thread highlighted the potential of these technologies to strengthen ICT security
and resilience. They could do this by improving threat detection and response;*!° enhancing
network monitoring and anomaly detection;!* and supporting more proactive and adaptive
defensive measures.**? This dual perspective is reflected in the Final Report, which reaffirmed
the neutrality of technologies and their inherit potential to both expand development opportu-
nities and make the threat landscape more complex.**3

As discussions matured, emerging technologies were therefore less frequently treated as
stand-alone categories of concern and more often understood as “threat multipliers” and
“capability enablers” operating across the threat landscape. This framing proved more
resilient to negotiation dynamics, as it allowed delegations to acknowledge both risks and
benefits without adopting deterministic or alarmist positions.*#

103 A/80/257, paragraphs 26-27. Cf. A/77/275, Annex, Section B, paragraph 11.
104 A/80/257, paragraph 26.

105 Forexample, El Salvador (session 4, meeting 1); Kenya (session 4, meeting 1); United Kingdom (session 6,
meeting 1).

106 Forexample, Malaysia (session 4, meeting 2); Germany (session 7, meeting 3); Portugal (session 9,
meeting 1).

107 Forexample, Japan (session 4, meeting 2); El Salvador (session 4, meeting 1); Croatia (session 7, meeting 3).
108 Forexample, Bangladesh (session 4, meeting 2); Ghana (session 6, meeting 2).

109 Forexample, Canada (session 4, meeting 2); Mauritius (session 4, meeting 3); El Salvador (session 6,
meeting 1).

110 Forexample, Malaysia (session 4, meeting 2); United States (session 6, meeting 1; session 9, meeting 1);
Israel (session 6, meeting 2); South Africa (session 9, meeting 1).

111 Forexample, Uruguay (session 7, meeting 2); Switzerland (session 7, meeting 3); Albania (session 10,
meeting 2).

112 See, for, example, El Salvador (session 4, meeting 1); Latvia (session 7, meeting 2); Malaysia (session 8,
meeting 1).

113 A/80/257, Section B, paragraph 26.
114 Compare the language in A/80/257, Section B, paragraph 26, to A/78/265, Section B, paragraph 17.
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4. Insights beyond the official outcomes

A notable feature of the OEWG’s thematic discussion on existing and potential threats was
the progressive broadening and deepening of participation by delegations. This was particu-
larly visible in the later stages of the mandate, where a large number of delegations used the
EPT discussion to share national and regional threat experiences, identify priority risks, and
propose practical areas for future work.

More significantly, the quality and technical depth of interventions increased over time. Earlier
discussions often referred to broad categories of concern, such as malicious ICT activity,
ransomware, critical infrastructure and emerging technologies. Later interventions were
more likely to identify specific threat mechanisms (e.g. ransomware-as-a-service, Al-gener-
ated malware, deepfakes and post-quantum cryptography), affected sectors and technical
dependencies (e.g. industrial control systems, operational technology, cloud services and
undersea cables) and mitigation measures (e.g. security-by-design and cooperation among
computer emergency response teams (CERTs) and computer security incident response
teams (CSIRTs)). This suggests that the OEWG served not only as a negotiating forum, but
also as a space for building a more technically informed understanding of the evolving ICT
threat landscape.

This qualitative deepening is reflected in the Final Report, whose EPT section contained

a considerably more detailed account of the threat landscape than earlier outputs, while
still preserving consensus language.*® Although the result is a negotiated text that may
only partially capture the deliberative richness of the process, it nevertheless showed how
sustained engagement, supported by the many stakeholder contributions, helped move the
discussion from broad threat awareness towards more operationally grounded common
understandings.

While the APRs and the Final Report provided an important record of consensus, they did
not necessarily capture the full analytical richness of the OEWG’s deliberations under the
EPT pillar. Several themes emerged repeatedly in discussions but were either only partially
reflected in negotiated outcomes, were reframed in more general language or were omitted.
These themes are analytically significant because they reveal the breadth of concerns raised
by States, which could be useful to inform negotiations in the Global Mechanism on ICT
security.

115 A/80/257, Section B, paragraphs 14-30.
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These include:

The growing need for The crime-security nexus The political sensitivity of The growing importance
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4.1. The growing need for structured information-sharing
on threats

An insight from the discussions of the OEWG 2021-2025 was the perceived need for more
structured ways to share information on existing and potential threats. As discussions
became more technically detailed, several delegations moved beyond identifying threat
categories and began to ask how States could maintain a shared understanding of a rapidly
evolving threat landscape. This was particularly relevant for threats such as ransomware,
supply-chain compromise, emerging technologies and attacks on Cl, where information is
essential for timely awareness and practical mitigation.

The clearest expression of this need was the proposal for a voluntary, non-attributional cyber-
threat repository under the United Nations. The proposal envisaged a centralized platform
through which States could share information on common threats, threat vectors, indicators
of compromise and, where appropriate, mitigation practices. The repository was framed as a
tool to deepen common understanding and support preparedness, rather than as an attribu-
tion mechanism.¢

While the proposal was ultimately not reflected in any of the consensus reports, the discus-
sions around it are nevertheless analytically important. Some delegations expressed
openness to considering the idea further, while others suggested that it might be better
placed under the agenda item on confidence-building measures or connected to existing
CERT-to-CERT and technical information-sharing channels.?

116 “Updated Draft Working Paper”, Submitted by Kenya.

117 France (session 5, meeting 2; session 6, meeting 9), for example, indicated openness to discussing “the
objectives and potential modalities” of a repository of threats, particularly within the future mechanism, while
the United States (session 5, meeting 1; session 6, meeting 8) supported threat information-sharing but
cautioned that any new mechanism would need to account for existing technical forums, including CERT-to-
CERT channels and public threat advisories.
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The fact that the repository proposal did not feature in the APRs or the Final Report should
not be read as the resolution of the underlying issue. Rather, it reflects the difficulty of institu-
tionalizing the sharing of threat information in a consensus setting, especially where States
may differ on questions of neutrality, attribution, and the appropriate relationship between
diplomatic and technical channels and may have significant reservations about sharing threat
and vulnerability information, much of which would be classified.

This reveals an important lesson beyond the official outcomes: as the EPT discussion
became more operational, delegations increasingly recognized that shared threat awareness
is itself a form of capacity-building and confidence-building. The challenge for the Global
Mechanism will be to preserve space for practical exchange of threat information while
avoiding duplication of existing technical channels and managing sensitivities around attribu-
tion and politicization.

4.2. The crime-security nexus and the blurring of
distinctions between threat actors

A further insight from the deliberations was that the boundary between the criminal use of
ICTs and their use in ways relevant to international peace and security was becoming increas-
ingly difficult to maintain in practice.

This was particularly visible in discussions on ransomware. Several delegations argued,
explicitly or implicitly, that the scale, severity and systemic effects of an incident should
determine its relevance to the OEWG, rather than the formal classification of the actor as
criminal or State-linked. This effects-based framing was especially important for developing a
shared basis for discussing ransomware without requiring agreement on attribution or State
responsibility (see Subsection 4.4).

Closely related to this was a second, more operational ambiguity: the increasingly blurred
landscape of actors involved in malicious ICT activity. Delegations referred to situations
involving State actors, non-State actors, criminal groups, proxies, hacktivists and commer-
cially enabled actors, sometimes operating in ways that are difficult to distinguish. Some
delegations emphasized the direct or indirect tolerance of non-State actors by States, the
operation of cybercriminals from national territory, and the use of commercially available
capabilities by both State and non-State actors. While some delegations regretted the
exclusion of language on the “blurred lines” between State, non-State and criminal actors,*®
other delegations resisted formulations that could imply attribution or State responsibility.**°

The Final Report preserved only a cautious version of these discussions. It noted that ICT
criminal activity could increase in scale and severity such that it seriously disrupts govern-
ments and international organizations and could potentially affect international peace and
security. It also noted that malicious use of ICTs by State and non-State actors is increasing

118 Forexample, European Union (session 11, meeting 1); Switzerland (session 11, meeting 7).

119 Forexample, Russian Federation (session 11, meeting 1); Cuba (session 11, meeting 1); China (session 11,
meeting 2).
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and that some non-State actors have capabilities previously available only to States.
However, it did not fully capture the operational ambiguity discussed in the room: how to
address cybercriminal ecosystems, proxy relationships and commercially enabled capabil-
ities when their effects may reach the level of national or international security threats. This
suggests that the crime-security nexus, and the associated blurring of threat actors, may
require additional exploration in the Global Mechanism, while leveraging possible synergies
and avoiding duplication with the deliberations under the United Nations Convention against
Cybercrime.12°

4.3. The political sensitivity of attribution in the context of
threat perception.

Attribution was a recurring undercurrent of the EPT discussions, but it remained largely
outside the consensus outputs. Alongside statements attributing ICT incidents to various
groups - including other States — delegations also raised increasing State-linked activity,
false-flag risks or the need for evidence-based attribution.*?* In addition, warnings against
politicized accusations or “false narratives” were raised by others during the discussions.?2
This revealed a persistent tension: attribution is often central to how States understand
threats, but it is too politically sensitive to institutionalize in negotiated language.

As aresult, the APRs and the Final Report avoided any attribution-specific language,
focusing instead on categories of activity, effects and cooperative measures. This produced
a more consensual text, at the cost of much of the deliberative texture around how States
assess responsibility, risk escalation and appropriate responses.

This disconnect matters for the Global Mechanism because attribution disputes are unlikely
to disappear. They may simply re-emerge in more indirect forms, for example in discus-
sions on incident response, confidence-building, points of contact or critical infrastructure
protection.

4.4. The growing importance of “effects” as a bridge
across political disagreement

An important insight from the deliberations was that States increasingly used effects-based
reasoning to bridge disagreement. Rather than resolving disputes over who was responsible,
whether conduct was criminal or State-sponsored, or which legal framework applied, delega-
tions often focused on the consequences of malicious ICT activity: disruption of essential

120 United Nations Office on Drugs and Crime, “UNCC: United Nations Convention against Cybercrime”, https://
www.unodc.org/unodc/en/cybercrime/convention/home.html.

121 Forexample, Iran (Islamic Republic of) (session 1, meeting 2); Ukraine (session 2, meeting 1); United States
(session 4, meeting 1); Russian Federation (session 6, meeting 1); Democratic Republic of the Congo
(session 10, meeting 3).

122 Forexample, Nicaragua (session 1, meeting 4); China (session 2, meeting 5); Iran (Islamic Republic of)
(session 9, meeting 1); Russian Federation (session 10, meeting 1).
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services, harm to civilians, loss of trust in institutions, cascading failures or cross-border
impacts.123

Whether this was the result of a deliberate negotiating choice or the natural evolution of the
discussion, this approach helped make progress possible. It allowed discussions on ransom-
ware, critical infrastructure and ICT-enabled disruption to advance even when attribution and
legal characterization remained sensitive. The Final Report reflected effects-based language
throughout the EPT section, including references to cascading national, regional and global
effects, disruption of essential services, and potential impacts on international peace and
security.

Beyond descriptiveness, this effects-based framing functioned as a way to sustain conver-
gence under conditions of political disagreement. This might be a useful consideration as the
Global Mechanism, given its permanent nature, will inevitably face periods of varying geopo-
litical tension.

4.5. Commercial intrusion capabilities as a governance
problem, not only a threat category

Although commercially available ICT intrusion capabilities featured in the Final Report, the
deliberations suggest that this issue was a broader and more difficult one than is conveyed

in the final text. Delegations did not only identify these tools as a threat; they also raised
questions about markets, proliferation, oversight, safeguards, access, lawful use and the role
of private actors.

The breadth of this governance dimension was particularly visible in the later sessions of the
OEWG, also influenced by the emergence of external processes on commercial intrusion
capabilities (e.g. the Pall Mall Process),*?* which allowed for more focused discussion that
then fed back into the OEWG. Where some delegations supported stronger language on
commercial intrusion capabilities,'?® others resisted references that could imply new regula-
tory obligations or could constrain lawful access by developing countries.?®

The Final Report reflected the theme but carefully balanced concern with safeguards. It noted
both the risk of illegitimate and malicious use and the need not to limit the ability of States,
particularly developing countries, to access and use ICT tools for purposes consistent with

123 Forexample, the Belgian victim assistance proposal: “Working Paper on a Victim-Based Approach”,
Submitted by Belgium, 6 March 2024, https://docs-library.unoda.org/Open-Ended_Working_Group_on_
Information_and_Communication_Technologies_-_(2021)/20240304_Belgium_-_Working_Paper_on_a_
victim-based_approach.pdf.

124 French Ministry of Foreign Affairs, “Pall Mall Process: Code of Practice for States to Tackle the
Proliferation and Irresponsible Use of Commercial Cyber Intrusion Capabilities”, 23 July 2025,
https://www.diplomatie.gouv.fr/en/presse-et-ressources/decouvrir-et-informer/actualites/
processus-de-pall-mall-code-de-bonnes-pratiques-a-destination-des-etats-pour-lutter-contre-la.

125 Forexample, United Kingdom (session 9, meeting 3; session 10, meeting 1); Ghana (session 11, meeting 1);
France (session 11, meeting 1); Australia (session 11, meeting 1).

126 Forexample, Brazil (session 7, meeting 3); Iran (Islamic Republic of) (session 11, meeting 1; meeting 3);
Russian Federation (session 11, meeting 1).
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international law. What is less visible in the final text is the underlying debate over whether
this is merely a threat to be monitored or an emerging governance challenge requiring
sustained attention.

4.6. The uneven treatment of societal harms, including
gender and vulnerable groups

The deliberations also show that societal harms were unevenly integrated into the EPT
theme. Harm to civilians, public trust, democratic institutions and vulnerable populations
appeared at different points, but not all of these dimensions consolidated equally.

Gender was the clearest example. While gender-related concerns appeared in the OEWG
record, they were largely framed through participation, digital divides, inclusion and capaci-
ty-building rather than as a distinct threat dimension. During the later sessions of the process,
references to gender in the threat section were explicitly contested by some delegations.'?”
The Final Report retained gender language, but in cross-cutting terms: participation, the
gender digital divide and risks faced by persons in vulnerable situations, rather than gender-
based ICT threats as such.?®

The insight beyond the official outcomes is that some social and societal dimensions were
acceptable when framed as inclusion or capacity issues, but not when framed as threat
categories. This distinction is important for the Global Mechanism because it suggests that
certain societal and social elements of harm may be better integrated in cross-thematic
discussions, rather than treated as stand-alone issues.

4.7. The development-security link in threat perception

A further insight, particularly visible in statements by developing countries, is that threats
were often understood not only as security risks but also as risks to development pathways,
institutional trust and digital transformation. The African Group, for example, repeatedly
linked malicious ICT activity to the ability of African States to pursue digitalization, protect
public institutions and maintain societal trust.*?®

The Final Report did reflect such capacity gaps and digital divides, but the deliberations show
a more specific point: for many States, the threat landscape is experienced through the lens
of digital transformation and economic growth amid resource constraints, competing prior-
ities and uneven resilience. This goes beyond generic capacity-building language. It shows
why the EPT theme became closely linked to calls for practical support, CERT/CSIRT cooper-
ation, public—private partnerships, and the Global Mechanism’s capacity-building function.

127 Forexample, Russian Federation (session 11, meeting 1); Argentina (session 11, meeting 1); United States
(session 11, meeting 7; session 11, meeting 8).

128 A/80/257, Section B, paragraph 29.

129 See Nigeria on behalf of the African Group (session 10, meeting 1; session 11, meeting 1; session 11,
meeting 6).
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In conclusion, taken together, these insights show that the OEWG’s contribution on existing
and potential threats cannot be assessed only by reading the agreed reports. The APRs and
the Final Report provided the formal record of consensus, but the deliberations reveal a wider
process of learning, testing, narrowing and reframing ideas. The discussions, even those that
did not yield consensus language, supported delegations in building a more precise under-
standing of how threats are evolving, how they affect different States and what kinds of coop-
erative responses may be needed.

Several of the issues discussed above were only partially reflected in negotiated outcomes.
Others were translated into more general language or moved into adjacent pillars such as
capacity-building, confidence-building measures or regular institutional dialogue.

For the Global Mechanism on ICT security, the issues that featured in the Final Report provide
a solid baseline for future work. But the issues that remained outside — or were only partially
reflected — may be equally important for understanding where future discussions will need

to go. The legacy of the OEWG 2021-2025 in the EPT space therefore lies both in the threat
categories it institutionalized and in the unresolved questions it revealed for continued
dialogue.
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Annex A. Number of times delegations took

the floor on EPT inthe OEWG 2021-2025

STATE COUNT STATE COUNT

Russian Federation

Iran (Islamic Republic of)
European Union

China (the People's Republic of)
Cuba

Canada

Netherlands (Kingdom of the)

United Kingdom of Great Britain and
Northern Ireland

Republic of Korea
Germany

France

Australia
Argentina
Singapore

South Africa
United States of America
Malaysia

Israel

Japan

Mexico

Brazil

Indonesia

Egypt

Pakistan

El Salvador
Switzerland

Czechia
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26

23

22

21

21

20

20

20

20

19

19

19

18

18

17

17

17

17

16

16

16

16

15

15

15

15

Colombia

Syrian Arab Republic
New Zealand

Fiji

Viet Nam

Costa Rica
Kazakhstan

Ghana

Portugal
Uruguay
Ukraine
Ireland
Chile
Mauritius
Nigeria
Italy
Estonia
India
Bangladesh
Nicaragua
Kenya
Croatia
Albania
Republic of Moldova
Slovakia
Thailand

Venezuela, Bolivarian Republic of

14

13

13

13

13

12

12

11

11

11

11

11

10

10

10

10

10

10
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Jordan
Ecuador
Belgium

Poland

Democratic People's Republic of Korea

Vanuatu

Austria

Denmark
Philippines
Dominican Republic
Malawi

Qatar

Céte d'lvoire
Finland

Spain

Sri Lanka

Latvia

Greece

Bosnia and Herzegovina
Morocco

Zimbabwe

Algeria

Turkiye

Lao People's Democratic Republic
Armenia

Iraq

Belarus

Guatemala
Paraguay

Sweden

Tunisia

Mozambique
Cameroon

Togo

Djibouti

Botswana
Timor-Leste
Romania

Peru

Democratic Republic of the Congo
Uganda

Sudan

Georgia

Yemen

Kuwait

Rwanda

Papua New Guinea
Sierra Leone
Cambodia
Ethiopia

Senegal

Slovenia

Brunei Darussalam
Kyrgyztan

Tonga

Montenegro

State of Palestine
Burkina Faso
Antigua and Barbuda
Kiribati

Chad
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