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Cross-sectional analysis and
conclusions

Dr Samuele Dominioni and Dr Giacomo Persi Paoli

In the previous chapters, the authors identify key issues across the six agenda items of

the Open-Ended Working Group (OEWG) on Security of and in the Use of Information and
Communications Technologies 2021-2025. To identify some key factors that characterized
States’ negotiations during the OEWG, this chapter conducts a cross-cutting analysis of all
of its sessions. Among these, it is possible to identify some factors that characterized the
discussions across some or all sessions and agenda items, including broader trends observ-
able in the evolution of the discussions and major themes (Section 1). Subsequently, the
chapter looks at factors that facilitated consensus (Section 2) and those that prevented a
more ambitious outcome (Section 3). Finally, the chapter closes with some concluding reflec-
tions (Section 4).

1. Key trends from the discussions

At least three trends largely underpinned the discussions throughout the OEWG 2021-2025.

From reaffirmation to anchored discussions

For most of the agenda items, States spent the early sessions of the OEWG 2021-2025 reaf-
firming the work of the previous OEWG and the six Groups of Governmental Experts (GGES)
on information and communications technology (ICT) security. In their statements, States
stressed that the OEWG 2021-2025 did not commence from a blank slate and also acknowl-
edged and reaffirmed the relevance, importance and cumulative nature of the framework of
responsible State behaviour in cyberspace. Subsequently, in later sessions, States began
discussing newer proposals, including some very specific ones (e.g., the establishment of the
Global Intergovernmental Points of Contact (POC) Directory or the Chair’s voluntary checklist
for norms implementation), which anchored discussions in operationalization and
implementation.

From general to grounded discussions

Similarly, States progressed from discussing substantive themes from a more general,
abstract standpoint to a more reality-grounded perspective throughout the sessions. This
trend was driven by several factors, including key external events and an increase in delega-
tions’ capabilities.
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Among the external events that affected States’ discussions were major incidents with an
impact on international peace and security. These included the war in Ukraine, the pager explo-
sions in Lebanon and the Syrian Arab Republic, and the SolarWinds malicious incident. There
were also major technological breakthroughs, such as the fast global diffusion of large language
models (e.g., OpenAl’s ChatGPT) and advancements in quantum computing. All these external
factors led States to address specific issues in a more grounded and informed way.

At the same time, delegations became better able to engage substantively in negotiations.
Simulations and exercises served as one factor that helped States address and better under-
stand specific issues through scenario-based practice. These included how international law
applies to State use of ICTs! and how to practically engage with the Global POC Directory in
case of an incident.?

Inclusivity and representation

A few trends can be observed in terms of inclusivity and representation throughout the
OEWG 2021-2025.

The first concerns the overall number of States that took the floor across the 11 sessions,
which increased moderately (see Figure 1). Breaking this data down by United Nations
regional group (see Figure 2) shows a notable increase in the number of African States
that intervened in the OEWG sessions, with a surge during the third (sessions 4-5) and
fourth cycles (sessions 6-8). In some instances, the figure doubled. A smallerincrease is
observable among Eastern European States. In contrast, States of Latin American and the
Caribbean and in the Western European and Others Group showcase a slightly opposite
trend, with, on average, fewer States taking the floor during the fourth cycle. Asia-Pacific
States varied less in the number of times that they took the floor across all the sessions.
Moreover, it is possible to observe that more States took the floor during the substantive
sessions (i.e., 1, 2, 4, 6, 7, 9, 10) than during the negotiation sessions (i.e., 3, 5, 8, 11).
Overall, it is important to note that these numbers reflect only States that took the floor and
do not include States that aligned with statements made by groups or regional organizations
(e.g., the European Union).

1 In particular, UNIDIR conducted the workshop “International Law and the Behaviour of States in the Use of
ICT - Challenges and Opportunities” in Geneva on 15 November 2023. See UNIDIR Security and Technology
Programme, “International Law and the Behaviour of States in the Use of ICT — Challenges and Opportunities”,
Workshop summary, 2023, https://docs-library.unoda.org/Open-Ended_Working_Group_on_Informa-
tion_and_Communication_Technologies_-_(2021)/UNIDIR_International_Law_and_the_Behaviour_of_
States_in_the_Use_of_ICT.pdf.

2 Office for Disarmament Affairs, “Simulation Exercise to Support State Participation in the Global Points of
Contact Directory”, ODA/2024-0017, 18 November 2024, https://docs-library.unoda.org/Open-Ended_
Working_Group_on_Information_and_Communication_Technologies_-_(2021)/20241118_NV-MS_
support_Nov_2024.pdf.

CROSS-SECTIONAL ANALYSIS AND CONCLUSIONS 173


https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/UNIDIR_International_Law_and_the_Behaviour_of_States_in_the_Use_of_ICT.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/UNIDIR_International_Law_and_the_Behaviour_of_States_in_the_Use_of_ICT.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/UNIDIR_International_Law_and_the_Behaviour_of_States_in_the_Use_of_ICT.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/20241118_NV-MS_support_Nov_2024.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/20241118_NV-MS_support_Nov_2024.pdf
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Technologies_-_(2021)/20241118_NV-MS_support_Nov_2024.pdf

FIGURE 1.

Number of States that took the floor, by OEWG session
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FIGURE 2.

Number of States that took the floor, by United Nations regional
group
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Another trend related to inclusivity and representation concerns the participation of women
delegates: there was a marked increase in the number of women delegates taking the floor
throughout the sessions. Indeed, there was a sharp increase from 37 percent in session 1to a
peak of 55 percent in session 6, and it remained above 50 percent in all subsequent sessions
(see Figure 3).

FIGURE 3.

Proportion of interventions made by female speakers, by session
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Overall, data concerning representation — geographical and gender — showcases positive
trends throughout the sessions. Initiatives such as the Women in International Security and
Cyberspace (WiC) Fellowship? played a direct role in this regard.

1.2. Cross-cutting topics

As outlined in the individual chapters of this volume, States addressed a wide variety of
issues during the sessions of the OEWG 2021-2025, and some of these issues emerged
in discussions under more than one agenda item. It would be impossible to capture all the
cross-cutting topics here, but three that recurred most often are capacity-building, the
multi-stakeholder approach, and protection of critical infrastructure.*

3 The WiC Fellowship is a capacity-building initiative and institutional support programme designed to
strengthen the knowledge and skills of a group of women delegates and leaders from all regions on interna-
tional cybersecurity and to support their full and meaningful participation in the OEWG sessions. See UNIDIR,
“UNIDIR Delivers Training to Women in Cyber Fellows in New York”, 15 August 2025, https://unidir.org/
unidir-delivers-training-to-women-in-cyber-fellows-in-new-york/.

4 These topics have been selected based on observation of the most recurring issues raised during States’
interventions. Subsequently, the relative prominence of the topics was determined using a keyword-dictio-
nary-based search of interventions for each agenda item. Topics with relative prominence of at least 40 per
cent across at least three agenda items are included here. Other topics considered included transparency,
information-sharing, trust, sovereignty and gender.
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Capacity-building

Despite there being an agenda item dedicated to capacity-building, States regularly referred
to capacity-building activities across other agenda items (see Figure 4). For example,

under the agenda item on confidence-building measures (CBMs), soon after States agreed
to establish the Global POC Directory, they began discussing capacity-building issues to
support the engagement of POCs in the directory.

FIGURE 4.
Proportion of interventions referencing capacity-building, by
agenda item
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Multi-stakeholder approach

States addressed the issue of multi-stakeholders, including the participation of non-govern-
mental actors in the OEWG, from the very beginning of the process. Despite being a conten-
tious topic, many States referred to and discussed the role, function, and involvement of
multi-stakeholders across all agenda items (see Figure 5). As such, the multi-stakeholder
approach can be regarded as a continuing and whole-of-framework area of relevance.

FIGURE 5.

Proportion of interventions referencing multi-stakeholders, by
agenda item
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Critical infrastructure protection

The protection of critical infrastructure and critical information infrastructure has been a
crucial and “historical”® priority for States since the very beginning of multilateral discussion
on responsible behaviour in the ICT environment, and it was one of the top priorities for States
throughout the OEWG 2021-2025. This topic emerged in multiple discussions across the
different agenda items, particularly when discussing existing and potential threats and in the
context of rules, norms and principles (see Figure 6).

FIGURE 6.
Proportion of interventions referencing critical infrastructure
protection, by agenda item
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5 The issue of protecting the integrity of infrastructure was already mentioned in the resolution establishing the
first GGE. See General Assembly, resolution 58/32, “Developments in the Field of Information and Telecom-
munications in the Context of International Security”, 8 December 2003.
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2. What facilitated consensus

Analysis of the different agenda items also reveals that discussions, including substantive
ones, often featured a diverse set of views and positions on multiple themes. Achieving
consensus on the three annual progress reports (APRs) and the final report was not easy. A
few factors can be highlighted as contributing to consensus across the OEWG 2021-2025
cycles.

The work of the delegates

There was intense and sustained work by the delegates who prepared for, substantially
discussed, and negotiated the wide variety of items discussed during the 11 sessions.
Themes and issues ranged from principles of international law to more technical aspects of
existing and potential threats. Moreover, delegations demonstrated flexibility and openness
to shared solutions and compromises as they navigated an increasingly tense geopolitical
environment.

Moreover, some States worked to bridge contrasting views, to engage in sustained dialogue
with States holding divergent views and to find compromise in stalemate situations. The work
of these delegations was often a discreet endeavour. Nevertheless, it is an important role that
deserves recoghnition.

Similarly, although outside the scope of this report, the continuous engagement of the
multi-stakeholder community — including through written submissions and the organization of
side events and informal meetings — helped delegations to better understand certain aspects
of ICTs in the context of international security.

The work of the Chair and his team

The Chair, H.E. Ambassador Burhan Gafoor, played a key role in facilitating consensus
through a step-by-step approach. This allowed States to take the time to reflect, unpack and
address proposals, ideas and negotiation items in a more gradual, incremental manner. The
Chair’s approach thus enabled States to find common ground on many issues.

A distinct feature of the Chair’s step-by-step approach was the use of guiding questions
shared with delegations before each session. These questions helped delegations prepare
their interventions to address relevant topics featured in the programme of work. As observed
in some of the chapters, the chair’s guiding questions also helped the debate to progress and
to overcome stalemates on specific themes (e.g., multi-stakeholder involvement in capacity-
building activities).

Supporting United Nations bodies

A third element that facilitated consensus was the role played by the Secretariat (the Office
for Disarmament Affairs) and other supporting United Nations bodies, including UNIDIR and
the International Telecommunication Union (ITU). In line with its mandate, the Secretariat
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Participants at the eleventh substantive session of the OEWG on Security of and in the Use of Information

and Communications Technologies 2021-2025, New York, 2025. Credit: UN Photo / Loey Felipe.

provided both administrative and substantive support to the Chair and to the process. For
example, technical reports produced by the Secretariat, upon request from States, proved
useful tools for States to navigate different positions and contributed to more focused discus-
sions on specific topics.®

Moreover, other United Nations bodies (e.g., UNIDIR and ITU) proved to be supportive

of States’ discussions during the OEWG. UNIDIR, through its research,? tools® and other
activities, including workshops and training for delegates, contributed to expanding States’
understanding on a wide variety of issues discussed across the agenda items. ITU provided
technical expertise and insights on specific capacity-building aspects and collaborated with
the Office for Disarmament Affairs and UNIDIR to organize and deliver the first POC simula-
tion exercise.

Overall, the work of the United Nations bodies helped States navigate complex political,
technical, and procedural issues, thereby enabling delegations to engage more substantively
and constructively in the consensus-building process.

6 See, for example, “Mapping Exercise to Survey the Landscape of Capacity-Building Programmes and Initia-
tives within and outside the United Nations and at the Global and Regional Levels”, Paper by the Secretariat, A/
AC.292/2024/2, 22 January 2024; “Initial Background Paper on Capacities Required to Participate in a Global,
Intergovernmental Points of Contact Directory”, Paper by the Secretariat, A/AC.292/2024/3, 29 April 2024;
“Initial Report Outlining the Proposal for the Development and Operationalization of a Dedicated Global Infor-
mation and Communications Technologies Security Cooperation and Capacity-Building Portal”, Paper by the
Secretariat, A/AC.292/2025/1, 14 January 2025.

7 See, for example, Samuele Dominioni and Giacomo Persi Paoli, Unpacking Cyber Capacity-Building Needs,
Part I, Mapping the Foundational Cyber Capabilities (Geneva: UNIDIR, 2023), https://unidir.org/publication/
unpacking-cyber-capacity-building-needs-part-i-mapping-the-foundational-cyber-capabilities/; UNIDIR
Security and Technology Programme, Drawing Parallels: A Multi-Stakeholder Perspective on the Cyber PoA
Scope, Structure and Content (Geneva: UNIDIR, 2023), https://unidir.org/wp-content/uploads/2023/09/
UNIDIR_Drawing_Parallels_Multi_Stakeholder_Perspective_on_Cyber_PoA_Scope_Content_
Structure.pdf; UNIDIR Security and Technology Programme, Use of ICTs by States: Rights and Respon-
sibilities Under the Charter of the United Nations (Geneva: UNIDIR, 2023), https://unidir.org/publication/
use-of-icts-by-states-rights-and-responsibilities-under-the-un-charter/.

8 See, for example, the UNIDIR Cyber Policy Portal.
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3. What prevented a more ambitious outcome

The positive outcomes of the second OEWG are enshrined in the three APRs and the final
report. However, on certain agenda items, States did not manage to progress towards more
ambitious outcomes; instead, they opted to postpone further negotiations to the new Global
Mechanism on ICT Security. The analysis of some of the causes reveals three main factors.

Developing or implementing the framework

A recurring point of disagreement among States centred on whether the negotiations should
focus on developing new elements of the framework of responsible State behaviour or on
implementing the existing ones. This disagreement slowed down the discussions, particu-
larly those under the agenda items on rules, norms, and principles, and on international law.
As some States noted, these two approaches are not necessarily mutually exclusive, as the
development of new elements can benefit from the implementation of existing ones.

The difficult international security environment

The international security environment in which States had to negotiate during the 11

sessions became increasingly difficult, marked by multiple crises including the outbreak of
inter-State conflicts. This trend was particularly reflected in the negotiations on the agenda
items on existing and potential threats, international law, and regular institutional dialogue.

States’ caution

A third factor that hampered the achievement of a more ambitious outcome was States’ reluc-
tance and caution in developing more substantive and meaningful elements to implement or
further advance the framework. In particular, on different occasions, States cautioned that
these elements might raise sovereignty-related concerns, particularly insofar as they could
be seen as intruding into or interfering with matters falling within national jurisdiction. This
trend was particularly evident in confidence-building measures and capacity-building.
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4. Conclusion

The conclusion of the OEWG 2021-2025 does not mark the end of multilateral discussions
on ICTs in the context of international security. Rather, it represents a transition from time-
bound negotiations to a more sustained phase of institutionalized dialogue in the Global
Mechanism. In this respect, some of the most important legacies of the OEWG 2021-2025 lie
in the working methods, good practices, and expertise that emerged throughout its mandate,
in addition to the consensus outcomes that it produced.

The discussions demonstrated that progress remains possible even in a difficult international
security environment, provided that delegations are given sufficient time, guidance, and
support to engage with one another. The step-by-step approach adopted during the OEWG
allowed States to move gradually from the reaffirmation of existing commitments towards
more focused discussions on implementation, operationalization, and future institutional
arrangements. This approach proved particularly useful in areas where positions remained
divergent, as it enabled States to identify meaningful areas of convergence without requiring
all underlying disagreements to be resolved at once. Ultimately, the OEWG (2021-2025) reaf-
firmed that international cooperation on ICT security is both necessary and possible. Its work
underscored the value of dialogue, compromise, and incremental progress in advancing a
common understanding among States.

The Global Mechanism on ICT Security inherits both the achievements and the unresolved
questions of the OEWG 2021-2025. It will provide an opportunity for States to continue
engaging in the implementation and operationalization of the agreed framework and to
continue addressing areas where consensus has not yet fully emerged. To do so effectively, it
will be important to preserve institutional memory of the path already travelled, ensuring that
the progress achieved so far continues to guide multilateral efforts ahead.
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