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Figure 1. Six assessment dimensions of NRIA
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What is NRIA?

A novel governance concept: a structured pre-
deployme.nt framework inspired by En.v1r‘onmental Neuro Risk
and Social Impact Assessment practices (UNEP, Impact

2009; MOEFCC, 2023). Assessment
(NRIA)

2. Data
Protection &
Mental
Privacy

Peace & SDGs

What it does? =

, . . Operational 3. Safet
It embeds ethical, legal, and socletal review reliability sec.:ur‘gt)e/ Zﬁd
across the concept, design, testing, and meanainndgful dual use-
fielding cycles of military neurotechnologies. human misuse

control

4.
Why NRIA? Compliance

1. Neurotechnologies are entering defence with

humanitarian
operations faster than ethical oversight can law & human

adapt, raising risks to autonomy, privacy, rights

and humanitarian law.

Note. Conceptualised by Author
2. NRIA establishes <clear ethical boundaries

and accountability to protect human rights
rather than to 1legitimise neuro-military
innovation.

How it works? Scan the QR Code
Through a practical and auditable  for free access to

method that uses checklists, risk ¢ complete paper
registers, mitigation plans, and

3. Governance gaps persist: since 1ts adoption oversight triggers to help defence

in 2019, 39 countries have adhered to the

. planners, technologists, legal
OECD Neurotechnology Recommen?atlon, yet few advisers, and ethicicts align
reference ethical safeguards in defence R&D, military neurotechnology with

even as programmes 1like DARPA’s N3 and
China’s brain-machine 1interface research
advance without shared standards.

responsible innovation, international
humanitarian law, and peace and
security objectives.

Note: The views and opinions expressed in this poster are solely those of the author, 1including any errors.
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BRAIN AS BATTLESPACE
PERILS & PROSPECTS OF MILITARY

NEUROTECHNOLOGIES
Safia Mansoor, PhD Scholar UOL, Pakistan

Neuroweapons Disrupt

H ©

/v\emory Morale Percept

Neural OODA loop - Speedy

Cognitive

Perils Singularity of War

e Mind-hacking

e Cognitive manipulation

Inflection point

Human cognition +

e Loss of human privacy Neurotechnology

e Legal-ethical gaps Brain as “decisive

battlespace”

@ Security  Map neurodomain

Prospects
@ Ethics Neuro-norms , values
* Medical spin-ofts

e Enhanced soldier resilience @ Conirol Neuro-governance

e Cognitive precision

e Neuro-driven autonomous @ Use Transparent use

systems

* Optimized decision making @ Resilience Cognitive defense

e Deterrence by disruption.

@Enhancemenf Positive dual-use
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The Geneva Convention of the Mind

THE CHALLENGE: Brain-computer interfaces, neuro-

enhancement drugs, and cognitive-data analytics
enable involuntary access to soldiers' thoughts.

Traditional arms control is insufficient.

THE SOLUTION: Neuro-Rights Rules of Engagement
(NR-RoE)

A three-layer framework integrating mental privacy,
cognitive liberty, and neural-data protection with
existing international humanitarian law.

Layer 1 — Ex-ante review:

Every neuro-enabled system undergoes a Neuro-Rights Impact Assessment before procurement or deployment,
paralleling chemical-weapon toxicology boards and ensuring that use-cases respect human dignity.

Layer 2 - Privacy-by-design architecture:

Mandatory on-device encryption, zero-knowledge authentication and automatic data-expiry protocols guarantee
that neither commanders nor vendors can compel raw neural data, even under battlefield conditions.

Layer 3 — Independent oversight: ﬁ:
A UN-mandated Neuro-Ethics Inspectorate, e

operating  under  the  Secretary-General’s

MENTAL PRIVACY
PROTECTION
FRAMEWORK

investigative authority, is empowered to verify
compliance and investigate alleged misuse in
conflict  zones, providing credible, rapid
accountability.

By tra nslo’rmg abstract huma n-rights lan nguoge mto concrefeﬁl.f

practical pathway to harness operohonol odvo m‘oges of neu ro’re_w nology

24 November 2025 09:00-17:45 CET ® Geneva and online UNIDIR.ORG




@ UNIDIR 2025

innovations dialogue.

Neurotechnologies and their implications
for international peace and security

Assessing the State of the Weaponization and Militarisation of
Neurotechnologies

Tanya Gill & Matteo L

DUAL USE AND NEUROTECHNOLOGIES

Neurotechnologies are recently emerging technologies that are
being developed across both private and public sectors. Given the
scope and breadth of development, it is important to look at
neurotechnology’s ‘dual use’ functionality to truly understand the
depth of the ongoing research. The term ‘dual use’ demonstrates
that neurotechnologies often have both civilian and military
functions. In other words, technologies used for medical purposes
can also have commercial or military interests, or vice versa. The
research done in civilian contexts can assist militaries to develop
their own neurotechnology infrastructures.

NEUROTECHNOLOGY AND THE MILITARY

The rapid increase of both startups and big tech company interest
in neurotechnology, combined with the use of Al, is rapidly
advancing the consumption of direct-to—-consumer
neurotechnology devices that can be used in everyday scenarios by
civilians. The diversity of available products and the ability to
obtain copious amounts of data from users allow militaries to
bypass much of the testing and data collection of technologies. For
example, in April 2025, DARPA introduced their “RESTORE’
program which will use advancements in non-invasive
neuromodulation technologies and current civilian treatments for
good sleep to optimize cognitive performance for warfighters with
3-hour sleep restrictions.

Military neurotechnology is still under development. Here are the
major ways in which neurotechnology is used by militaries:

- Neurotechnologies dealing with enhancement of warfighters
capabilities are meant to enhance the regular capabilities of the
human body by creating novel attributes or by boosting
functions over the normal range of performance.

- State militaries are developing neurotechnologies that can be
used to detect deception and assist with interrogation
techniques.

-> Ex. DARPA’s Cognitive Technology Threat Warning Systems
(CT2WS); DARPA’s Advanced Speech Encoding and Silent Talk

- |n the near-future, most realistic uses for neurotechnology will
not be for offensive or attack purposes but rather for treatment
of mental and physical ailments of combatants.

-> Ex. DARPA Systems-Based Neurotechnology for Emerging
Therapies (SUBNETS)
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ROM CURE TO COMBAT

Responsible Innovation 1n Neurotechnology
Cheya Took LL.M., T.M.C. Asser Instituut
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TRANSPARENT GOVERNANCE:

Promoting Multi-Stakeholder Ensuring Applications Remailn

Dialogue Across Science, Law & Consistent with Human Rights &
Security Domains International Humanitarian Law

ETHICAL ALIGNMENT:

Neurotechnology restored my father’s
movement, revealing its power to heal.

Yet we cannot forget how similar tools can
be adapted for war.

From cure to comba ;

Innovation’s dual nature demands
ethics, safety, and transparenc
to remain a force for peas
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NEUROTECHNOLOGY AND THE CHALLENGE OF ACCOUNTABILITY IN WAR

NIVEDITHA SASI KUMAR

PROBLEM S - IMPLICATIONS & RISKS

GRADUAL EROSION OF DETERRENCE

THE EMERGENCE OF MILITARY NEUROTECHNOLOGIES IS GENERATING
INSTITUTIONAL UNPREPAREDNESS

NEW ACCOUNTABILITY GAPS THAT WARRANT URGENT SCHOLARLY AND STRATEGIC MISUSE BY STATE OR NON-STATE ACTORS TO EVADE

POLICY ATTENTION. THE TECHNOLOGICAL MODIFICATION OF LIABILITY

COGNITION UNDERMINES THE ASSUMPTION THAT INTENT AND ACTION ,, _/ VIOLATION OF EMERGING ‘COGNITIVE RIGHTS’

ORIGINATE FROM AN AUTONOMOUS, UNIMPAIRED MIND, THEREBY “ e LACK OF ACCOUNTABILITY AND SUBSEQUENT PENAL ACTION
COMPLICATING LEGAL ASSESSMENTS OF MENS REA AND ACTUS REUS, : \‘ THE GROWING USE OF TECHNOLOGIES THAT INFLUENCE COGNITION

WHICH LEADS TO UNCERTAINTY IN ATTRIBUTING RESPONSIBILITY FOR SN 7T — W) COMPLICATES THE ATTRIBUTION OF RESPONSIBILITY AND MAY EVENTUALLY

AD T DIFF D A NTABILITY, WHER M TIP ACTOR HAR
UNLAWFUL ACTS IN MILITARY CONTEXTS. LE O USE CCOU LITY, ERE MULTIPLE ACTORS S E

PARTIAL LIABILITY FOR A CRIME.

EXAMPLES OF LEGAL STRESS POINTS .
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ESTABLISHING LEGAL STANDARDS
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SUBORDINATE AGENCY IS TECHNOLOGICALLY ALTERED
ARTICLE 31: REFER TO ABOVE CELL

. T | = N\ PN DEFINING EVIDENTIARY REQUIREMENTS FOR CLAIMS
INTERNATIONAL ROME STATUTE ARTICLE 28: COMMANDERS CANNOT I, A \ : =5 '/:':!, :\‘:\ ‘ \ .\_» : , ) ) . ) Q
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BEHAVIOR OF THEIR SUBORDINATES

DEFINING MEASURABLE THRESHOLDS FOR

EXTREMELY  DIFFICULT  To  PROVE NS T < e ACCEPTABLE COGNITIVE ALTERATION IN COMBAT

ABSENCE OF TRACE COGNITIVE MANIPULATION AND LOSS OF - ~ . ~ -. e
FORENSICS ntr aND 10 ATriUTE  oUE MR ROLES TO PREVENT COERCIVE OR  UNSAFE

EVIDENCE RESPONSIBILITY OF ANY  CRIMES

ENHANCEMENT

COMMITTED IN WAR
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Mind-Controlled Robotics on the Battlefield: Responsible Use of Brain—Machine Interfaces

University of Technology Sydney Russian Research Critical Risks Privacy-by-Design
Graphene EEG Sensors InitiativeNeuro Balalaika
Multi-signal interface recording
Dry electrode technology enabling EEG, EMG, and EOG
soldiers to control quadruped robots via simultaneously for hands-free
neural signals without gel-based operation of military

interfaces. Enables rapid deploymentin .,5ckeletons and mobility
field conditions. systems.
Operational Benefits

3-5x faster response times, 40% reduced
cognitive load, enhanced safety in CBRN
environments, intuitive control with
minimal training requirements.

Military Applications
Reconnaissance robotics,
explosive ordnance disposal,
tactical exoskeletons, unmanned
vehicle control, battlefield
casualty evacuation systems.

BMI Signal Processing Pipeline

Key Recommendations

1 . 2 | 3 Roh t4 v Establish multidisciplinary ethics review boards
Neural 'ena intent OROL v Implement military-grade encryption protocols
Capt Processing Translation Execution : : : :

apture . v Develop international neurorights treaties
Al algorithms Neural Systems :
EEG sensors . . v Mandate transparent informed consent procedures
9 rai filter and patterns respond in / Desien fail.saf 4 I » t
etect brain decode mapped to real-time 1o esign fall-sate an . manua overr! e sys.ems
activity reural specific Ceural v/ Conduct regular third-party security audits
sighatures commands directives

Kamal Tasiu
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Merging Man and Machine: Weapon Control through Brain-Computer Interfaces '

Denise Koecke
——— i

Through an active BCI, once the operating soldier
identifies a target, he issues an explicit command to
Active BCI open fire by actively imagining to push a button with
his right hand. The computer recognizes the ensuing
neural signals and authorizes the UGV to strike.

Weapon control could be realized by
having a soldier scan the battlefield
through a camera attached to an
unmanned ground vehicle. The soldier's
task is to identify and engage lawful

The reactive BCI captures neural signals evoked
instantly after the soldier has spotted a target, even

Reactive before he becomes consciously aware of it. If he deems targets. Targets are struck by a machine
BClI the target lawful, the brain signal is translated into a gun mounted on top of the vehicle.
command to fire. Hence, the machine gun will fire before e e WP o @ ) St e
the operator can consciously make that decision. s N O DT ,{ it {j"’-’:«
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Can the soldier sufficiently control his subconscious Drawing inspiration from the
to ensure distinction and proportionality? debate on lethal autonomous

weapon systems (LAWS)

Problems of subconscious command under IHL

Distinction Proportionality The reactive BCI does not enable the soldier to supervise On-the-[oop standard
the targeting process, to review a decision made, or to

abort an attack. The operator is not "on-the-loop"; he does
not retain meaningful human control over his

’ subconscious. Thus, the targeting decisions reached via
reactive BCI are not sufficiently predictable. The
commander cannot predictably comply with the principles
of distinction and proportionality as required under IHL.
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service?

oo

Peer reviewed
research basis,
framed by rights-
based approaches,
regulatory
oversight, ethical
governance

Knowledge baseline

Risk averse
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System Gomponent vs Sovereign Self LY (%)
What constitutes responsible Responsibly th é\%uty (’«5) Tug
use of militar ot~ Ny D Y
y N : o Q Q
rechnolosy? ohl OPERATE T thics VYV S X
neurotecnnology: "‘Prgp_ebutionar‘y Principle?
\ ves sold - ) Safely 2 DY | bidirectional ¢
»~ lech outlives soldier: what failsafes to (EQ ® ’ L
A» Long-term effects on individual } . sZzo choice QQ 2&6"\‘, 6\0
autonomy, cognitive integrity, and Continuously S e“'
societal safety QgenC‘J GLD
| A How to mitigate any form of brain- BS
N 4,,» computer interface (BCls) system-as-a- J

Right of repair,
safeguarding of
bio data, long-
term palliative and
reintegration
protocols due to
dual use nature

Pre deployment
architecture
prioritising
Informed consent,

Protecting the
human in brain-
computer
Interfaces,
autonomy,
discernment,
privacy

biocompatibility
monitoring, back
out options

Self-determination Care as a service
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Designing Duty: The Lifecycle of Military Neurotech Responsibilities

By Pallavi Rengasamy, LL.B

Neuro-
enhanced
service
members not as
assets but as
lifelong ethical
responsibilitie

What comes after
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Justin Huang
BA International Studies, Leiden University
j.y.-huang@umail.leidenuniv.nl

linkedin.com/justin-hyw

Colonial consciousness: Colonisers impose conceptual frameworks that are culturally alien to colonised peoples. The colonised lose access to their

owhn experiences as they become able to articulate and understand their experiences only through these alien frameworks. The colonised internalise
colonial descriptions of themselves.

Neo-colonial conscioushess: Instead of just imposing alien frameworks, the use of neurotechnologies potentially takes things a step further,
representing a direct implantation of such frameworks.

The individual's experience is re-structured by frameworks implanted by human developers through these machines. Lived experience risks becoming
displaced as they come to be artificial and engineered. Thus, neurotechnologies may become a tool for cognitive colonisation, where decision-making,
memory, and reflexes are re-programmed. In the process, agency, autonomy, and dignity are threatened.

Responsible innovation and use of neurotechnologies must therefore include safeguards that protect cognitive liberty, which can be understood as the
right to access, interpret, and own one's consciousness. This helps ensure that neurotechnologies will complement and enhance rather than overwrite
the human consciousness. Moral agency, cognitive autonomy, and human dignity must be preserved even as security advantages are pursued.

Further reading:
Balagangadhara, S. N. Reconceptualizing India Studies. Oxford University Press, 2012.

1. Fabrication of memories, sensations, and

Gielas, Anna M. “Warfare at the Speed of Thought: Can Brain-Computer Interfaces Comply with IHL?" ICRC Humanitarian Law & urges in combatants
Policy, August 21, 2025. https://blogs.icrc.org/law-and-policy/2025/08/21/warfare-at-the-speed-of-thought-can-brain- 2.Hacking of implants that alter decision-
computer-interfaces-comply-with-ihl/. making or emotions during operations

llles, Judy, Makarena Dudley, Lucia Machova Urdzikova, loana Podina, and Monique Pyrrho. “The Risk of Neurotechnology as
an Instrument of Colonialism."” Brain Communications 7, no. 3 (2025): fcaf139. https://doi.org/10.1093/braincomms/fcaf139
Kenneally, Christine. “Do Brain Implants Change Your ldentity?” The New Yorker, April 21, 2021.

How can international humanitarian law, human
https://www.newyorker.com/magazine/2021/04/26/do-brain-implants-change-your-identity. rights law, etc. address such scenarios?




|

e
e Th

e Th

\Q UNIDIR

2025

innovations dialogue.

Neurotechnologies and their implications for international peace and security

24 November 2025 ® 09:00-17:45 CET =«

NEUROVISION

NEUROTECHNOLOGY

e use of neurotechnologies in the military brings both opportunities and risks.
ey can enhance decision-making, communication, and recovery for soldiers.
ese advances also raise serious ethical concerns about: Autonomy, Misuse,

Humanitarian law

e A

humanity, not harm It.

Four-Pillar Framework Is introduced to ensure these technologies serve

.‘-.1.
Q@ o .
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CONTINUOUS OVERSIGHT AND 2  TRANSPARENT COLLABORATION
ADAPTATION ,
e Foster cooperation among
* Integrate ethical and legal scientists, ethicists, policymakers,
principle from the start of and defense experts.
reasearch. e Promote open dialogue and shared
e Focus on responsibility in development.
consent,safety,and human
diginity

ILLARSFRAMEWORK:

DUAL-USE GOVERNANCE 4. CONTINUOUS OVERSIGHT AND
ADAPTATION

e Create safeguards to prevent
therapeutic neurotools from
being weaponized.

e Establish oversight
mechanisms for responsible
use.

e Establish ongoing
monitoring of
neurotechuse in defense.

e Update ethical and legal
frameworks as
technologies evolve
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