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Acronyms & Abbreviations
C E R
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E E Z

I C P C

I CT

I T U

N ATO

N I S 2

U N C LO S

Critical Entities Resilience Directive (EU)

critical infrastructure

exclusive economic zone

International Cable Protection Committee

information and communications technology

International Telecommunication Union

North Atlantic Treaty Organization

Network and Information Security Directive (EU)

United Nations Convention on the Law of the Sea
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Executive Summary

This report is concerned with what it means in 
policy and practice when States designate or 
qualify subsea telecommunications cables as 
critical infrastructure. It aims to provide greater 
conceptual clarity to ongoing discussions by 
organizing observable government practice 
in terms of how it contributes to the resilience 
cycle, notably those absorptive, restorative 
and adaptive capacities a system requires 
to “anticipate, resist, absorb, respond to, 
and recover from negative impacts, carry out 
its original functions, and adapt in response 
to lessons learned from past experience or 
changed circumstances” (see figure 1 below). 
While the systems are generally designed 
and deployed with these capacities in mind, 
effective government action on security and re-
silience can contribute to strengthening them.

Government attention to the security and re-
silience of subsea telecommunications cables 
has intensified in recent years. While largely 
owned and operated by private companies, 
a growing number of States now qualify 
or designate the systems as critical, if not 
strategic infrastructure, the security and re-
silience of which are vital to economic and 
societal well-being, national security and much 
else. Under such a consideration, government 
efforts can be examined in terms of how they 
contribute to strengthening the systems’ resil-
ience capacities, and, by extension, societal 
resilience. 

For now, most observable State practice falls 
under the absorptive capacities rubric. This 
makes sense since it is the stage in the resil-
ience cycle that involves putting in place all the 
structures and mechanisms – the security and 
resilience scaffolding, so to speak – that play 
a preventive role or that enable action in the 
event that something happens. In this regard, 

some States are updating, streamlining or re-
aligning their regulatory frameworks to reflect 
a heightened security context, while also at-
tempting to ensure greater coordination with 
other policy and regulatory areas. Many are 
conducting consultations to identify potential 
barriers to investment for additional redun-
dancy and for meeting capacity demands. 
Some are seeking to understand changes in 
cable ownership structures and relevant reg-
ulatory and national security implications. 
In some instances, a critical infrastructure 
qualification is helping to release budgetary 
resources to cover the costs of the personnel 
and the procurement, testing and deploy-
ment of new equipment and capabilities, par-
ticularly for maritime domain awareness and 
for informing defence and deterrence strate-
gies. In light of the uptick in incidents at sea 
affecting undersea infrastructure, a number of 
States are integrating subsea cable security 
into their national preparedness and crisis 
response plans. This includes establishing 
coordination arrangements at different levels, 
designating points of contact at policy and op-
erational levels, and reviewing mechanisms 
for engaging with industry, including to monitor 
and deter malicious activity. It also includes 
establishing new mechanisms to enhance sit-
uational awareness of threats to and vulner-
abilities of the systems at sea, on land and in 
cyberspace. 

From a restorative capacity perspective, reg-
ulation also matters, and some States and 
regional bodies are considering how to poten-
tially ease permitting requirements or enhance 
cooperation to ensure more timely repairs. 
A growing number of States have launched 
public consultations or tenders to identify 
market failure and where government funding 
or investment may be needed to support 
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maintenance and repair. In some regions, new 
funding sources are being established to cover 
such gaps. Recent incidents and exercises 
are also testing how governments respond to 
incidents.

Where adaptive capacities are concerned, 
recent events and incidents are also providing 
useful insights to governments as they review 
their national resilience frameworks, maritime 
and cyber security strategies, and naval 
doctrine and operations. In many instances, 
learning from these incidents has prodded 
increased government investment in lon-
ger-term planning, knowledge development 
and awareness-raising, and a greater con-
sideration of identified gaps in international 
law and how they can be addressed. Addi-
tionally, subsea cable security and resilience 
has become a topic of cooperation, within 
and beyond borders, marking a new era of 
cable diplomacy, so to speak. Beyond diplo-
matic action triggered by recent cable damage 
incidents, there are increasing exchanges 
within and across regions on national policy, 
regulation, national preparedness and crisis 
response relevant to subsea cable systems. 
Such exchanges also serve as a basis for 
enhancing dialogue and building trust across 
public and private sectors, essential to 
spurring a much-needed shift to more collabo-
rative or integrated approaches to emergency 
planning and risk management, and the infor-
mation- and intelligence-sharing required to 
enable it. 

However, these and other efforts vary signifi-
cantly across States in terms of their imple-
mentation and maturity. Indeed, the practical 
differences that occur as a result of a critical in-
frastructure designation vary significantly from 
country to country. There is limited conceptual 
clarity around subsea cable security and re-
silience objectives and capacities, driven in 
part by how the topic is considered by different 
policy communities, some which emphasize 

security more than resilience and vice versa. 
For some it is a telecommunications and 
capacity issue, tightly linked to economic 
prosperity, digital transformation, trade and 
competition. For others it is a cyber or supply 
chain security issue. Others approach it from a 
disaster preparedness and societal resilience 
perspective. And yet others from the perspec-
tive of maritime security or seabed warfare. 
In reality though, it is all of these and much 
more, making it a whole-of-government issue 
requiring whole-of-government coordination 
and a tight balancing of security and resilience 
measures. 

Skills, capabilities and resources are an 
important challenge. The risk of government 
regulatory underreach or over-each is another, 
as is the risk of government underreaction 
or overreaction in the event of cable-related 
incidents. Here in particular, there is a need 
for greater alignment between security and 
resilience in national policy and response 
frameworks. The complexity of the regula-
tory environment merits particular attention, 
not least for the additional costs and burdens 
that new measures imply for both govern-
ment and industry. And there is a pressing 
need for greater alignment between regula-
tors and other government departments and 
agencies within and across the different juris-
dictions where cable systems land. For many 
States, the shrinking subsea cable ecosystem 
brought about by new cable ownership struc-
tures raises a host of new regulatory and 
national security questions. And the absence 
of a long-term vision and approach to subsea 
cable policy and regulation can significantly 
impact digital transformation needs and 
objectives. 

We argue that even in the current geopolitical 
context, sustained commitment and invest-
ment can contribute to addressing many of 
these challenges when the systems are consid-
ered as critical infrastructure. In this regard, we 
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suggest that the time is ripe for States, in col-
laboration with relevant industry partners, to: 

	ໜ Develop and fine-tune their subsea cable 
security and resilience frameworks in 
accordance with their national context, 
ensuring they are attuned to evolving 
system architectures and a changing global 
environment. This effort should include 
setting clear objectives and measurable 
benchmarks. It should prioritize govern-
ment actions that enhance the absorptive, 
restorative and adaptive resilience ca-
pacities of the systems and that contrib-
ute to overall societal resilience. It must 
also consider dependencies on the infra-
structure and with other infrastructure and 
services, both within and beyond borders, 
and carefully balance equities with other 
policy areas. We summarize what such a 
security and resilience framework might 
look like in Table 1 below. 

	ໜ Promote better understanding of faults 
and related effects, including how redun-
dancy works to keep data flowing. This can 
help governments identify thresholds for 
reporting, categorize relevant incidents in 
terms of their scale and severity, confirm 
roles and responsibilities across govern-
ment and industry for national prepared-
ness and crisis response in peacetime, 
crisis and conflict and inform investment 
decisions in maintenance/repair capabili-
ties. Particular attention should be given to 
strategic communications. 

	ໜ Strengthen responses to cable damage at 
sea, including by:

	ໜ updating relevant national law and reg-
ulations to ensure they appropriately 
reflect the criticality of the infrastructure;

	ໜ identifying pathways for the adoption 
of new vessel standards and re-
quirements, including for securing 
of anchors on vessels prior to 
passage and when underway; and 

	ໜ establishing cooperative mechanisms 
to protect against and respond to inten-
tional damage of subsea cable systems. 

	ໜ Increase exchanges of national views and 
practices in key areas such as:

	ໜ streamlining licensing and permitting for 
installation and repair;

	ໜ harmonizing regulation across 
connected countries;

	ໜ innovation and investment in mainte-
nance and repair;

	ໜ subsea cable security and resilience 
in national preparedness and crisis 
response planning; 

	ໜ thresholds for incident and outage 
reporting and approaches to subsea 
cable incident classification;

	ໜ handling cybersecurity vulnerabilities;

	ໜ sensing and other technologies for early 
warning; and

	ໜ addressing identified gaps and 
emerging issues in international law.

	ໜ Avail of new platforms such as the Inter-
national Advisory Group led jointly by the 
International Telecommunication Union 
(ITU) and the International Cable Protec-
tion Committee (ICPC) to provide more 
examples from across the globe of current 
best practices for cable protection; and to 
identify new areas of emerging practice.

Finally, we note that there is currently no one 
place where reliable, publicly-available infor-
mation on subsea cable-related policy, law 
and regulation and relevant research can be 
easily accessed. To enable more informed 
and coordinated interaction on subsea cable 
security and resilience matters, we therefore 
recommend that public and private actors 
jointly invest in developing such a platform. 
UNIDIR’s Cyber Policy Portal (https://cyber-
policyportal.org) is a useful example in this 
regard. 

https://cyberpolicyportal.org
https://cyberpolicyportal.org


TA B L E  1 . 

Subsea cable security & resilience: A sample framework for governments

CROSS-CUTTING ISSUES

International law: Charter of the United Nations, United Nations Convention on the Law of the Sea (UNCLOS), Geneva Conventions, customary international law, United Nations General 
Assembly resolutions, agreed norms of responsible State behaviour (cyber)

Critical infrastructure consideration/designation: national policy/law

Public–private engagement: policy, regulatory, operational

Principles: predictability, reliability, transparency, accountability, security and safety.

Equities management: public–private engagement; security vs. resilience; security vs. privacy; transparency vs. confidentiality; national sovereignty vs. international cooperation; 
competing policy areas (environmental/biodiversity protection, energy, fisheries, deep-sea mining, cultural/heritage protection)

A B S O R PT I V E  CA PAC I T I E S 	ໜ Domestic law and regulations streamlined and in place

	ໜ Permitting and licensing for installation and maintenance/repair 

	ໜ Spatial separation

	ໜ Cable charting 

	ໜ Cable damage 

	ໜ Cybersecurity

	ໜ Supply chain security

	ໜ National preparedness/crisis management plans in place 

	ໜ Roles and responsibilities (authorities/Rules of Engagement) clarified

	ໜ Point of Contacts appointed at policy, regulatory, operational levels

	ໜ Protocols and procedures established and regularly exercised at all levels (information-gathering/data-sharing (intra- and 
inter-government; government–industry); incident/outage reporting; system monitoring; law enforcement/military patrols)

	ໜ Cable, route diversity and alternative redundancy options identified

The ability of a system to withstand or absorb shocks 
without significant loss of function by ensuring ro-
bustness, redundancy and preventative measures. It 
includes measures that are “scenario-unspecific and 
that strengthen the general, overall ability of the system 
to withstand any disruptive event”, thus ensuring 
stability.
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	ໜ System security priorities, authorities and operational protocols identified (physical/cyber of front haul, cable landing stations, 
backhaul, data centres, points of presence, network operations centres and management systems, maintenance/repair fleet, 
personnel, supplies, supply depots, supply chains)

	ໜ National capability needs identified and addressed

	ໜ Personnel needs identified and addressed

	ໜ International cooperation 

	ໜ Diplomatic processes/tools identified

	ໜ Transparency/cooperative/stability mechanisms established

R E S TO R AT I V E  CA PAC I T I E S 	ໜ Regulation and guidance (measures for expediting access to cable ships for repair; physical/cybersecurity of repair vessels and 
operations + spares depots, supply chain requirements)

	ໜ Engagement with industry on maintenance/repair needs

	ໜ Procurement/investment gaps for maintenance/repair capabilities, spares and supply chains identified and addressed

	ໜ Incident/crisis response plans, protocols and procedures ready to be activated

	ໜ Capabilities ready to be deployed 

	ໜ Diplomatic tools ready to be activated

The capacity of a system to re-establish performance 
as quickly as possible after a disruptive event. It 
involves actions that are carried out to revert the effects 
of a disruption.

 A DA PT I V E  CA PAC I T I E S 	ໜ Learning from incidents and exercises and cross-sectoral collaborations

	ໜ Regular reviews of policy, law, regulation, standards 

	ໜ Regular risk management reviews and application of post-review recommendations

	ໜ Diplomacy/international cooperation (long-term engagement):

	ໜ Subsea cable diplomacy toolbox developed

	ໜ Subsea cable security and resilience integrated into foreign policy engagement and diplomatic training

	ໜ Development/fine-tuning of transparency/cooperative/stability mechanisms

	ໜ Pathways for resolving existing challenges (e.g., vessel/anchor safety standards) identified

	ໜ Pathways for addressing gaps and emerging issues in international law identified

	ໜ Awareness-raising/capacity-building on regulatory best practices

	ໜ Awareness-raising/capacity-building on international law

	ໜ Financing for connectivity (beyond just the cable landing) 

The ability of a system to adjust, respond to changing 
conditions, and evolve after a disruption. It also means 
implementing changes to current practices or policies, 
and learning from disruptions, i.e., everything that is 
needed to improve before the next crisis.
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1. Introduction

1	 Wilson (1901), p. 6–11.

In 1901, an international relations scholar 
warned of the societal, economic, and military 
and strategic significance of the submarine 
telegraphic service. Their disruption, he 
warned, would greatly disturb “the relations 
existing among the peoples of the world”, as 
would any interposition of “the old barriers of 
space and time between the members of the 
human family”. The economic activity of the 
world would be “even more disturbed” by any 
such interruption, since “it was originally for 
this field of the world’s activity that the cable 
was laid”. Shifting military and strategic tides 
in the decade leading to 1901 raised flags 
about policies of “construction [of submarine 
cables] on imperialistic instead of commer-
cial grounds”. And rising powers reciprocated 
by the institution of their own cable policies, 
bringing them under government control in 
times of peace and war.1 

Today, submarine fibre-optic telecommuni-
cations cable systems (also referred to as 

subsea cables or subsea cable systems in this 
report, figure 1) are the backbone of our data 
and communications infrastructure, essential 
to the general functioning and integrity of the 
Internet and the broader information and com-
munications technology (ICT) ecosystem. 
While satellites and the new constellations 
in low Earth orbit are breaking ground, es-
pecially in terms of lowering costs and ac-
cessibility, they are still no match to the high 
capacity and low latency that today’s subsea 
cable systems provide. As more countries 
are connected, the security and resilience of 
the infrastructure becomes ever more critical. 
However, warnings similar to the ones issued 
in 1901 appear almost weekly in the media or 
in think tank reports. Governments and inter-
national organizations are paying attention, 
largely framing their approach to the topic as a 
critical infrastructure protection and resilience 
issue, meriting their intervention.

Submarine cable inspection vessel. Credit: Korn Srirawan / Shutterstock.  
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F I G U R E  1 .

Submarine Fibre-optic Telecommunications Cable Systems

2	 Kavanagh (2023).

In 2023 UNIDIR published a first report on 
subsea cables entitled “Wading Murky Waters: 
Subsea Communications Cables and Respon-
sible State Behaviour”.2 Already, governments 
across the world were starting to pay attention 
to this infrastructure, notably its vulnerability – 
and by extension the vulnerability of societies 
– to a range of threats, including those 
involving malicious State actors. That report 

was a first scoping exercise, aimed at building 
awareness of this essential transmission tech-
nology, the industry at its heart, existing and 
emerging threats to the infrastructure at sea, 
on land and in cyberspace, how the infrastruc-
ture is governed, and how it can be made more 
resilient and secure. Since then, a slew of new 
initiatives has been proposed, including at 
the international level, to signal the strategic 
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importance of the infrastructure, and the need 
to strengthen security and resilience across all 
of its components. 

This follow-on study sets out to understand 
what it means in policy and practice when gov-
ernments qualify or designate subsea telecom-
munications cables as critical infrastructure 

3	 Elsner, Huck, and Marathe (2018). 	

(CI). The report draws from the critical infra-
structure literature to frame government ap-
proaches – proactive or reactive – to security 
and resilience, identifying how government 
policy and practice interacts with core CI 
concepts such as absorptive, restorative and 
adaptive resilience capacities (Figure 2).3 

F I G U R E  2 .

Core Resilience Capacities: A Cycle 

The report demonstrates that significant 
practice is emerging at national level, much of 
it consistent with recommended best practices 
and principles, and aimed at strengthening 
these resilience capacities. Yet, as we discuss, 
substantial challenges remain. Beyond a risk 
of regulatory over- or under-reach, practices 
differ considerably across States. There is a 
pressing need for greater alignment between 
regulators and other government departments 
and agencies within and across the different 
jurisdictions where cable systems land. There 
is also a need for greater alignment between 

security and resilience measures, and 
between subsea telecommunications policy 
and other key policy areas. Moreover, there is 
a need for greater conceptual clarity around 
subsea telecommunications cables when un-
derstood as CI. The resilience framework we 
propose is a first attempt to provide some con-
ceptual clarity to government efforts. It breaks 
down such efforts into three overlapping ca-
pacities – absorptive, restorative and adaptive 
– which we view as fundamental features of the 
resilience cycle and as key drivers of societal 
resilience and national security. 

A B S O R PT I V E  CA PAC I T I E S

The ability of a system to withstand or absorb 
shocks without significant loss of function by 

ensuring robustness, redundancy and preventative 
measures. It includes measures that are “scenario-
unspecific and that strengthen the general, overall 

ability of the system to withstand any disruptive 
event”, thus ensuring stability.

R E S TO R AT I V E  CA PAC I T I E S

The capacity of a system to re-establish perfor-
mance as quickly as possible after a disruptive 
event. It involves actions that are carried out to 

revert the effects of a disruption.

A DA PT I V E  CA PAC I T I E S

The ability of a system to adjust, respond to 
changing conditions, and evolve after a disruption. 

It also means implementing changes to current 
practices or policies, and learning from disruptions, 
i.e., everything that is needed to improve before the 

next crisis. 
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A note on methodology 
This report was developed on the basis of 
structured interviews with representatives 
from national governments, international and 
regional organizations, and industry. In iden-
tifying interviewees, we sought to ensure as 
much geographical representation as possible, 
although, as with many such projects, we were 
limited by time and resources. Desk research 
complemented the interviews. The report also 
benefited from feedback and insights garnered 
from a range of expert meetings and con-
ferences held throughout 2024. Key among 
these was the UNIDIR workshop organized in 
the margins of the March 2024 session of the 
United Nations Open-ended Working Group 
on security of and in the use of information and  

communications technologies. Supported by 
the Government of Ireland and the Interna-
tional Cable Protection Committee (ICPC), the 
workshop served to present and discuss the 
parameters of the project. Other events that 
have been key to informing the report include 
the April 2024 ICPC Plenary held in Singapore 
and a follow-on regional expert meeting hosted 
by the National University of Singapore’s 
Centre for International Law on the Law of the 
Seas and Submarine Cables; the September 
2024 European Subsea Cables Association 
Plenary in the Faroe Islands, and the October 
2024 Valentia Island Inaugural Symposium on 
Subsea Cable Security and Resilience. 

A note on terminology
The terms ‘submarine telecommunications 
cables’, ‘subsea telecommunications cables’, 
‘subsea cables’ and ‘underwater cables’ are 
used interchangeably throughout this report, 
reflecting the existing usage of the word 
‘submarine’ in international treaties, and the 

growing usage of the word ‘subsea’ or ‘under-
water’ cables alongside ‘submarine cables’ in 
national and international policy. Terms such 
as ‘critical undersea infrastructure’ refer to 
such cables as well as all other vital assets 
such as energy cables and pipelines. 

Submarine cable laid on the seabed. Credit: anonymous.
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2. Critical Infrastructure Protection: 
An Overview

4	 Collier and Lakhoff (2008), p. 35.
5	 In 1996, President Bill Clinton issued Executive Order 13010 establishing the President’s Commission on Critical Infra-

structure Protection.
6	 Franken and Reuter (2024a).
7	 Resilience capacities are directly associated with corresponding actions or processes – resilience is the ability to act 

resilient or “the capacity to execute the [resilience] processes”. Pursiainen and Kytömaa (2023), p. 87; Mentges et al. 
(2023), p.2.

8	 Niinistö (2024). Report by the former President of the Republic of Finland, in his capacity as Special Adviser to the 
President of the European Commission.

There is a broad literature on the topic of 
critical infrastructure protection. It tends to be 
significant events – or a combination thereof – 
at national, regional or international level that 
serve as a catalyst for serious government 
intervention on the topic. The government 
policy roots of CI protection can be traced 
to the Cold War years, when fear of nuclear 
attack or other forms of sabotage pushed gov-
ernments to strengthen the protection of key 
military and defence-related infrastructure 
and supply chains considered vital to national 
security. In the 1980s attention broadened to 
cover information security and other more 
technical systems, increasing in tandem with 
growing dependencies on ICT.4 In the 1990s, 
the US government published the first policy 
documents on the topic, urging for the protec-
tion of both cyber and physical assets.5 The 
focus on CI protection gained further traction 
following the terrorist attacks of 11 September 
2001 in the United States, and attacks that 
followed elsewhere throughout the decade, 
leading to reassessments of approaches to 
CI protection, the establishment of new insti-
tutional arrangements at national level across 
States to lead such efforts, and the first national 
strategies and frameworks on the topic. 

Globalization and the interconnectedness 
and interdependencies of economies and in-
frastructure in the 2000s brought to light the 

challenges of protecting increasingly digitized 
and networked infrastructure and services 
across borders. It also brought with it signifi-
cant international collaboration and the devel-
opment of global standards and practices for 
CI protection. Major events such as COVID-19 
in the current decade placed emphasis on 
sector- or service-specific approaches, while 
natural hazards and climate change also 
inform approaches to CI protection, with resil-
ience to events such as hurricanes, floods and 
earthquakes viewed as key elements of pro-
tection strategies and emergency planning.6

Today, CI protection has shifted from focusing 
merely on avoiding and preventing “unwanted 
events in certain CI sectors” and protecting 
specific assets to a focus on resilience and 
ensuring related system capacities.7 As in-
ter-State war has once again become a feature 
of international politics, in some regions there 
has been a shift in the treatment of CI. Key 
sectors and services upon which both civilian 
and military activities depend, such as com-
munications, energy, transport, food and ag-
riculture, and health and medicine, are now 
viewed at risk not just from commercial activity 
or natural hazards, but also from armed ag-
gression by either State or State-backed 
actors, thus requiring a more integrated and 
comprehensive approach to resilience.8 
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Within this broadening framework, resilience 
is largely understood not as static, but rather 
as “the ability of a system to deal with the 
impacts of unspecific and possibly unforeseen 
disruptive events”. This ability depends on the 
availability and sophistication of a diverse set 
of skills and strategies, that is, the resilience 
capacities required to “anticipate, resist, 
absorb, respond to, and recover from negative 
impacts, carry out its original functions, and 
adapt in response to lessons learned from 
past experience or changed circumstances”. 
In short, the concept integrates “the before, 
during, and after of an unwanted event or dis-
ruption, thus covering the whole crisis man-
agement cycle”.9 It ensures both stability 
and flexibility in the cyclic resilience process, 
with the ultimate goal of “strengthen[ing] the 
system capacities to better deal with future 
events, whatever form they might take”.10

The capacities of the resilience cycle – and 
skills required to ensure them – are often 
referred to as ‘absorptive’, ‘restorative’ and 
‘adaptive’.11 Absorptive capacities refer to 
the ability of a system to withstand or absorb 
shocks without significant loss of function by 
ensuring robustness, redundancy and preven-
tative measures. And in contrast to protection, 
“absorption measures are scenario-unspecific 
and strengthen the general, overall ability of 
the system to withstand any disruptive event”, 
thus ensuring stability.12 Restorative capac-
ities in turn refer to the capacity of a system 
to re-establish performance as quickly as 
possible after a disruptive event. They involve 
actions that are carried out to revert the effects 
of a disruption, for example, sending out repair 
teams, repairing components by using spare 

9	 Pursiainen and Kytömaa (2023), p. 87; Hollick and Katzenbeisser (2024).
10	 Mentges et al. (2023), p. 7.
11	 Elsner, Huck, and Marathe (2018).
12	 Mentges et al. (2023), p. 10.
13	 Ibid., p. 11.
14	 Pursiainen and Kytömaa (2023), p. 88.

parts, or ordering missing spare parts. Such 
capacities are enhanced by contingency plans, 
competent emergency operations, and the 
means to get the right people and resources to 
the right places.13 For their part, the adaptive 
capacities of a system refer to the ability of a 
system to adjust, respond to changing condi-
tions, and evolve after a disruption. Adaptive 
capacities also mean implementing changes 
to current practices or policies, and learning 
from disruptions, for example, through 
revising plans, modifying procedures, or intro-
ducing new tools, technologies, and training 
exercises – that is, everything that is needed 
to improve before the next crisis.

Private actors tend to own and operate most 
infrastructure today, and are generally guided 
by technical standards and best practices to 
ensure that systems are absorptive, restorative 
and adaptive. Governments, too, play a signif-
icant role.14 For instance, governments con-
tribute to ensuring CI absorptive and restor-
ative capacities through regulation, risk man-
agement and mitigation measures, targeted 
funding or investments, and by putting in place 
emergency preparedness and crisis response 
arrangements, and the relevant protocols 
and procedures. Engagement and informa-
tion-sharing with the private sector is key to 
each of these steps, and, depending on the in-
frastructure or service, may be required by law. 
Where adaptive capacities of CI systems are 
concerned, governments contribute through 
long-term policy and planning (e.g., resil-
ience planning, or through incentivizing inno-
vation), by ensuring that regulation remains 
flexible or adaptable to new challenges (even 
if this is not always the case); investing in 
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knowledge-sharing, capacity-building and in-
ternational cooperation; and through infor-
mation-sharing and collaboration, particularly 

15	 The European Parliament (2022b) provides direction to member States on determining the relevant vital infrastructure 
and services.

16	 Creemers, Sacks, and Webster (2021).
17	 Pursiainen and Kytömaa (2023), p. 90.
18	 Ibid.

with the private sector and academia and 
across policy areas and sectors. 

2.1. What is critical infrastructure and who decides? 
The term critical infrastructure is a composite 
expression that draws its etymological roots 
from three elements. The prefix infra, origi-
nating from Latin, means ‘below’ or ‘beneath’, 
emphasizing the foundational and supportive 
nature of these elements in society’s opera-
tions. ‘Structure’ pertains to the deliberate or-
ganization and construction of human-made 
systems. The term ‘critical’, derived from the 
Greek kritikós, signifies the capacity to discern, 
highlighting the pivotal importance of such in-
frastructure over others. Consequently, critical 
infrastructure broadly refers to indispensable 
systems and processes that are crucial for the 
functioning of a society. In practice, determin-
ing which infrastructure or services qualify as 
critical is the prerogative of individual govern-
ments, even if specific protections might be 
rendered through international law, or interna-
tional, regional or specialized organizations. 
Given the ownership structures and complex 
supply chains of today’s infrastructure, it is in-
creasingly the case that private entities also 
play a significant role – at times, the lead role 
– in shaping how the infrastructure they own or 
operate is considered, although as we discuss 
later, this lead role often diminishes in tandem 
with heightened security threats, or percep-
tions thereof. 

Nonetheless, there is general consensus that 
a criticality designation is tightly coupled with 
the functioning of society and the economy. 
Such a qualification would include assets, 

systems or services so vital that their unavail-
ability or destruction would have a debilitating 
effect on national security, public health and 
safety, economic stability, or a combination of 
these. For instance, the European Union has 
shifted from an approach that focused merely 
on protecting specific CI facilities to one 
centred on protecting vital societal functions.15 
China’s 2021 Critical Information Infrastruc-
ture Security Protection Regulations covers 
“network infrastructure, information systems 
(...) in important industries and sectors the 
destruction, loss of functionality, or data 
leakage of which may gravely harm national 
security, the national economy and people’s 
livelihood, or the public interest.”16 States of 
Northern Europe have long taken a societal 
approach to assessing criticalities. Norway, 
for instance, starts from the basis of those 
societal needs that are addressed by vital or 
critical societal functions. These functions, in 
turn, rely on infrastructures whose criticality is 
determined by factors such as reliability, avail-
ability of alternatives or redundancies and the 
degree of interdependency.17 From there, a 
decision is made on whether an infrastructure 
is critical or not.18

Despite broad buy-in today to the need to 
ensure a balance of security and resilience 
in CI protection, getting these approaches to 
sync in national policy and practice is no easy 
task. First, in many instances there is often 
no consensus even within a given jurisdiction 
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over how to qualify a given infrastructure 
or service, which in turn creates legal, reg-
ulatory, policy and operational challenges. 
Second, the infrastructure and/or services 
delivered through the infrastructure may have 
national, cross-border as well as cross-do-
main elements, again creating legal, regula-
tory, policy and operational challenges. Third, 
developing and implementing strategies that 
account for the interconnected and interde-
pendent nature of CI today, as well as their 
temporal and spatial spread, requires signifi-
cant investment in time and resources by both 
private and public actors, often implemented 
through public–private partnerships or other 
such collaborative efforts. These efforts can 
carry significant burdens for all parties and 
are not easy to incentivize and implement in 
practice, often due to security and commercial 

reasons. Fourth, geopolitical factors undoubt-
edly drive concerns over the vulnerability of 
infrastructure systems and supply chains to 
new kinds of cyber–physical threats involving 
State actors (or proxies acting on their behalf), 
and the more direct involvement of defence, 
intelligence and economic security agencies 
in CI protection. These developments suggest 
a need to balance and align policy, strategy, 
operations, investments and incentives and 
stronger consideration of equities. Finally, 
an over-securitization of CI protection risks 
undermining the agency of other States and 
puts business and investment strategies at 
risk – and it can upend hard won rights such as 
privacy and data protection, particularly when 
appropriate checks and balances are not in 
place. 

Submarine cable landing site. Credit: courtesy of Aqua Comms.
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3. Subsea Cable Systems as Critical 
Infrastructure?

19	 Bueger and Liebetrau (2021), p. 391.
20	 Figure by the authors. Data from LexisNexis news database with search terms ‘critical infrastructure’ in combination with 

‘underwater/undersea/subsea/submarine, data/internet, and cable/cables’. 

Despite all the attention to critical infrastruc-
ture protection in the 1990s and 2000s, until 
recently there was a general perception that 
subsea telecommunications cables were a 
“hidden infrastructure”,19 far from the mind 
of government decision makers and reg-
ulators. For instance, responses to the 11 
September 2001 attacks covered large parts 
of the maritime sector, most importantly ports, 
through the International Code for the Security 
of Ships and of Port Facilities. However, 
subsea telecommunications cables and their 

landing stations were not affected by this first 
wave of CI protection, even if cable laying and 
maintenance fleets would have come under 
heightened security levels in ports. The level 
of attention afforded to the infrastructure is, 
however, highly dependent on context and 
dependencies. For some States, it has never 
been a hidden infrastructure, while for most 
others, it no longer is. As evident in figure 
3 below, this shift is also reflected in media 
coverage of the systems. 

F I G U R E  3 . 

Co-occurrence of mentions of subsea cables and ‘critical infrastructure’ 
in news reports between 2004 (n = 103) and 2024 (n = 6,750).20 

Submarine fibre-optic telecommunications 
cable systems are the backbone of global 
digital communication, transmitting over 99 
per cent of intercontinental data. Currently, 
there are approximately 550 active submarine 
cable systems worldwide, with individual 

cables offering design capacities ranging from 
a few gigabytes per second to several hundred 
terabytes per second. These systems are en-
gineered with a planned operational lifetime 
of 20 to 25 years, though their viability is tied 
to commercial demand. To ensure longevity, 
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cables are planned and built with significant 
overcapacity, which typically means they 
reach their maximum data throughput only 
in the final years of operation. This design 
strategy accommodates future growth in data 
demand and helps sustain their economic 
utility over decades. 

States with the highest number of cable con-
nections are the United States, Japan and 
China, while European States such as the 
United Kingdom, France, Spain and Italy 
lead in terms of numbers of cable landings in 
their territory. States close to a maritime choke 
point tend to be well-connected, as in the case 
of the Republic of Korea (Korea Strait), United 
Arab Emirates (Strait of Hormuz) and Egypt 
(Isthmus of Suez). Other choke points with a 
high density of cable infrastructures are Bab-el-
Mandeb in the Red Sea, the English Channel, 
the Strait of Gibraltar, Strait of Florida and the 
Isthmus of Panama. In general, factors such 
as the presence of global financial centres, the 
economic wealth of a country, large and dense 
populations, technical infrastructures, as well 
as political and financial stability usually attract 
cable system construction.21 

On the other side of the connectivity scale, 
only very few coastal territories remain com-
pletely disconnected from the global network: 
Antarctica is the last continent without any 
subsea data cable landing, although that may 
change some time soon. Two planned projects 
– one from Chile to King George Island22 and 
another from New Zealand or Australia to 

21	 Franken et al. (2025).
22	 Multilateral Cooperation Center for Development Finance (n.d.). According to the publication ‘Developing Telecoms’, 

the Chilean regulator, SubTel, has received four different offers to carry out a feasibility study of a project to implement 
the first submarine fibre-optic cable between Chile and Antarctica. See Qui (2024). It has until January 2025 to deliver the 
results of the technical evaluation of the offers. Meanwhile, the US National Science Foundation also put out a ‘Request 
for Information (RFI) relating to the Development of an Antarctic Subsea Telecommunications Cable for Science’, 6 
December 2024. 

23	 National Science Foundation (2022).
24	 Franken et al. (2025).
25	 Speidel (2022).
26	 New York Times (2024).

the US McMurdo Station23 – may change this 
situation in the coming years. Eritrea is the 
largest populated coastal country without any 
submarine connection.24 More typically, small 
island territories like the Pitcairn Islands, the 
Falkland Islands, Rapa Nui or Galapagos 
Islands are not (yet) connected via a fiber-op-
tic link, but must resort to lower bandwidth, 
high-latency satellite data transmission tech-
nologies for their international traffic. Also, 
numerous countries only have one interna-
tional subsea cable link, which can lead to 
an situation of extreme dependency. Such 
countries – often small island developing 
States – are disproportionately impacted when 
cable damage occurs. Indeed, an outage of the 
single cable connection without a redundancy 
potential routing through another system 
usually leads to a large-scale blackout – es-
pecially when there is no meaningful satellite 
backup in place. The Pacific Island State of 
Tonga has experienced several such black-
outs.25 Other small island States and territories 
belong to this group and include Kiribati, Niue, 
Cook Islands, Wallis and Futuna and Saint 
Helena. Still, territories with redundant cable 
connections can be susceptible to outages, 
if multiple outages occur simultaneously or 
if rerouted traffic overwhelms the capacity of 
the redundancies. For example, this was the 
case in the Trou Sans Fond incident, in which 
an undersea landslide damaged multiple cable 
systems within hours and disrupted Internet 
services in multiple Western African countries 
in early 2024.26 The consequences of such 
subsea cable outages can be significant, 
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affecting emergency and other essential 
public services. With many companies 
growing their Internet-dependency, not only 
in service-heavy economic sectors, but also 
in primary production like agriculture, mining 

27	 Carter et al. (2009); Burdette (2024)

and manufacturing, the economic losses of 
national or regional outages can be immense. 
Different redundancy options can mitigate 
these impacts, a point we return to later. 

3.1. From ‘Eureka moments’ to normalization
Throughout history, commercial activity such 
as fishing and anchoring as well as natural 
hazards have been the principal cause of 
damage to subsea cables in peacetime. For 
instance, damage caused by trawling, the 
complexity of the maritime environment and 
the effects of natural hazards all featured 
strongly in the negotiations leading to the 1884 
Convention for the Protection of Submarine 
Telegraph Cables and in negotiations around 
the cable-related provisions in the more recent 
1982 United Nations Convention on the Law of 
the Sea (UNCLOS). At the same time, geopo-
litical considerations and the effects of wartime 
activity have been consistently in the back-
ground, also featuring strongly in the confer-
ences leading up to the 1884 Convention, and 
in a number of different instruments adopted 
in subsequent decades. International focus 
on the infrastructure waned when satellite 
technologies supplanted subsea cables as 
the main means of inter-continental connec-
tivity in the 1950s. It resurfaced in the run-up 
to UNCLOS negotiations, which preceded the 
massive expansion of intercontinental voice 
and data transmission enabled by the de-
ployment of subsea fibre-optic cables and the 
Internet and prompting valid questions today 
as to whether the instrument’s cable provi-
sions remain fit for purpose. The current tran-
sition in the subsea telecommunications cable 
industry is happening at a time of significant 
global turmoil and questioning of the US-led 
global order that emerged at the end of the 
Cold War. 

Subsea telecommunications cables are now 
intrinsic to the functioning of societies across 
the globe. The systems are generally designed 
and deployed in accordance with traditional 
engineering principles relevant to safety and 
resilience. The number of reported faults per 
annum has remained relatively steady despite 
the increase in the number of deployed cables, 
likely due to enhancements in cable protec-
tion such as route design and cable burial. It 
is common knowledge that the majority of 
damage to subsea cables still stems from 
fishing and other commercial activity as well 
as natural causes, with most faults occurring 
in water depths shallower than 200 metres.27 
However, this is not always what spurs States 
to build a case for considering subsea tele-
communications infrastructure as critical and 
putting in place the necessary protections. 
Rather, it has tended to be major events that 
spur such attention. Indeed, there are situa-
tions – we refer to them as Eureka moments 
– that prod States to pay more attention to 
the systems and their potential vulnerabili-
ties. These moments of insight are generally 
provoked by a single event. Suspected acts of 
terrorism or State-sponsored sabotage, which 
statistically are the least probable causes, 
often provoke the most significant response 
(as is the case today), although this is highly 
contextual and varies significantly across 
regions. Based on our research, the result of 
this attention is not always borne out immedi-
ately (or at all) in national policy, although as 
evidenced in Europe, this too is changing.
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Consider the past couple of decades: For 
Australia, it was apparently a series of dis-
ruptions to subsea cable systems caused 
by anchor drag, trawling and dredging in 
the decade spanning 1991–2001 that drew 
attention to the vulnerability of the systems. 
It was, however, the heightened threat of 
terrorism in the early 2000s in addition to 
these incidents that propelled the 2005 leg-
islative reforms and the foundations for Aus-
tralia’s somewhat robust, yet already dated, 
cable protection regime – generally viewed as 
the ‘gold standard’.28 

For Algeria, the 2003 Boumerdès earthquake, 
which generated a localized tsunami off the 
country’s north coast, was an early wake-up 
call to the economic consequences of being 
disconnected from other countries, in this case 
from France and Spain. For key connectiv-
ity hubs such as Singapore and Hong Kong, 
their enduring attention to subsea cable resil-
ience issues is linked to a 2006 earthquake 
which cut several cables simultaneously. The 
effects across the region motivated in-depth 
commissions of inquiry and reports at national 
and regional levels.29 

For China, it was initially its own isolation 
and national economic development objec-
tives that sparked government attention to 
– and massive investments in – both terres-
trial and subsea telecommunications cables 
in the 1990s and 2000s, the period when its 
initial cable protection regulation was put in 
place.30 This attention subsequently extended 
outwards, through global infrastructure 

28	 Interviews, April–October 2024; The Parliament of the Commonwealth of Australia, House of Representatives (2005), p. 
5–6. 

29	 APEC Policy Support Unit (2012), chp. 2, ‘Dangers to and Disruptions of Submarine Cable Systems in the APEC region 
in ‘Economic Disruptions to Submarine Cables’; Legislative Council Panel on Information Technology and Broadcasting 
Hong Kong (2007); Marle (2007).

30	 State Council of the People’s Republic of China (1989).
31	 UltramapGlobal (2024).
32	 Caixiong (2024); The Nanfang Daily (2024).
33	 Allam (2008). The affected cables were SeaMeWe-4 near Penang, Malaysia, the FLAG Europe–Asia near Alexandria, 

FLAG near the Dubai coast, FALCON near Bandar Abbas in Iran and SeaMeWe-4, also near Alexandria; see Zain (2008). 

projects, and with them, investments in man-
ufacturing and other capabilities. Ever-sour-
ing relations with the United States on a wide 
range of issues, including on technology and 
telecommunications equipment writ large 
have catapulted subsea cables up the policy 
ladder in both States. Meanwhile, the effects 
of the 2006 earthquake in the region as well 
as the high frequency of cable faults in key 
maritime areas such as the East China Sea 
due to the intensive use of stow nets and pair 
trawling fixed attention on basic cable protec-
tion issues and law enforcement responses 
at home.31 So too, have shipping incidents 
such as that which occurred in February 2023 
in a maritime area near Shantou (north shore 
of the South China Sea) and which resulted 
in damage to four international fibre-optic 
cables, reportedly disrupting approximately 
20 percent of the country’s international 
communications.32 

Countries across the world were affected 
by three major incidents in 2008. In the first, 
which occurred between 23 January and 4 
February, some five cables were damaged, 
a “rare coincidence that (...) defied explana-
tion”.33 In the second incident, which occurred 
late February, a cable between Singapore and 
Jakarta was damaged. In the third incident, 
which happened on 19 December, another 
four cables were cut. The effects of these 
incidents were widespread, hitting the Middle 
East and India particularly hard. While the 
cuts were determined to have been caused 
by bad weather, anchor abandonment, drop 
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or drag, speculation of State-backed sabotage 
was also high, not least since in one specific 
incident a ship underway dragged anchor for 
300 km, severing several cables.34 Such spec-
ulation quickly abated.

For Japan – a major cable hub – it was the 2011 
tsunami off its southern coast and the ensuing 
damage to some nine international cables that 
laid bare its own connectivity vulnerabilities.35 
For Tonga, a small island developing State in 
the Pacific currently connected by just two 
international subsea cables, volcano blasts 
such as the one in 2019, and others that have 
since followed, clearly demonstrate the vul-
nerabilities of limited redundancy options.36 

For Egypt, long affected by cable cuts off its 
coast, the arrest of three divers attempting to 
cut an undersea cable in 2013 off the coast 
of Alexandria, was yet another reminder of 
the potential vulnerabilities that come with its 
strategic location. The incident also had ripple 
effects on United States military operations 
overseas and led to the first public discus-
sions in the United States on the cybersecurity 
of subsea cable systems. 

In Latin America, Brazil’s consideration of 
subsea cables stems from a mix of factors: 
natural events and commercial activity, 
including on the other side of the Atlantic, 
that have caused disruptions to its systems, 
suspicious activity involving a certain naval 
power in its territorial waters and concerns 
about that State’s espionage and surveillance 

34	 Veverka (n.d.), p. 15; Hruska (2008); Murph (2008). 
35	 Kazama and Noda (2012); Cho et al. (2011).
36	 Speidel (2022); Bricheno et al. (2024).
37	 Interview and follow-up communications, April–October 2024; Agência Nacional de Telecomunicações Brasil (2023).
38	 The West Africa cable outage of 13 March 2024 impacted Internet connectivity in 13 countries: Benin, Burkina Faso, 

Cameroon, Côte d’Ivoire, the Gambia, Ghana, Guinea, Liberia, Namibia, the Niger, Nigeria, South Africa, and Togo; see 
Internet Society (2024).

39	 Inaugural Symposium on Subsea Cable Security and Resilience, Valentia Transatlantic Cable Foundation (2024).
40	 Interview, February 2024.

practices and their potential impact on national 
security.37

Across Africa, it was the disruptions that 
occurred almost consecutively off the conti-
nent’s east and west coasts in 2024 that most 
recently captured the attention of incumbent 
officials in both coastal and landlocked 
States.38 Nigeria has since brought the issue 
to the international level, driving a new initia-
tive within the International Telecommunica-
tion Union (ITU) to address subsea cable resil-
ience issues. Ghana, in turn, has put in place 
new measures for subsea cable and mobile 
operators, and is also consulting with industry 
actors on specific recommended practices 
for cable protection in its territorial waters.39 
For the small island State the Comoros, the 
February 2024 Red Sea incident and subse-
quent disruptions off the African east coast 
have accelerated its efforts to attract new 
cable landings and to privatize the sector.40

For Brazil, Ghana, India, Indonesia, 
Malaysia, Panama, Singapore, Thailand, 
Viet Nam and most other States discussed 
herein, their attention to cables is tightly linked 
to their digital transformation and economic 
development ambitions, which can only be 
realized with the kind of connectivity that 
subsea cables provide, by mitigating some of 
the most common causes of damage, including 
fishing and anchoring, and by ensuring greater 
redundancy options. The latter is particu-
larly pertinent for Viet Nam, which has had 
to manage multiple cable failures over the 
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past couple of years.41 For India, the issue 
is also tied to the State’s participation in new 
regional arrangements such as the Quadrilat-
eral Security Dialogue, and its recent interest 
in investing in sovereign repair capabilities.

As for Europe and North America, memories 
of the effects of the 1929 earthquake off the 
coast of Newfoundland, the ensuing turbidity 
currents of which snapped some 12 transat-
lantic submarine telegraph cables, have re-
surfaced in parallel with growing concerns 
about the security and resilience of the 
systems that today cross the strategic North 
Atlantic.42 The recent uptick in attention to the 
systems is driven by the 2022 Nord Stream 
pipeline blasts and the series of incidents 
previous to and that have since followed in 
the North Sea, the Atlantic, the Irish Sea and 
the Baltic Sea, some of which boast strong 
hybrid undercurrents.43 Lessons from – or the 
potential consequences of – such incidents 
are informing preparedness and crisis man-
agement and the consequent release of funds 
for more targeted maritime deterrence and 
defence initiatives between connected States, 
with industry and in specific maritime regions. 
In Italy, for instance, since 2022 the Navy 
collaborates with the country’s largest cable 
provider to monitor and deter potential attacks 
on the infrastructure.44 And as evidenced in 
the Baltic Sea, learning from the incidents is 
bolstering governments’ response capacities, 
which in turn can helps bolster coordination, 

41	 Noor (2024).
42	 According to written accounts, the first six of the 12 broken cables snapped simultaneously with the earthquake, while 

the next six – which lay at progressively deeper depths from north to south – then broke sequentially, from shallow to 
deep, over the next 13 hours and 17 minutes. Even back then, the companies that owned the cables were able to record 
the exact times at which each cable snapped as communication through each was lost. Importantly, research into the 
incident produced the first documented evidence of a turbidity current occurring in the ocean; see International Tsunami 
Information Center (n.d.); Derouin (2017). 

43	 Federal Foreign Office Germany (2024).
44	 Kington (2022). 
45	 Blanchard and Lee (2025).
46	 Broeders and Kavanagh (2023); Davenport (2015). 
47	 Interviews, April–October 2024; Sechrist (2012); Sherman (2021).

ensure timely investigations and inform attri-
bution policies and future deterrence strate-
gies. Due to intense media coverage, these 
recent incidents and others that have since 
occurred in other waters have also raised flags 
beyond Europe and North America and have 
increased awareness of these systems.45 

For all States, the 2013 Snowden revela-
tions on government cable-tapping practices 
shed light on how deep governments can go 
in the absence of effective oversight, ushering 
in a slew of measures to help quell the in-
satiable intelligence gathering thirst of key 
States, and raising questions once again as to 
whether these measures will stand up to more 
recent practices.46 In this regard, States are 
on alert for cybersecurity-related incidents, 
whereby State actors, or proxies working 
on their behalf, seek to gain access and/or 
create cyber–physical effects via the logical 
layer of subsea cable systems and electronic 
computer equipment and software found in the 
systems’ dry plants and components.47 

More recently, the February 2024 disruptions 
in the Red Sea were (yet another) wake-up call 
to the indirect effects of conflict and crisis on 
the infrastructure, particularly where maritime 
cable choke points are concerned. The cables 
were severed by the anchor of a cargo ship 
sunk by Houthi militants in late February, re-
portedly degrading 25 per cent of total Internet 
and telecommunications traffic between 
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Europe and Asia.48 For countries such as 
Egypt or Djibouti in proximity to – and highly 
dependent on – this maritime choke point, 
such incidents are particularly damaging. The 
incident has once again spurred much discus-
sion about redundancy, route diversity and 
maintenance and repair options for the cables 
transiting through the area.49

Meanwhile, the history of warfare and interna-
tional relations, in which cable sabotage and 
espionage have featured strongly, provides a 
legitimizing argument for many of the concerns 
voiced and actions being undertaken today to 
deter and defend against potential malicious 
behaviours affecting these systems. In this 
regard, the uptick in investments in maritime 
monitoring and surveillance capabilities, 
new doctrines such as seabed warfare first 
published by France and currently being 
developed by the United Kingdom, and the 
integration of critical undersea infrastructure 
protection into naval exercises by security or-
ganizations such as the North Atlantic Treaty 
Organization (NATO), the Joint Expedition-
ary Force, or States such as Brazil, Italy and 
Portugal provide insights into the concerns 
and postures of States beyond the traditional 
naval and signals intelligence powers.50

Finally, as in other areas, a growing number of 
governments are concerned about economic 
security and trade risks relevant to subsea 
cables. These concerns are borne out in new 
regulations, licensing agreements, export 
control and sanctions regimes, new invest-
ments in redundancy cables, or in statements 
on the reliability of supply chains and foreign 
ownership of critical system and software 
components, and on the availability, accessi-
bility and reliability of maintenance and repair 

48	 Gritten (2024); Solon and Haten (2024).
49	 Not the first time – the Red Sea has been a point of vulnerability for over a century, with options sought for alternative 

routes circulating too for over a century. Kavanagh (forthcoming 2025).
50	 Autoridade Nacional de Comunicações (2023).

capabilities, not just in peacetime but also in 
times of crisis or conflict. Technological and 
data sovereignty, too, comes into play, with 
many States now recognizing the challeng-
ing market dynamics of new cable ownership 
structures in which hyperscalers or Content 
and Application Providers play a leading role. 
Many of these concerns overlap – often un-
comfortably so – with competition, economic 
development, environmental, fishing and 
shipping policies, as well as with privacy and 
data protection, thus increasing the need for 
greater policy alignment and coordination 
within governments.

As societal dependence on subsea cable in-
frastructure grows in tandem with the fractur-
ing of the international system as we know 
it, we can expect attention to the infrastruc-
ture to increase. Indeed, the current context 
suggests that subsea telecommunications 
cable systems need to have the capacities 
to withstand and rapidly recover from shocks 
stemming not just from traditional forms of 
disruption such as fishing and anchoring, or 
natural disasters, but also from shocks that 
stem from increasingly tense technological 
competition between the major powers; the 
shift to clean energy; the rush to exploit the 
high seas for mining and fisheries; growing 
instability and conflict in different maritime 
regions and subregions of the world; and from 
the extant and potential impacts of climate 
change. From a government perspective, con-
sidering or designating cable systems as CI 
can be a first step to mitigate these challenges, 
but as we discuss below, what really matters is 
what then follows in policy and practice. 
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3.2. International policy and principle proliferation?

51	 Council for Security Cooperation in the Asia Pacific (2014).
52	 Interview, October 2024.
53	 International Cable Protection Committee (2021).
54	 Kavanagh (2023), p.32; International Cable Protection Committee (2021).
55	 European Commission (2024a; 2024c); The European Parliament (2022a–d; 2023); EU Directorate-General for Maritime 

Affairs and Fisheries (2014).

The number of regional or international policies 
and principles on subsea cable security and 
resilience issued over the past decade is sug-
gestive of their growing criticality. Already a 
decade ago, the Council for Security Co-
operation in the Asia Pacific published the 
Memorandum on the Safety and Security of 
Vital Undersea Communications Infrastruc-
ture. 51 The Memorandum recommended key 
areas for action for national governments and 
for regional cooperation, including the desig-
nation of national lead agencies for submarine 
cable issues; membership on the ICPC; the 
development of regional protocols to facili-
tate prompt cable repairs; the development 
of standard procedures for information-shar-
ing and to notify other regional States of cable 
breaks or suspicious activity; and the conduct 
of tabletop exercises to deal with cable 
breaks and threats to cables in multilateral 
and bilateral exercises. Efforts are currently 
underway to update this memo.52 

In 2021, drawing from decades-long experi-
ence of working with submarine cable system 
owners and operators, cable builders, cable 
maintenance providers as well as govern-
ments, the ICPC published a document entitled 
Government Best Practices for Protecting and 
Promoting Resilience of Submarine Telecom-
munications Cables.53 Laid out in our 2023 
report, it is a compendium of “recommenda-
tions developed on the basis of existing inter-
national law and policy, industry protocols and 
standards, State practice, and basic common 
sense”.54 The recommendations it puts 
forward are comprehensive in scope, even 

if they may require updating to include new 
examples of good practices under the existing 
recommendations, and due to new challenges 
such as cyber and supply chain security, as 
well as new technology offerings and govern-
ment practices that can potentially enhance 
protection efforts.

In February 2024, the European Commission 
published a Recommendation on Secure and 
Resilient Submarine Cable Infrastructures, 
tightly linked to its White Paper on Digital In-
frastructure, and complementary to EU instru-
ments such as the European Electronic Com-
munications Code, the Digital Operational 
Resilience Act, the Network and Information 
Security (NIS2) and Critical Entities Resilience 
(CER) Directives, the Cyber Resilience Act 
and the updated Maritime Security Strategy, as 
well as a number of international standards.55 
The European Commission’s Recommenda-
tion proposes several actions to enhance the 
security and resilience of critical submarine 
cable systems. At the member State level, 
governments are encouraged to conduct risk 
assessments, map existing and planned infra-
structures, and implement stringent security 
standards across the physical and logical 
layers of the systems. Regular stress testing 
of operators is recommended to assess resil-
ience under various scenarios, while admin-
istrative processes for planning, construc-
tion, and repair of cables should be stream-
lined to ensure timely deployment and main-
tenance. Member States are encouraged “to 
consider the planning, acquisition, construc-
tion, operation, maintenance and repair of 
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submarine cable infrastructures as of overrid-
ing public interest”,56 applying a broad defini-
tion to what constitutes a critical process, in 
line with a broad understanding of submarine 
cable infrastructures (discussed below).57 At 
the European Union level, the Recommenda-
tion puts forward the need for a consolidated 
EU-wide risk assessment of submarine cable 
vulnerabilities and dependencies, supported 
by information-sharing and mutual assis-
tance among member States.58 It introduces 
the concept of ‘Cable Projects of European 
Interest’ aiming to address connectivity gaps, 
enhance resilience, and ensure geostrategic 
security. These projects are meant to focus 
on creating secure, high-capacity routes and 
to minimize risks related to supply chain de-
pendencies or high-risk suppliers. To support 
these efforts, the Recommendation highlights 
the need for robust funding mechanisms that 
combine private investments with EU pro-
grammes such as the Connecting Europe 
Facility and InvestEU, with an emphasis on 
public–private partnerships and coordinated 
investments. At the international level, the 
Recommendation encourages cooperation 
with strategic partners and multilateral forums 
to promote secure and resilient global con-
nectivity, aligning with the European Union’s 
broader digital and economic security strat-
egies. To facilitate implementation, these 
different elements have since been brought 
together under the Action Plan on Cable 
Security, organizing them under four pillars, 
notably prevention, detection, repair and 
response and deterrence.59 

56	 European Commission (2024a), p. 11. 
57	 Ibid., p. 9.
58	 The risk assessment methodology is not set in stone, but the EC explicitly relies on the member States’ feedback; ibid., 

p. 12.
59	 European Commission (2025).
60	 European Commission (2024d). The Joint Statement was proposed by the United States and originally endorsed by 

Australia, Canada, the European Union, the Federated States of Micronesia, Finland, France, Japan, the Marshall 
Islands, the Netherlands, New Zealand, Portugal, Republic of Korea, Singapore, Tonga and Tuvalu. At the time of writing, 
the number of countries endorsing the proposal had increased to 21, in addition to the European Union.

61	 International Telecommunication Union (2024).
62	 International Advisory Body on Submarine Cable Resilience (2025).

In October 2024 at the high-level segment of 
the United Nations General Assembly, the 
United States proposed and some 14 States 
endorsed a “Joint Statement on the Security 
and Resilience of Subsea Cables in a Globally 
Digitalized World”.60 Several of the principles 
contained therein are already covered by the 
ICPC Best Practices. Nonetheless, like the EU 
Recommendation, the New York Statement 
also integrates issues such as cybersecurity, 
supply chain security and data security that are 
not currently covered under the ICPC recom-
mendations. Principles such as predictability, 
transparency and sustainability underpin the 
Statement. It is silent on another core principle 
– accountability. 

And in November 2024, the ITU and the ICPC 
jointly established the International Advisory 
Body on the Submarine Cable Resilience, 
which aims to “provide strategic guidance to 
improve submarine cable resilience by de-
veloping best practices for protecting subsea 
systems and facilitating international coop-
eration on technical and policy frameworks”. 
The Advisory Body is co-chaired by Nigeria’s 
Ministry of Communications, Innovation, and 
Digital Economy, and the National Communi-
cations Authority of Portugal.61 Nigeria hosted 
the initiative’s first summit in February 2025 
resulting in a Declaration that highlights the 
Advisory Body’s commitment to strengthen 
subsea cable resilience.62 

Governments have also put in place new 
security arrangements at regional or 
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subregional levels either specifically on 
subsea cables or under the broader umbrella 
of critical undersea infrastructure, encom-
passing telecommunications, power cables 
and energy. In this regard, NATO’s relatively 
new Critical Undersea Infrastructure Coordi-
nation Cell (policy and networks) and Maritime 
Centre for the Security of Critical Undersea In-
frastructure (operational) complement the Re-
silience Objectives set by the organization’s 
members and partner States,63 as well as other 
arrangements more specifically focused on 
hybrid or cyber warfare. 

Instruments that bind all States (the Charter 
of the United Nations, UNCLOS, customary 
international law) underpin these initiatives.64 
As a reminder of some of these obligations, 
in November 2023, General Assembly res-
olution 78/69 on oceans and the law of the 
sea reiterated the importance of protecting 
subsea cables as per UNCLOS, urging all 
States to improve their protection, given their 
“vital importance to the global economy and 
the national security of all States and their 
“susceptibility to intentional and accidental 
damage”.65 The resolution calls upon States 
to take measures to protect submarine cables 
and pipelines and to fully address issues 
relating to these cables and pipelines, in ac-
cordance with international law, as reflected in 
UNCLOS. It also encourages greater dialogue 
and cooperation among States and relevant 
regional and global organizations through 
workshops and seminars on the protection, 
laying and maintenance of submarine cables 
and pipelines to promote the security of such 
CI.66 The resolution particularly urges States 

63	 The Resilience Objectives cover communications, energy, transport, health and medicine, and food and agriculture. 
64	 See Kavanagh (2023) relevant to the GGEs and Open-ended Working Groups on ICTs and international security. 
65	 General Assembly (2023), para. 175.
66	 Ibid., para. 176.
67	 Ibid., para. 177.
68	 Ibid., para. 178.
69	 The norms are 13(f), (g) and (h), as well as 13(c) and (i); see Kavanagh (2023), p.33; Kavanagh, Franken and Kulesza 

(forthcoming 2025). 

to implement their obligations regarding 
article 113 of UNCLOS and make breaking 
or injury of submarine cables or pipelines 
beneath the high seas done wilfully or through 
culpable negligence a punishable offence.67 
Further, the resolution affirms “the importance 
of the laying and maintenance, including the 
repair, of submarine cables and pipelines, 
undertaken in conformity with international 
law, as reflected in the Convention”, calling 
upon States to “refrain from impeding the 
laying or maintenance of submarine cables 
and pipelines in a manner contrary to the pro-
visions of the Convention, and to respect the 
relevant rights and duties of coastal States in 
the relevant maritime zones in this regard, as 
reflected in the Convention”.68 

Existing agreements on voluntary norms of 
responsible behaviour relevant to State uses 
of cyberspace/ICT and critical infrastructure 
that draw on rules and principles of interna-
tional law should also be seen as applicable to 
State behaviour relevant to undersea cables. 
These include the non-binding political norms 
relevant to CI protection and related confi-
dence- and capacity-building measures rec-
ommended by the Groups of Governmental 
Experts (GGE) and the Open-ended Working 
Group (OEWG) on ICT/cyber and interna-
tional security and endorsed by Member 
States in a number of General Assembly 
resolutions.69 

Finally, some of the different frameworks and 
proposals on subsea cable security and resil-
ience discussed above assume that subsea 
cable infrastructure is (or should be) treated 
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or considered as critical, if not strategic, in-
frastructure.70 The EU Recommendation and 
the New York Joint Statement take a more 
systemic approach to their interpretation of 
subsea cable systems. For instance, the Rec-
ommendation notes that subsea cable infra-
structures include “not only cables but also 
any infrastructure related to their construc-
tion, operation, maintenance and repair, such 
as landing stations and the terrestrial parts of 
the submarine cable connecting to them (e.g., 
land routes from beach manhole to landing 
station, data centre, or point of presence), 

70	 European Commission (2024d).
71	 European Commission (2024a), p. 3, para. 14.
72	 Undersea cable infrastructure includes not only the communication cables themselves but also any elements related to 

their construction, operation, surveillance, maintenance and repair, such as landing stations, software, and the terres-
trial parts of the submarine cable connecting to them, repair centres, as well as the fleet of deployment, maintenance and 
repair vessels.

73	 European Commission (2023).
74	 For example, the cable industry uses the term ‘external aggression’ to describe any impact that stems from outside the 

cable system, including anchor and fishing activity; see Ruffino (2024). However, ‘external aggression’ is often misin-
terpreted by legal or political scholars and practitioners in a narrow sense of intentional activities like sabotage or hybrid 
threats to cable systems.

75	 For instance, Art. 2(4) of the Charter of the United Nations; General Assembly resolution 3314 on Acts of Aggression; 
Art. 51 of the Charter of the United Nations; or NATO’s Art. 5.

repair centres, as well as the fleet of deploy-
ment, maintenance and repair vessels”.71 The 
New York Joint Statement, issued some nine 
months later and endorsed by the European 
Union, also includes a similar description, but 
adds in a missing critical element: software.72 
These explanations are very useful, although 
the expanded understanding, which inte-
grates a number of security risks, will likely 
create significant headaches for regulators, 
enforcement and the subsea cable industry 
ecosystem in years to come.73

3.3. From policy and principles to practice
It is evident that more and more States 
consider subsea cables as critical or essential 
to fulfilling the connectivity needs of their 
societies and to meeting key policy objectives 
and therefore subscribe to or endorse some 
of the frameworks discussed above. Based 
on our research, however, save for a few 
States, the difference between stated policy 
aims and actual practice can be as vast as the 
oceans through which the systems transit. For 
differing reasons, not all States have an under-
standing of how subsea cable systems work 
in and of themselves, or within the broader 
Internet and ICT ecosystem – a factor that can 
have important regulatory and operational 
consequences. Exacerbating this problem is 
the fact that the taxonomy used to discuss or 
qualify the systems and their different layers 

and components can vary significantly across 
government and industry. In addition, govern-
ment policy language is often very different to 
that used by the owners and operators of the 
infrastructure and vice versa, which can lead to 
misunderstandings and miscommunication. 
This is often the case where cable damage 
is concerned.74 Consider, for example, the 
subsea cable industry’s age-old use of the 
terms ‘external aggression’ or ‘external force’ 
when a cable has been damaged, say by a 
ship’s anchor. Pretty straightforward. Yet, for 
governments, the meaning of these terms can 
be interpreted very differently in that the terms 
are more generally used in reference to Charter 
prohibitions or thresholds relating to the use of 
force and self-defence.75 For industry, govern-
ment terminology can be equally perplexing. 



A C H I E V I N G  D E P T H :  S U B S E A  T E L E C O M M U N I C AT I O N S  C A B L E S  A S  C R I T I C A L  I N F R A S T R U C T U R E 3 1

Simply put, in today’s geopolitical context, 
words shape thoughts, perceptions and 
actions, so should be wisely chosen by both 
industry and government players alike.76 
Regularly updating and disseminating relevant 
glossaries could be a useful contribution in 
this regard.77 

Perceptions of threats and vulnerabilities 
also differ within a given State and between 
connected States, often resulting in unco-
ordinated responses and a mismatching of 
capacities, capabilities and resources. Few 
governments have an understanding of cable 
outages or damage, although this is now 
changing in some regions. Even fewer have 
access to relevant baseline data, which can 
lead to misunderstandings of the impact of a 
given incident, or how incidents are investi-
gated, reported and attributed. The latter can 
also trigger misguided assumptions about 
how maintenance and repair capabilities 
should be managed and resourced. Media 
coverage, which has tended to be sensational-
ist, does not always help. Indeed, misinformed 
reporting can serve as fuel for malicious actors 
seeking to sow distrust in the systems, their 
owners or operators, and the States where 
the cables land or through whose waters the 
cables are passing. It also removes focus 
on much-needed areas of attention, such as 
actual hostile activity, persistent issues that 
lead to cable damage in specific contexts, 
the effects of cable damage in terms of loss of 
productivity and livelihoods, and where regu-
lation, investment and innovation, as well as 
public–private engagement are most needed.

Regulatory and policy frameworks also tend to 
vary significantly across States and regions. In 
the best of cases, they are predictable, trans-
parent, streamlined and expeditious. However, 
this is rarely the case. Highly diffuse regulatory 

76	 Franken, Schneider and Reuter (2023).
77	 For instance, the ICPC has listed a glossary and abbreviations of key terms used by cable ships on its website; see Inter-

national Cable Protection Committee (2024).

environments create resilience issues for 
connected States and companies and can 
have far-reaching consequences in the event 
of multiple disruptions. Geopolitical wrangling 
and competition between the major powers is 
making regulation more complex, increasing 
administrative and compliance burdens for 
governments and businesses respectively, 
and at times risks undermining rather than 
strengthening the resilience capacities of the 
systems. Indeed, the recent security-driven 
flurry of government activity on subsea cables 
often appears more like a layering of new 
measures atop existing ones, without existing 
challenges such as age-old regulatory issues 
or common causes of cable damage being ap-
propriately addressed. Indeed, time and time 
again, governments appear to have missed 
out on important opportunities to support more 
concerted and sustained efforts to resolve 
even the most basic of challenges. 

This, too, may be slowly changing. 

Significant practice regarding these and 
other aspects of subsea cable protection is 
beginning to emerge at national and regional 
levels, much of it thanks to some of the policy 
frameworks and principles discussed above, 
and to ever greater engagement between 
public and private actors. We provide some 
initial insights into such practice below. Docu-
menting these practices in a more systematic 
manner can serve as a basis for developing 
national security and resilience frameworks. 
It can also serve as a basis for the kinds of 
exchanges needed between public and private 
actors and among States over the coming 
years to strengthen the security and resilience 
of the infrastructure, identify those practices 
that strengthen or undermine the latter, and 
move from a largely reactive footing to a more 
proactive and nimble one. 
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4. Observable State Practice

78	 Noor (2024).

More and more governments across the 
world consider subsea telecommunications 
cables as CI and as such, are putting in place 
measures to strengthen the security and resil-
ience of these systems. These measures do 
not (or should not) supplant in any way, the 
work of the subsea cable industry in ensuring 
the systems are built and deployed against 
high reliability standards that have been built 
up over decades and are manifest in today’s 
state-of-the-art capabilities. Rather, govern-
ment efforts should complement or enhance 
industry efforts to ensure the systems are 
both secure and resilient, by implementing 
protections that are already in place, through 
additional policy or regulatory means, in-
vestment and funding, or different forms of 
cooperation. As is, these efforts vary signifi-
cantly across States in terms of maturity and 
in their treatment in policy and practical im-
plementation. They require understanding of 
the systems, ownership structures, interna-
tional legal and domestic regulatory issues, 

operation and maintenance issues, connec-
tivity needs and nodes, data routing flows and 
procedures, marine spatial planning, maritime 
safety and security and much else, for which 
engagement of cable owners and operators 
and other critical seabed users, as well as 
multiple policy, regulatory and implementing 
bodies, is essential. 

Since there is currently no organizing 
framework for discussing government actions 
as they relate to subsea cable systems from 
a CI perspective, we discuss them in terms of 
how they contribute to key CI resilience ca-
pacities such as the absorptive, restorative 
and adaptive capacities of the systems, and, 
by extension, to broader societal resilience. 
This framework can be fine-tuned as govern-
ments themselves refine their activity in this 
area. As is evident below, there is significant 
overlap and interaction between the three 
capacities. 

4.1. Absorptive capacities
Absorptive capacities refer to the capacity of 
a system to ensure it can withstand or absorb 
shocks without significant loss of functionality 
through preventive measures and measures 
that can strengthen robustness and redun-
dancy. The owners and operators of subsea 
cables, as well as other private entities in the 
subsea cable industry ecosystem, contribute 
to enhancing a systems’ absorptive capacities 
in a number of ways. The systems are generally 
manufactured, deployed and maintained with 
this key capacity in mind. The majority of rec-
ommendations and standards produced by 
professional bodies such as the ICPC are 

aimed at meeting this resilience capacity. As 
we discuss below, governments, too, can con-
tribute in different ways to strengthening the 
absorptive capacity of these systems, through 
a criticality designation, regulation, funding 
and investment, emergency preparedness, 
and through operational and diplomatic action. 
Cooperation with private actors is fundamen-
tal to each of these, even if this, too, comes 
with its challenges in the current geopolitical 
environment.78 
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4.1.1. Criticality designation
A first step in contributing to the absorptive 
capacity of subsea cable systems is recogniz-
ing their criticality to society, the economy and 
national security, be that in national policy or 
law, or through public statements. As noted, 
it is often the case that private entities play 
an important role – at times, the lead role – in 
shaping how the infrastructure they own or 
operate is considered. The case is no different 
for subsea cable systems. The ICPC for years 
has called on governments to designate 
subsea cables as critical infrastructure and 
included a specific recommendation in its 
2021 Government Best Practices.79 In recent 
months, Google has called for States in Africa 
to consider terrestrial and subsea fibre-optic 
cables as CI so as to ensure better protections 
from a regulatory and enforcement perspec-
tive.80 Today more and more States are taking 
up the issue, although there is no one way 
to approach it, and States will likely struggle 
with the all-encompassing understanding of 
subsea cables outlined in the EU Recommen-
dation and the New York Statement.81 

In terms of observable practice, based on our 
research, a criticality designation (or similar) 
for subsea telecommunications cables can 
be delivered through a range of instruments: a 
telecommunications or electronic communica-
tions act or, as is the case more recently, in leg-
islation relating to national security, economic 
security, critical infrastructure, critical infor-
mation infrastructure, information or cyberse-
curity, maritime security, computer or cyber 
crime, or resilience or risk and emergency 
management. Often, it is through a combina-
tion of these. 

79	 International Cable Protection Committee (2021).
80	 Dludla (2024). 
81	 European Commission (2023).
82	 Autoridade Nacional de Comunicações (2019).
83	 Franken, et al. (2022), p. 8–10.
84	 Interview, April 2024.

A designation of criticality may cover all 
systems landing in a given country. A desig-
nation may also be specific to a segment, site, 
function, service or operator, or a combina-
tion of these. For example, in some settings, 
submarine cable stations qualify for the 
highest class of asset criticality if they provide 
international service or connect to an autono-
mous region (Portugal) or overseas territories 
(France).82 In other instances, a given State 
and its territories may only be connected in-
ternationally by one or two cables, hence any 
cable that lands there is, by nature, critical 
(Kiribati, Niue, Cook Islands, Saint Helena, 
Fiji, Tonga, Shetland Islands, Orkney, Faroe 
Islands).83 This is also the case for landlocked 
or continental States that may not have many 
(or any) connections themselves but are sig-
nificantly reliant on others for connectivity. 
In some instances, dependencies on cables 
going through a specific State’s waters or 
through choke points may lead other States or 
regional groupings to consider those cables 
as critical, suggesting that certain States may 
need to ensure higher levels of resilience than 
others. In addition, a criticality designation 
may relate to or cover hybrid systems, that 
is, those systems that provide connection for 
offshore oil and gas facilities (Norway, United 
Kingdom), or for scientific research such as 
ocean observatories (Norway, Canada). If a 
key operator or its systems demonstrate suffi-
cient absorptive capacity through redundancy 
options, the system (or the relevant operator) 
may not be considered critical or essential 
(Norway, Spain).84
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4.1.2. Regulation
States commonly use regulation to protect 
subsea cables within their waters and to 
mitigate against other activities that can 
damage the infrastructure. In most States 
there is generally no single instrument for that 
purpose, but rather different issues are covered 
by different instruments. The ICPC Govern-
ment Best Practices recommendations on reg-
ulation span the management of fishing close 
to cables, spatial separation, domestic cable 
protection laws/penalties for damage, and 
permitting for installation and repair. Several 
States are currently updating their regulatory 
frameworks in many of these areas (India, 
Ireland, Viet Nam, United States, Comoros). 
Others are, for the first time, developing them. 
And yet others are experiencing challenges 
as they develop and adapt.85 Drawing from 
the ICPC recommendations, we took a closer 
look at some of these regulatory areas (route 
and landing redundancy, spatial separation, 
cable damage, and permitting for installation 
and repair/streamlining regulation), since they 
are particularly important for their contribution 
to ensuring the resilience capacities of these 
systems. We also delve into some of the newer 
regulations stemming from national security 
concerns.

4.1.2.1. Route and landing diversity – 
regulation and investment

A key way to strengthen any infrastructure’s 
absorptive capacities is by ensuring diverse 
redundancy options. Redundancy remains 
one of the key principles underpinning the 
design of subsea telecommunications cable 
systems. This approach assumes that breaks 

85	 Interview, WIOCC, April 2024. 
86	 Burdette (2024); questionnaire responses and interviews April-October.
87	 International Cable Protection Committee (2021), p.6-7, para. 8, “Route and landing optimization; geographic diversity”.
88	 Starosielski (2025). 
89	 European Commission (2025), p.3. 

will happen, which they do. However, most 
breaks go unnoticed due to the ‘safety in 
numbers’ strategy, where operators distrib-
ute their network capacity across multiple 
cables. This ensures that if one cable fails, the 
network continues to function smoothly using 
the others until repairs are completed.86 For 
the ICPC, redundancy also involves “maxi-
mizing geographic diversity of [the] routes 
and landings in order to enhance network re-
silience and reduce the risk of damage from a 
single event, regardless of its cause”. Govern-
ments can contribute to ensuring redundancy 
by “adopting and implementing regulatory 
frameworks to optimize routes and landings, 
including by ensuring geographic diversity”, 
and by recognizing the limitations of geo-
graphical clustering of cables and of cable 
burial (discussed below).87 A recent study has 
also highlighted the need for a more strategic 
approach to such cable investment planning, 
particularly for underserved regions. Such an 
approach would help identify challenges such 
as obstacles to financing, as well as paths 
forward for incentivising cable development, 
in financing and funding, and in collaboration 
around cable projects.88 

A growing number of States are taking a closer 
look at redundancy issues. Some States are 
integrating redundancy requirements, such as 
cable route and landing diversity, into their reg-
ulatory frameworks, with the aim of ensuring 
that government and industry risk-planning 
baselines align on the topic. This requires a 
deeper understanding of dependencies, in 
turn a driver of some of the cable mapping 
initiatives underway (European Union).89 In 
many instances, redundancy criteria are in-
tegrated into licensing or national security 
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agreements.90 Several States fund or are 
seeking funding for new cable systems to 
enhance redundancy (Comoros, Djibouti, 
France, Greece, Ireland, Kenya, Kiribati, 
Micronesia, Nauru, Netherlands, Portugal, 
Spain, Tonga).91 Some States have launched 
public consultations or tenders to identify 
market failure and where government inter-
vention through funding or investment may 
be needed to establish new cable routes and 
landing sites (Australia, Finland, Ireland, 
United States; also the European Union 
through CEF-Digital92 and CPEI Calls93). De-
velopment banks are another source of funding 
and investment for new or additional cables. 
Examples include investments by the World 
Bank in a Black Sea hybrid cable project, by 
the Development Bank of Latin America 
and the Caribbean in a cable between Chile 
and Antarctica, and by the Asian Develop-
ment Bank in a cable linking Palau to Guam.94 
Other government drivers for strengthening 
redundancy include investment in back-up 
alternatives (microwave, satellites) and in 
data localization. Drawing lessons from the 
response to major communications outages 
caused by natural disasters or conflict can 
provide significant insights into the value of 

90	 Interviews, April-October 2024.
91	 Asian Development Bank (n.d.); East Micronesia Cable System (n.d.); European Health and Digital Executive Agency 

(2024); SEA-SPINE (n.d.); European Commission (n.d.).
92	 As part of the broader Global Gateway strategy, which is intended to strengthen global connectivity aligned with EU 

values and standards, the EU aims to support subsea cable infrastructure ‘where necessary and appropriate’ through 
a mix of public and private financing. Leveraging existing programs such as the Connecting Europe Facility (CEF) and 
InvestEU, the EU provides grants and public–private partnerships to attract private investment. National Promotional 
Banks, the European Investment Bank, and other financial institutions should be considered in these efforts. European 
Commission (2021).

93	 To further increase use of a cable system, the purchase of capacity for public use is another avenue that member States 
are encouraged to consider for supporting Cable Projects of European Interest (CPEIs). These must adhere to five 
criteria set out in the Recommendation on Secure and Resilient Submarine Cable Infrastructures – they are prioritized 
to address connectivity gaps, enhance security, and improve resilience, while contributing to the EU’s geostrategic and 
digital sovereignty goals. European Commission (2024a). Recent CEF-Digital calls include €128 million for cables alone. 
European Health and Digital Executive Agency (2024).

94	 Kavanagh, Franken, and Kulesza [forthcoming 2025].
95	 Interviews, April–October 2024. 
96	 International Cable Protection Committee (2021), p. 3; interviews, April–October 2024. 

such back-up alternatives. Ensuring the ca-
pacities and resources to maintain them once 
deployed or installed is a challenge meriting 
attention, including by development banks 
and agencies.95

4.1.2.2. Spatial separation

It is recognized that spatial separation of 
submarine cables from other marine activities 
is an effective way to protect the cables from 
external shocks, thus contributing to the ab-
sorptive capacity of these systems. In addition 
to minimizing damage, spatial separation can 
ensure speedy access for maintenance and 
repair, critical in these times of rising tensions. 
According to the ICPC, States across the globe 
have established “default or minimum separa-
tion distances to protect submarine cables” 
(China, Denmark, Russia, Singapore, 
United Kingdom, United States).96 These 
generally align with ICPC’s “Recommenda-
tion on Routing and Coordinating Criteria 
for Submarine Telecommunications Cables 
in Proximity to other Such Cables’, as well 
as relevant International Telegraph Conven-
tion provisions, and recommendations under 
the International Regulations for Prevent-
ing Collisions at Sea for vessels of limited 
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manoeuvrability.97 States such as Ghana are 
seeking to engage with other governments 
as well as the ICPC to understand current 
practice and determine the best approach for 
its own national context.98 

Sometimes States opt to establish cable pro-
tection zones or corridors, prohibiting activ-
ities that could potentially cause damage to 
cables (e.g., fishing, anchoring, dredging). 
These zones or corridors tend to be either dis-
cretionary or mandatory, and enforced with 
air and sea patrols. The discretionary option, 
generally preferred by industry, “grant[s] pro-
tections to submarine cables that choose 
to locate in them or that may be declared 
around them, as in the case of Australia”.99 
The mandatory option, as favoured by New 
Zealand, requires operators to route their in-
frastructure in defined geographic areas.100 
Bearing in mind its own specific realities, in 
2024 the Cook Islands enacted the Manatua 
Cable Protection Act, with the aim of protect-
ing the Manatua One Polynesian Cable, the 
country’s only international subsea cable con-
nection; the Act includes the establishment of 
two “anchor exclusion zones”.101

The regulations establishing such protection 
zones generally lay out specific requirements 
and prohibitions, how they will be enforced 
(air and maritime patrols, monitoring and sur-
veillance), as well as infringement penalties. 
Transparency is rendered through publication 

97	 One nautical mile for cable ships and other vessels, and ¼ nautical mile distance from cable buoys deployed; see Sun 
(2018).

98	 Valentia Island Symposium Proceedings Report [report forthcoming].
99	 International Cable Protection Committee (2021), “Spatial Separation”, para.3, pp. 3-4.
100	 Ibid.
101	 Parliament of the Cook Islands (2024). The two anchor exclusion zones are the Aitutake airport channel anchor exclusion 

zone and the Rarotonga Rutaki passage anchor exclusion zone; see relevant schedule in Parliament of the Cook Islands 
(2024).

102	 Interview, 28 November 2024.
103	 International Cable Protection Committee (2021), p.3. See also references to spatial separation and geographical clus-

tering in the US FCC Communications Security, Reliability and Interoperability Council IV (2014), pp. 2, 5–6, 10, 14–15, 
18, 30, 35, 53.

in relevant bulletins or on the relevant regu-
lators’ websites. Enforcement can often be a 
challenge due to a range of issues, including 
a lack of resources, capacities and capabili-
ties.102 Cable zones and corridors can also be 
problematic in that they may provide limited 
spatial separation from other cables, which 
can affect installation, maintenance and repair; 
and in that geographical clustering of cables 
increases the risk that “a single or man-made 
event could damage multiple cables”.103 In 
some cases, spatial issues can also be linked 
to physical protection of subsea cables at sea, 
notably cable burial, which has its pros and 
cons. That practice is made possible by favour-
able seabed conditions (soft, sandy sediment), 
hence the practice may not be applicable in all 
maritime jurisdictions. Deep burial may create 
challenges for repair, hence optimal burial 
would be at a depth sufficient to protect the 
cable, but not so deep as to preclude repair. 
For instance, due to a high volume of maritime 
traffic, Singapore, like Hong Kong, requires 
subsea cable licensees to bury their cables to 
a depth that can withstand an anchor drop from 
very large crude carriers. The required depth 
may be 4–12 m within port limits, depending 
on the condition of the sea bed and subject to 
approval by the Maritime and Port Authority. 
Beyond port limits, such as in the Traffic Sepa-
ration Scheme zone, the Infocomm Media De-
velopment Authority recommends that cables 
be buried to be able to withstand an anchor 
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drop, especially in areas where incidents have 
previously occurred.104 

Many governments are taking spatial separa-
tion more seriously than before, especially in 
those contexts where the potential of geopo-
litical risks or natural hazards are increasing, 
and assessing or investing in landing diversity 
options.105 Sometimes, de facto cable zoning 
may be a side effect of policy decisions in 
other domains that prohibit the laying of 
cables in areas that are protected for environ-
mental, cultural or national security purposes, 
directing subsea cable operators to route 
through a specific area. This underscores the 
need for close cooperation across policy areas 
and sectors. 

These and other such problems have 
motivated some States to conduct lon-
ger-term marine spatial planning studies. One 
such example is an initiative of the United 
Kingdom’s Crown Estate that includes digitally 
mapping existing and future seabed demands 
out to 2050 and beyond. The proposed “in-
tegrated, spatial analysis platform” will also 
consider “geographical constraints for all 
key offshore sectors; existing infrastructure; 
and environmental designations as well as 
future resource requirements for environmen-
tal habitats and nature recovery”. It will also 
deliver a Marine Delivery Routemap, a “col-
laborative initiative with partners and stake-
holders to develop a long-term strategy for the 
marine space”.106 Ireland is also moving in the 
direction of greater policy and regulatory coor-
dination across seabed users, aided by the es-
tablishment of the Maritime Area Regulatory 
Authority (MARA), a reformed Planning Com-
mission, and a new regulatory coordination 

104	 Infocomm Media Development Authority (2019); Survey response, Singapore, October 2024.
105	 Interviews, May–July, October 2024.
106	 The Crown Estate (2023); Interview, September 2024.
107	 Valentia Island Symposium Proceedings Report [report forthcoming].
108	 Franken and Reuter (2024b).
109	 International Cable Protection Committee (2021), “Charting”, para. 4, pp.4-5.

agency for the maritime space. Ireland also 
aims to create a centralized database for the 
authorization of maritime activities which 
could play a role in collating information and 
providing a better understanding of each 
sectors’ planned activities.107 

4.1.2.3. Charting

Damage caused to cables by commercial 
activity has been a constant over the past 
century. Charting cables for awareness can 
help prevent such damage.108 The ICPC – orig-
inally established to specifically tackle cable 
damage – has highlighted charting-related 
issues over the years, noting the role that the 
International Hydrographic Organization 
(IHO) as well as national bodies such as the 
Indian Naval Hydrographic Office, the South 
African Navy Hydrographic Office, the Hy-
drographic Department of the Maritime and 
Port Authority of Singapore and the United 
Kingdom’s Hydrographic Office have played 
in charting cables based on data provided by 
cable operators. As best practices, the ICPC 
and other entities have recommended that 
governments “update nautical charts regularly 
and in near-real-time; show all submarine 
cables on nautical charts, distinguishing 
between in-service and out-of-service cables; 
show on charts all other human activities 
that could pose risks to submarine cables, 
including but not limited to mining areas, 
renewable energy facilities, traffic separation 
schemes, munitions dumps and military test 
areas”.109 

In terms of observable practice, govern-
ments often issue guidance or advisories – 
many of which stem from IHO standards and 
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resolutions – to raise awareness among other 
users of the sea of the location of subsea 
cables or pipelines on the navigational chart 
specifications. For instance, The Mariner’s 
Handbook, published by the UK Hydro-
graphic Office, outlines the potential hazards 
of damaging subsea cables, highlighting the 
potential consequences of their disruption 
not just for the delivery of critical services, but 
also for mariners themselves.110 It discusses 
the process for charting subsea telecom-
munications and pipelines, and the notices 
or warnings that mariners receive by local 
and coastal radio when cables are planned, 
laid or when maintenance operations are 
underway. Once a cable is laid, the Hydro-
graphic Office issues a notice to mariners to 
insert the cable on the relevant navigational 
charts. The Handbook also reminds mariners 
that it is a punishable offence in the United 
Kingdom and under international legislation 
to damage a cable either wilfully or through 
culpable negligence, although as we discuss 
further on, the resulting penalties are hardly 
a deterrent. The Handbook also reminds 
mariners of their obligations under the 1974 
International Convention for the Safety of 
Life at Sea.111 Complementary to this gov-
ernment role, industry associations such as 
the ICPC, the European Subsea Cables As-
sociation, the North American Submarine 
Cable Association and the Danish Cable Pro-
tection Committee issue recommendations 
promoting maritime safety and safe operation 
in proximity to submarine cables. Some also 
issue regional cable awareness charts. The 
Kingfisher Information Service – Offshore 
Renewable & Cable Awareness project (KIS-
ORCA), a joint initiative between the European 
Subsea Cables Association and the Kingfisher 

110	 UK Maritime & Coastguard Agency (2021). 
111	 International Convention for the Safety of Life at Sea, chp. V, reg. 34.
112	 KIS-ORCA (n.d.); note that the United Kingdom’s Seafish was formerly the Sea Fish Industry Authority.
113	 Interviews, April–October, 2024. 
114	 UK National Archives (n.d.).

Information Service of Seafish is another 
important example in this regard.112

Conversely, a number of challenges have 
emerged. Consider, for instance, the transition 
from traditional paper charts to electronic chart 
display and information systems (ECDIS). 
ECDIS represents a significant technologi-
cal evolution in marine navigation, allowing 
automatic updates of navigational informa-
tion, and reducing the manual workload and 
the risk of using outdated charts. However, it 
has created a stir in the subsea cable industry 
as submarine cables are not depicted at all 
zoom scales, thus exposing them to damage. 
In short, if damage occurs due to navigational 
decisions influenced by insufficient display 
or incomplete data on ECDIS, questions of 
liability may arise. 

Due to growing concerns of cable sabotage 
and espionage, some in government question 
whether charting of all cables should be dis-
continued or whether cable locations should 
be classified.113 For industry actors, this would 
place the infrastructure at an even greater risk, 
making it more exposed to the most common 
threats (fishing, anchoring, etc.). Others point 
to the fact that naval powers likely already 
chart the infrastructure for tactical, opera-
tional and strategic purposes, rendering moot 
the argument to discontinue the practice in 
nautical charts. These arguments and count-
er-arguments echo those that ensued in the 
early and mid-twentieth century. For instance, 
despite damage done to submarine cables by 
trawlers, in 1911, the British Admiralty main-
tained its decision not to show cables on 
Admiralty charts.114 However, by the 1950s, 
and despite the context of the Cold War and 
its submarine and subsea manifestations, 
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cable damage caused by commercial activity 
had become such an issue, including for 
safety at sea, that key defence agencies ac-
quiesced to the charting of commercial cables 
for awareness purposes.115 This is certainly 
an issue that requires careful consideration, 
particularly given existing international and 
domestic law, and the corresponding obliga-
tions and expectations for mariners and cable 
operators regarding cable locations. 

With these and other issues in mind, the ICPC 
recently updated its best practice recommen-
dations on charting, some of them specifically 
directed at governments and hydrographic 
authorities. They include: incorporation of 
submarine cables into national nautical charts 
following installation and repair; collaboration 
with the IHO and national hydrographic offices 
to ensure uniform standards in charting and 
data dissemination; charting of cables along 
their accurate alignments on hydrographic 
charts and chart products, with specific con-
sideration to human activities in deeper water 
(e.g., deep sea mining, deep sea fishing); 
security considerations notwithstanding, 
charting seawards from at least to 10m water 
depth offshore; setting clear protocols for 
updating charts when new cables are laid or 
decommissioned; and supporting regional 
cable awareness initiatives.116 Together with 
recommendations directed at cable owners 
and industry stakeholders as well as other 
maritime and offshore industries,117 the aim is 
to ensure all relevant stakeholders collaborate 
to ensure maritime safety and protection of the 
infrastructure. 

115	 Interview, May 2024; Burnett, Davenport and Beckman (2013). 
116	 International Cable Protection Committee (2025).
117	 Ibid.
118	 For a more detailed discussion on the development of international law on these topics, see Burnett, Davenport and 

Beckman (2013), chp. 3.

4.1.2.4. Cable damage penalties and 
enforcement

Guidance and charting are often insufficient 
for protecting cables from damage. From 
the early days, it was expected that making 
damage to submarine cables a punishable 
offence under national law would play a pre-
ventive role or serve as a deterrent. While gov-
ernments might hold the same view today, the 
issue remains problematic, not least because 
of the level of inconsistency across States 
vis-à-vis penalties and enforcement. Articles 
113 to 115 of UNCLOS address the protec-
tion of subsea cables on the high seas and 
draw heavily from the relevant provisions in 
the 1884 Convention on the Protection of 
Submarine Telegraph Cables.118 They are 
also applicable in the exclusive economic 
zone (EEZ) and on the continental shelf. For 
instance, article 113 requires States to adopt 
laws and regulations to provide that “breaking 
or injury of a submarine cable by a ship flying 
its flag or by a person subject to its jurisdiction 
beneath the high seas done wilfully or through 
culpable negligence” a punishable offence. In 
comparison to the 1884 Convention, article 
113 extends the meaning of the article to 
apply also to conduct “calculated or likely to 
result in such breaking or injury”. Article 114 
of UNCLOS provides that States should adopt 
laws and regulations regarding the liability of 
owners of cables under their jurisdiction for 
the costs of repairs to existing cables which 
are damaged in the course of laying or repair 
operations. Article 115 provides that every 
State adopt laws and regulations to provide 
for an indemnity to be paid by cable owners to 
ship owners if they sacrifice an anchor, net or 
other shipping gear to avoid injuring a cable, 
as long as precautionary measures have been 
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taken prior to sacrificing such gear. These pro-
visions are interpreted and applied very differ-
ently across States.

In terms of observable actions, the ICPC 
highlights as best practice those measures 
adopted by Australia and New Zealand, for 
their imposition of substantial penalties for 
cable damage, especially in their cable protec-
tion zones. More recent examples include the 
Cook Islands,119 which set amounts similar to 
those of New Zealand, and France, whereby a 
2019 update to its Code imposes a fine of EUR 
75,000 and a five-year prison sentence on any 
person who intentionally breaks – or attempts 
to break – a submarine cable or causes damage 
that could interrupt or hinder, in whole or in part, 
electronic communications.120 In contrast, in 
2024, Panama’s Maritime Authority set a much 
lower bar of USD 10,000 for damage caused to 
cables,121 due, according to one source, to the 
shipping industry’s ‘stronghold’ in the country, 
which risks undermining the States’s digital 
transformation agenda goals.122 Nonetheless, 
Panama’s lower bar of USD 10,000 is still higher 
than other States that have lagged behind in 
updating their national legislation regarding 
cable damage. As widely documented, both 
the United Kingdom and the United States 
still have in place the same regulation enacted 
in 1885 and 1888 respectively to carry into 
effect the 1884 International Convention for 

119	 Parliament of the Cook Islands (2024): the Manatua Cable Protection Act includes thresholds for anchor damage to 
submarine cables, with fines of up to NZD 250,000.

120	 République Française (2019); the provisions do not apply to individuals compelled to break a submarine cable or cause 
damage due to the immediate necessity of protecting their lives or ensuring the safety of their vessel. 

121	 La Junta Directiva de la Autoridad Marítima de Panamá (2024).
122	 Fígoli (2024).
123	 United Kingdom (1885), para. 2 (a) and (b); United States (1888), § 1–2. 
124	 Communications Security, Reliability, and Interoperability Council (2014).
125	 Interviews, April–October 2024; International Cable Protection Committee (2021).
126	 There are reportedly at least three elements of ‘duty of care’: (i) an obligation to be appropriately informed of hazards to 

navigations through the use of up-to-date navigational charts and by consulting notices to mariners issued by Canadian 
authorities, which puts a corresponding obligation on cable operators to inform hydrographic authorities of the position 
of the cable and mariners in the area (e.g., fishers) of the presence of the cables as well as any changes to the as-laid 
position of the cable; (ii) an obligation not to anchor or fish in or near areas where underwater cables are located, and 
(iii) should they realize that their anchor or gear has snagged a cable, an obligation to drop the gear to save the cable 
(priority); Fontaine (2018). 

the Protection of Submarine Cables. Fines for 
cable damage through culpable negligence in 
the United Kingdom still stand at an amount 
“not exceeding one hundred pounds” and in 
the United States to a fine “not exceeding 
USD 500”; fines for wilful damage, in turn, are 
left unclear in the UK act and set at no more 
than USD 5,000 in the US act.123 As in other 
jurisdictions, submarine cable owners can 
sue for damages to their cables. A 2014 report 
of the US Federal Communications Commis-
sion’s Communications Security, Reliability 
and Interoperability Council decried the limited 
deterrent value of the penalties for interfer-
ence or damage to cables by fishermen.124 As 
in Panama, however, the competing interests 
of different sea users (fishers in particular) 
likely come into play when addressing these 
shortcomings, meaning that any legislative 
changes to these amounts will require signifi-
cant coordination and negotiation across the 
different sectors.125 

Penalties for damaging subsea cables may 
be applied through a range of instruments. 
In many cases, maritime law and civil liability 
claims are what render a penalty. As an 
example, in Canada, according to maritime 
case law, “vessel owners and operators have 
a ‘duty of care’ requiring they operate their 
vessels prudently”.126 Under existing case 
law, ship owners have found it difficult to 
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avoid liability or to apportion liability to the 
cable owner or operator.127 Ship owners can, 
however, lean on the 1976 Convention on 
Limitation of Liability for Maritime Claims. For 
instance, in the case of the Canadian-flagged 
vessel The Realice, the fishing vessel’s owner 
tried to limit his liability for the damage he 
caused to a fibre-optic subsea cable (the 
Sunoque 1) after pulling it up and cutting it with 
an electric chain saw. The trial judge held the 
skipper liable for the full amount of damages 
(totalling almost CAD 1 million) for failing to 
consult hydrographic charts. Upon appeal, 
however, a Supreme Court judge confirmed 
that while the skipper “ran an ‘unreasonable 
risk with subjective knowledge of that risk 
and indifference to the consequences’, which 
constituted wilful misconduct”, he overturned 
the earlier decision allowing the limitation of 
liability to CAD 500,000.128 

In Indonesia, criminal liability for cable 
damage is grounded in Act No. 36/1999 
on Telecommunications which “prohibits 
any act that may cause physical and elec-
tromagnetic disturbances to telecommu-
nication operations and is punishable to a 
maximum of six years of imprisonment and/
or a fine of up to IDR600.000.000” (c. USD 
37,500).129 In China, the criminal code is ap-
plicable. Consider, for instance, the 2023 case 
where a Chinese-flagged commercial vessel 
damaged four international subsea cables 
(two segments of the APCN2 cable; and two 

127	 Ibid.
128	 Ibid.; International Cable Protection Committee (2021), p. 5; see Supreme Court of Canada (2014).
129	 Oktivana and Hasibuan (2024), p. 7. 
130	 Interview, October 2024. Under Art. 124 of Criminal Law of the People’s Republic of China, any person who “sabotages 

any broadcasting, television or public telecommunications facility” which endangers public security risks being 
sentenced to a fixed-term imprisonment of not less than three years but not more than seven years. If the incident results 
in “serious consequences” the sentence is a fixed-term imprisonment term of not less than seven years. In the case of 
negligent acts, the sentence is a fixed-term imprisonment of not less than three years but not more than seven years. If 
the consequences of the incident are minor, the sentence is a fixed-term imprisonment of not more than three years or 
criminal detention. The National People’s Congress (n/d).

131	 Interview, October 2024.
132	 United States (1888), para. 28; penalties not to bar suits for damages.
133	 République Française (2004).

segments of the now-retired SEA-ME-WE-2 
cable) in the Shantou cable protection zone. 
The incident reportedly resulted in estimated 
financial losses of more than RMB  8  million 
(c. USD 1.3 million). Following an investiga-
tion of the incident, the Maritime Safety Ad-
ministration of China found that the Captain 
and Second Officer had demonstrated poor 
safety awareness and insufficient vigilance 
while navigating through the submarine cable 
zone and that their failure to detect the anchor 
chain’s detachment led to significant damage 
to submarine cables and widespread com-
munication disruptions. The Maritime Safety 
Administration recommended judicial pro-
ceedings against the Captain and Second 
Officer under suspicion of having violated 
Article 124 of the criminal code.130 The Ad-
ministration also recommended disciplinary 
actions for management failures against the 
shipping company’s Marine Supervisor and 
Chief Officer, specifically for failing to fulfil their 
duties where safety management and anchor 
maintenance and repairs are concerned.131 

In the United Kingdom and the United States, 
the respective Telegraph and Cable Acts 
include prison terms in lieu of or in addition to 
the aforementioned fines. The US Act does 
not exclude pursuit of civil liability claims by 
an operator in parallel.132 In France, prison 
sentences can also be imposed along with 
aforementioned fines.133 In China, prison 
sentences can range from three to seven 
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years, although in the event of serious conse-
quences, a fixed term of imprisonment of not 
less than seven years can be applied.134 

Two issues stand out in many cable damage 
cases: (i) the complexity and lengthiness 
of such investigations evidently increases 
depending on maritime location, even more 
so when an incident has occurred in the 
EEZ, continental shelf or the high seas (i.e., 
beyond terrotirial sovereignty); and (ii) the 
lengthiness of judicial proceedings. Indeed, 
investigating and confirming responsibility 
for cable damage caused by anchor dragging 
of a vessel underway does not just involve 
triaging data such from the automatic identifi-
cation system,135 vessel monitoring system,136 
sensors, radars, satellite imagery, etc., as has 
been the focus of many discussions relevant 
to cable damage incidents of late. In the event 
that a vessel can be boarded, it would also 
entail triaging that data – some of which is not 
always easy to access (e.g., from the vessel 
monitoring system), with numerous other data 
points such as: 

	ໜ waters in which the incident has taken 
place;

	ໜ vessel-related information (name, size, 
management/ownership);

	ໜ vessel activity leading up to the incident;
	ໜ vessel inspection information (history, cer-

tification records, compliance with interna-
tional maritime standards);

	ໜ ship safety inspection reports;
	ໜ vessel crew (awareness of minimal safety 

134	 According to art. 124 of the Criminal Code, “Whoever sabotages any broadcasting, television or public telecommunica-
tions facility, thereby endangering public security, shall be sentenced to fixed-term imprisonment of not less than three 
years but not more than seven years; if there are serious consequences, he shall be sentenced to fixed-term imprison-
ment of not less than seven years. Whoever negligently commits the crime mentioned in the preceding paragraph shall 
be sentenced to fixed-term imprisonment of not less than three years but not more than seven years; if the circumstances 
are minor, he shall be sentenced to fixed-term imprisonment of not more than three years or criminal detention”; Eighth 
National People’s Congress (1997).

135	 AIS is a radio-based automatic tracking system that supplements marine radar for identifying and locating vessels to 
prevent collisions.

136	 VMS is a satellite-based tracking system used primarily for tracking and monitoring fishing vessels to ensure regulatory 
compliance, prevent illegal fishing, and manage fisheries.

137	 List developed from interviews, July–October 2024.

standards, manning for the actual voyage, 
crew on duty during the incident);

	ໜ certifications of top-level crew members;
	ໜ vessel maintenance and upkeep (annual/

monthly maintenance schedule reports);
	ໜ ship management company information 

(emergency response procedures, vessel 
incident history, including past history 
of shipping accidents and application of 
incident prevention measures);

	ໜ actions taken by the operator;
	ໜ information on weather and sea conditions 

and the navigational environment;
	ໜ the incident timeline (sequencing of events 

before, during and after the incident);
	ໜ key incident factors (vessel identification; 

contact location; contact times – each of 
which require alignment of data points from 
both the cable and vessel operators);

	ໜ emergency response measures taken 
by the relevant operator and maritime 
authority (incident reporting and subse-
quent actions); and

	ໜ the broader context (damage of other 
critical undersea infrastructure in the area, 
cable damage trends, territorial disputes, 
ongoing conflict, geopolitical context, 
etc.).137 

Judicial proceedings, if recommended, can 
take a decade or more to conclude, especially 
if they go to appeal. Often, cable owners reach 
a damage settlement with the ship owner to 
avoid lengthy and costly court proceedings. 
As witnessed in recent Baltic Sea incidents, 
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a range of other complex issues such as 
shadow fleets and shady practices can also 
come into play. Despite these complexities, 
having in place the laws and regulations es-
tablishing cable damage as a punishable 
offence alongside the capacity, means and the 
necessary cooperative measures to conduct 
investigations and try such cases in a timely 
manner is ever more critical today. 

Common standards, and possibly require-
ments relevant to anchor dragging by ships 
underway can also help. Indeed, such events 
can be more consequential than a ship 
dragging at anchor, since they can “result in 
the failure of multiple cables within a short 
period of time where cables land or are in 
close proximity”.138 The 2008 incident off 
Sicily in which an oil tanker dragged its anchor 
for some 300 km damaging six cables in water 
depths down to 180m is a case in point.139 This 
and other cases suggest that recent incidents 
in the Baltic Sea may well have been a case 
of poor or negligent seamanship. Yet, the 
absence of agreed standards and require-
ments coupled with the broader geopolitical 
context also means that tactical manipulation 
of poor anchor stowage equipment or other 
such actions for more nefarious purposes are 
not in the realm of the impossible either.

In short, ensuring more effective manage-
ment, oversight of and accountability for an-
chor-related issues of vessels underway and 
a meaningful response to age-old problems 
such as aging vessels and obscure vessel 
ownership140 can help prevent many of these 
incidents and remove some of the room for grey 
zone operations that governments are rightly 
concerned about. This can involve steps such 
as standardizing approaches to securing of 
anchors prior to passage and at sea; ensuring 

138	 Green and Brooks (2011). 
139	 Veverka (n.d.), p. 15.
140	 European Commission (2025), p. 15.
141	 Ibid. 

port inspections following failures due to 
anchors, as has already been suggested to or-
ganizations such as the International Maritime 
Organization and to national maritime safety 
organizations; taking action, as suggested by 
the European Union, to reduce the possible 
impacts of aging vessels and obscure vessel 
ownership; and identifying the most appropri-
ate pathways to implementing such steps. 

Finally, some States, regions and organiza-
tions are also assessing means to raise the 
penalties for intentionally damaging subsea 
cables and to signal the possible conse-
quences of such behaviour. Drawing from de-
terrence practice, such efforts can range from 
naming and shaming and countering narra-
tives, to imposing sanctions on those individ-
uals or entities responsible for “implementing, 
supporting or benefitting from destabilizing 
actions or policies”.141 Such actions should 
always be approached with the understanding 
that sanctions are an imperfect tool and may 
lead to unintended consequences.

4.1.2.5. Streamlining regulation – 
permitting for installation and repair

Having in place expedient permitting 
processes for licensing and repair can con-
tribute significantly to strengthening a subsea 
cable system’s resilience capacities. In most 
countries, contact between government 
entities and operators of subsea cable systems 
occurs through the licensing and permitting 
process, often through third party contractors. 
Based on our research, these processes can 
sometimes involve a wide slew of authorities 
and lengthy, complicated and confusing turn-
around processes, which can have knock-on 
effects on critical operations such as laying, 
maintenance and repairs, undermining both 
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the absorptive and restorative capacities 
of the systems. For instance, in Indonesia, 
operators wishing to install submarine cables 
within the State’s jurisdiction (including the 
EEZ and continental shelf), are subject to a 
permit regime involving 20 steps and several 
ministries and agencies.142 In Ireland, the lack 
of a clearly defined and transparent regulatory 
process for landing cables in the country has 
been a thorn in the side of operators for years, 
creating challenges for planning and resourc-
ing cable builds, a situation that becomes 
more challenging and potentially more costly 
in the current environment in which cable 
vessels are in high demand.143 In the United 
States, a recent government white paper 
describes the challenging regulatory envi-
ronment. In particular, permitting processes 
have made the United States “one of the most 
difficult countries in which to land subsea 
cable systems”, largely due to the fact that 
average permitting timelines have increased 
from under 12 months to over three years.144 

The ICPC has suggested that governments 
designate a single point of contact to stream-
line regulation relevant to installation and 
repair. Some governments already do this. For 
example, in Singapore the Infocomm Media 
Development Authority is the lead regulatory 
agency for cable landings.145 In Australia it 
is the Australian Communications and Media 
Authority. In Brazil it is the Agência Nacional de 

142	 Oktivana and Hasibuan (2024).
143	 Cf. McCabe and Flynn (2024), § 2.1, specifically the discussion of the Aqua Comms consultation submission.
144	 US Department of Homeland Security. (2024), p.5.
145	 Infocomm Media Development Authority Singapore (2016).
146	 The 1989 Provisions Governing the Laying of Submarine Cables and Pipelines designated the State Oceanic Adminis-

tration (SOA) as the lead administrative agency for overseeing submarine cables and pipelines. In 2018, the responsibil-
ities of the SOA were consolidated into the newly established Ministry of Natural Resources.

147	 Bafoutsou, Papaphilippou, and Dekker (2023).
148	 Team Telecom has been replaced by the Committee for the Assessment of Foreign Participation in the United States 

Telecommunications Services Sector. The Committee reviews submarine cable license applications as well as transac-
tions regarding an existing submarine cable landing licenses; see https://www.justice.gov/nsd/committee-assess-
ment-foreign-participation-united-states-telecommunications-services-sector. 

149	 Runde, Murphy, and Bryja (2024); Wall and Morcos (2021); Petit (2024); Noor (2024).
150	 US Federal Communications Commission (2024).

Telecomunicações. In China it is the Ministry 
of Natural Resources (formerly the State 
Oceanic Administration).146 In Portugal, it is 
the Autoridade Nacional de Comunicações.147 
In the United States it is the Federal Commu-
nications Commission, although informed by 
the so-called Teams Telecom process.148 

Yet, sometimes, even having a single or desig-
nated point of contact or agency does not nec-
essarily expedite the regulatory process. In 
both the United States and China, even with 
a dedicated responsible agency and process 
for licensing, national security concerns and 
tit-for-tat routing and regulatory decisions 
are creating significant delays in licence and 
permit granting at a time when demand for ad-
ditional cables to meet projected capacity re-
quirements or new national security require-
ments is at its highest.149 New or strength-
ened rules may add to these challenges. For 
instance, in the United States, the Federal 
Communications Commission recently 
notified that it is looking to streamline proce-
dures to expedite the submarine cable review 
process, a move that is much welcomed. 
However, the review will be part of a broader 
review of its Submarine Cable Landing Rules 
and Procedures, undertaken to assess 
evolving national security, law enforcement, 
foreign policy and trade policy risks.150 Given 
the scope of the proposals to address these 
risks, it is difficult to see how the cable review 

https://www.justice.gov/nsd/committee-assessment-foreign-participation-united-states-telecommunicati
https://www.justice.gov/nsd/committee-assessment-foreign-participation-united-states-telecommunicati
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process can be expedited. Nonetheless, in 
the aforementioned white paper, the US De-
partment of Homeland Security committed to 
conducting “a comprehensive assessment 
of cable permitting and licensing authori-
ties” and, in support of the Federal Commu-
nications Commission’s proposed regulatory 
updates, it will “pursue and support opportu-
nities to enable faster, more transparent, and 
more consistent outcomes [in] cable licensing 
through enhanced but predictable security 
and resilience requirements”.151

At the other extreme, Denmark’s approach to 
licensing and permitting of subsea telecom-
munications projects is often cited as good 
practice, due to its coherence, timeliness 
and consistency, even under a more intense 
security environment.152 France has stream-
lined its own processes and in 2019 published 
a concise overview along with flowcharts de-
scribing what the different licensing and per-
mitting processes entail.153 It is expected that 
other EU governments will move in a similar 
direction, motivated by statements such as 
the European Commission’s Recommenda-
tion on Secure and Resilient Submarine Cable 
Infrastructures, as well as feedback from na-
tional-level consultations and market studies. 
For instance, the Recommendation includes a 
specific item on fast-tracking permit granting 
procedures through the establishment not just 
of a single authority to facilitate and coordinate 
the permit-granting process, but also the ap-
pointment of a coordinator by that authority, 
“to serve as a single [point of contact], and 
convene a working group where all authorities 

151	 US Department of Homeland Security. (2024), p.6.
152	 Interviews April-October, 2024. 
153	 Secrétariat général de la mer (2020).
154	 European Commission (2024a), p. 10–11.
155	 Federal Ministry for Digital and Transport of Germany (n/d); Federal Ministry for Digital and Transport of Germany (2024); 

Eurofiber (2024).
156	 The mission of the Dutch Subsea Cable Coalition is to improve the position of the Netherlands where fibre-optic subsea 

cables are involved. Represented in the coalition are infrastructure operators, data centres, different levels of govern-
ment, knowledge institutes, and wholesale end users; see Dutch Subsea Cable Coalition (n.d.).

involved in the administrative applications 
would be represented in order to draw up 
a permit granting schedule and to monitor 
and coordinate its implementation”.154 Some 
States are already moving in that direction. 
For instance, Germany, known for its lengthy 
bureaucratic permitting processes due to 
its federal system and strict environmental 
regulations in areas like the Wadden Sea, is 
striving to attract more cable infrastructure 
projects through improved cross-governmen-
tal and cross-level coordination, with initia-
tives increasingly led by the Federal Ministry 
for Digital and Transport.155 Following several 
public consultations and internal reviews, 
Ireland, too, has started to streamline its per-
mitting regime including through the passing 
of the Maritime Area Planning Act in 2022 and 
the establishment of the Maritime Area Regu-
latory Authority. The results of a 2024 consulta-
tive process led by the Department of the Envi-
ronment, Climate and Communications high-
lights that more still needs to be done to ensure 
greater clarity and predictability throughout 
the lifecycle of the permitting process (for 
maintenance and repair, as well as installa-
tion) and greater alignment with UNCLOS ob-
ligations where the Irish EEZ is concerned. In 
the Netherlands, various authorities partic-
ipate in a Subsea Cable Coalition, a public–
private initiative established to attract cable 
investments, one of its sales pitches being 
to “streamline and optimize the permitting 
process for cables landing in the country”.156 
In Portugal, the Autoridade Nacional de Co-
municações has committed to introducing 
measures to enhance subsea cable security 
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and repair efficiency, including a planned elec-
tronic portal to simplify licensing for installa-
tion, maintenance, and repair permits.157

Finally, regulators are also paying more 
attention to Content and Application Providers, 
which have evolved from major users to major 
owners of subsea cables. According to the 
European Body of European Regulators for 
Electronic Communications (BEREC), this 
may result in “increased requirements for au-
thorization procedures in the future”, likely 
requiring significant coordination and stream-
lining with existing regulation.158

4.1.2.6. National security, cyber 
security, supply chain security 
regulation 

An ever-growing number of States are putting 
in place security-related standards, require-
ments and agreements aimed at protecting 
subsea cable systems, not least because of the 
growing number of critical national functions 
that rely on them. These measures, when 
balanced with traditional resilience measures, 
can contribute to strengthening the absorp-
tive capacity of subsea cable systems. Most 
of these measures aim to ensure that both the 
physical and cyber security of subsea cable 
systems are hardened across all their compo-
nents and that supply chains, too, are resilient 
in the event of disruption or interference. While 

157	 These measures are included in the 12 recommendations put forward by the working group on the future of submarine 
cables for CAM (Portugal, Azores and Madeira) communications under Order no. 4805/2019 of 13 May 2020, ANACOM 
(2020); see also Bafoutsou, Papaphilippou, and Dekker (2023), p. 9.

158	 BEREC (2024b). For a more in-depth discussion on these issues, see BEREC (2024a).
159	 In a subsea cable system, front haul and back haul refer to different segments of the network that connect users to the 

core Internet infrastructure. Front haul connects the cable landing station to the subsea cable system itself, while back 
haul extends from the cable landing station to the terrestrial network.

160	 Points of presence are access points where network providers can interconnect with subsea cable infrastructure, 
allowing data traffic to enter or exit subsea networks.

161	 Survey response, Singapore, October 2024.
162	 Survey response, WIOCC, January 2025; see specifically Kenya Computer Misuse and Cybercrimes Act (no. 5 of 2018) 

and the supplementary Kenya Gazette notice Vol. CXXIV—No. 21 of 31 January 2022.
163	 The 11 sectors identified under the CER Directive include the digital infrastructure sectors. It is the responsibility of 

member States to identify critical entities, carry out risk assessments and adopt resilience strategies; European Com-
mission (2025). 

the ICPC best practices do not yet cover these 
issues, there are many observable practices 
that can serve as a basis for further exchanges. 

Already, there is broadening recognition 
of the physical and cyber vulnerabilities of 
cable landing stations, front and back haul,159 
points of presence,160 and data centres. While 
industry action and technological develop-
ments help mitigate some of these challenges, 
government action, too, is often necessary. For 
instance, in Singapore, all submarine cable 
operators are subjected to strict security and 
resilience requirements, which include imple-
menting proper access control into submarine 
cable facilities.161 In Kenya, operators of 
cable landing sites and stations, which are 
considered critical information infrastructure 
under national law, are required to put in place 
minimum physical and technical security 
measures to protect the infrastructure and the 
data held therein.162 In the European Union, 
under the CER Directive, critical entities, 
which would surely include entities in the 
subsea cable industry ecosystem, will have to 
take resilience-enhancing measures, such as 
ensuring adequate physical protection of their 
premises and infrastructure, responding to 
and mitigating consequences of incidents, as 
well as recovering from incidents.163

Regarding cybersecurity, the past decade 
has seen a significant increase in government 
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action, guided by international standards 
such as ISO/IEC 27001, and regional and 
national level cybersecurity frameworks 
which would apply to relevant logical com-
ponents, equipment and software of subsea 
cable systems. As previously noted, agreed 
voluntary norms of responsible State behaviour 
regarding ICTs, cybersecurity and CI would 
also apply to subsea cable systems.164 Greater 
exchanges on adherence to and operational-
ization of these specific norms as they apply 
to the relevant components of subsea cable 
systems would be of value to many States. 

At national level, owners and operators of 
subsea cable systems increasingly will be 
expected to comply with new cybersecu-
rity regulations. For instance, the European 
Union’s NIS2 Directive – the core EU instru-
ment on cybersecurity – has integrated cy-
bersecurity as a core aspect of resilience, 
broadening the scope of the instrument to 
cover “entities that are digital infrastructure 
and service providers operating submarine 
cables”.165 Operators are expected to “protect 
their network and information systems as 
well as their physical environment from any 
event, including man-made damage or en-
vironmental hazards”.166 The protection of 
submarine communications cables is to be 
included in national cybersecurity strategies. 
EU States will need to map potential risks and 
mitigation measures to ensure the highest 
level of protection against all hazards, and 
identified critical entities will be expected to 
comply with risk-management measures and 
incident reporting obligations, with the latter 

164	 Kavanagh (2023), p. 33–34
165	 European Commission (2025), p. 3.
166	 Ibid.
167	 Ibid. As a means to avoid duplication with CER Directive requirements, NIS2 requirements on risk management and 

reporting take precedence. 
168	 Ibid.
169	 European Commission (2024a), p. 12.
170	 European Commission (2024d).
171	 Kavanagh (2023).

reported to the relevant cybersecurity incident 
response team or competent authority.167 NIS2 
covers other obligations, where appropriate, 
such as providing competent national author-
ities with “information on planned changes in 
submarine cable infrastructures, and require-
ments for advance testing by national auditing/
certification laboratories of specific IT compo-
nents and systems for security and integrity 
purposes”.168 

On supply chains, the NIS2 Directive and the 
more recent EU Action Plan on Cable Security 
also discuss the possibility of developing a 
subsea cable security ‘toolbox’, which would 
set out mitigating measures for EU States to 
adopt in order to “reduce risks, vulnerabilities 
and dependencies, in particular on high-risk 
suppliers”, identified through Union-wide risk 
assessments.169 The United States is con-
sidering how to integrate similar supply-chain 
risks into its rule-making procedure, and 
China is adopting its own such measures. 
Meanwhile, the New York Joint Statement on 
the Security and Resilience of Subsea Cables 
includes principles relevant to suppliers 
and service providers that its endorsers are 
expected to follow.170 Similarly, many govern-
ments are updating their foreign investment 
legislation to ensure that only ‘trusted entities’ 
have a stake in subsea cable infrastructure 
landing in or connecting to their countries.171 

The 2024 EU Recommendation on Secure 
and Resilient Submarine Cable Infrastructures 
and the 2025 Action Plan also encourage EU 
States to make entities operating submarine 
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cable infrastructures subject to regular stress 
testing as a means to “assess entities’ re-
silience under different scenarios”, and 
proposes potential funding sources for such 
actions.172 One issue that States are (or should 
be) stress-testing is availability of and access 
to spare part depots, including in the event of 
disaster or conflict. 

Again, the challenge for many States in im-
plementing or adhering to many of these se-
curity-related measures and principles will be 
ensuring that greater government control does 
not inadvertently undermine the resilience ca-
pacities of the very systems they set out to 
protect, including where route or cable landing 
diversity, maintenance and repair operations, 
and spare depots and supplies are concerned. 
Consider for instance the Universal Joint, 
which is a method of connecting all types of 
submarine optical telecommunication cables, 
regardless of manufacture, using common 
construction equipment and standard piece-
parts in the joint as far as is practicable.173 
Organized by a small consortium of suppliers, 
some equipment and components of this tech-
nology are sole sourced. For some industry 
players, these and other such supply chain re-
silience issues could be further exacerbated 
in the event of tightened State restrictions.174 
Addressing such challenges requires strong 
cross-governmental coordination and effective 
processes for engaging with industry to under-
stand what lies behind certain concerns and 
where certain measures may actually create 
more vulnerabilities for States. 

On the regulatory front, States will need to 
ensure that reporting requirements that come 

172	 European Commission (2024a), pp. 2–3. Such testing actions could be supported financially by the Digital Europe 
Programme, in particular under the DEP cybersecurity work programme 2023–2024; see European Commission (2021).

173	 See https://ujconsortium.com/information/what-is-universal-jointing. 
174	 Valentia Transatlantic Cable Foundation (2024); written communication with industry representative, January 2025. 
175	 See, for instance, euNetworks (2023). While still in its early development, quantum key distribution is believed to signifi-

cantly enhance communication security by leveraging the principles of quantum mechanics to generate and exchange 
encryption keys securely between parties.

with these additional measures are not overly 
complex or burdensome from a compliance 
perspective, or too lax vis-à-vis other resil-
ience objectives relevant to the environment, 
sustainable development, privacy and data 
protection. And States need to consider such 
requirements from the perspective of their own 
societal and industry growth needs, ensuring 
that they retain agency in determining their 
own paths to common security and resilience 
goals. 

Finally, the intense focus on cybersecurity 
and supply chains requires a more tacit ac-
knowledgement of the age-old elephant in the 
room: powerful States spy on and conduct 
covert cyberoperations against each other, 
they introduce ‘backdoors’ into equipment 
via software, and they are often reluctant to 
restrain their freedom of action relevant to 
such practices. Advancements in cable tech-
nologies have rendered cable tapping in the 
deep seas a much more complex endeavour, 
shifting attention to network management 
systems and software, equipment and terres-
trial access points (cable landing stations, 
points of presence, data centres) where 
malicious actors have easier access to the 
data flowing through the systems as well as 
ample room for pre-positioning. A more frank 
discussion on such issues, including the 
equities involved and what they mean for the 
resilience capacities of systems deemed vital 
to our economies and the general well-being of 
society, is perhaps overdue. So, too, is a con-
versation on disruptive technologies (such as 
quantum communications and quantum key 
distribution) and what they will mean for future 
subsea cable security and resilience efforts.175 

https://ujconsortium.com/information/what-is-universal-jointing
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4.1.3. National policy 
coordination arrangements
Having in place a national structure or 
mechanism for coordinating government 
policy and action on subsea telecommuni-
cations cables and for pulling together the 
different initiatives that aim to ensure the 
systems can withstand, absorb or respond 
to shocks is a key element of resilience. 
Conversely, putting in place such coordi-
nation arrangements can be complex. In 
our 2023 report we discussed how subsea 
cable systems do not fit neatly into one policy 
area, but rather straddle a number of regula-
tory, policy and operational authorities and 
entities.176 Similarly, threats and vulnerabilities 
can manifest across the different layers and 
components of the architecture, which itself is 
rapidly changing. The ICPC has noted how a 
wide dispersion of responsibilities for subsea 
cables can work against government action 
with regard to subsea cables, including where 
interaction with other policy areas and other 
actors might be required. As evidenced in 
the interviews conducted for this study, some 
governments are confronting this challenge 
by designating a lead department or entity 
to coordinate government action on subsea 
cable security and resilience issues at policy 
level, while respecting the core responsibili-
ties and functions of other key entities or au-
thorities. The policy lead may be responsible 
for coordinating with other government entities 
on overlapping policy questions (e.g., energy, 
the environment, fishing, shipping, cyberse-
curity, deep-sea mining, national security, dip-
lomatic initiatives). In some instances, it may 

176	 Kavanagh (2023), p.17.
177	 Department of Homeland Security (2024), p.6.
178	 Survey response, Singapore, October 2024. 
179	 Infocomm Media Development Authority (2023), p.13.

also be the lead or the main point of contact for 
reporting of incidents of national or cross-bor-
der significance. 

The United States, like many of the States 
mentioned in this report, realizes that it would 
benefit from “improved internal coordination” 
for a more strategic approach to subsea cable 
security and resilience.177 In Singapore, the 
Infocomm Media Development Authority is 
the lead government entity on subsea tele-
communications cables, serving as a ‘one 
stop shop’ to interface between government 
agencies and operators.178 In this role, and 
as a means to meet one of the strategic prior-
ities laid down in its 2023 Digital Connectiv-
ity Blueprint, which is to “provide capacity to 
enable submarine cable landings to double 
within the next ten years”, the Authority works 
closely with local government agencies and 
industry to identify suitable new sites and 
cable corridors for cable landings and to facil-
itate the landing of new cables.179 It serves as 
the lead agency for domestic policies and reg-
ulations to enhance cable protection and re-
silience and on international engagement and 
cooperation relevant to submarine cables. In 
the United Kingdom, while regulatory issues 
are still dealt with by the Crown Estate and the 
Marine Management Organisation, the De-
partment of Science, Innovation and Technol-
ogy has been designated as lead for telecom-
munications, data and Internet infrastructure 
policy, including the subsea telecommuni-
cations cables connecting the country to the 
global Internet. As such, the Department has 
established dedicated functions with specific 
coordinating and reporting responsibilities 
across government authorities and policy 
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areas.180 Like many entities in other States, the 
Department is seeking to develop an evidence 
base to inform policy development on subsea 
cable-related issues.181 In France, as in many 
States, the designation of a national coordi-
nator for submarine communication cables is 
tied to the State’s efforts to attract more cable 
landings. The role has been assigned to the In-
terministerial Mission for the Acceleration of 
Industrial Developments, which is attached to 
the General Directorate for Enterprises within 
the Ministry of Economy and Finance. Its main 
responsibilities involve facilitating relations 
with industry, including with regard to admin-
istrative procedures; and supporting territo-
rial services, notably to ensure that projects 
are implemented in compliance with applica-
ble regulations and inter-service coordination. 
The latter applies to overseas territories and to 
cable projects which involve foreign govern-
ments or companies.182 

Often, a policy lead or national coordinator 
may also be the lead entity for international 
engagement on subsea telecommunications 
cable issues, as in the case of Singapore. 
In other contexts, that outward-facing role 
is increasingly taken on by ministries or de-
partments of foreign affairs, as is the case of 
Australia’s new Cable Connectivity and Re-
silience Centre and the US Department of 
State’s Bureau of Cyberspace and Digital 
Policy.183

180	 Some key government entities that DIST engages with specifically on subsea cable issues and incidents include the 
Cabinet Office, the National Protective Security Authority on physical security issues; the National Cyber Security 
Centre on threats to the logical layer of cable systems; the Ministry of Defence, which is operational lead for monitoring 
activity within UK territorial waters and its EEZ; the Maritime and Coastguard Agency; and the Joint Maritime Security 
Centre and its National Maritime Information Centre, which are responsible for providing Maritime Domain Awareness 
and Understanding to all of government and UK law enforcement, in turn underpinned by the Royal Navy’s Maritime 
Domain Awareness Programme which provides the essential data layer to the Joint Maritime Security Centre. Some of 
these existing structures are also reviewing their policies and updating their reporting systems relevant to subsea infra-
structure.

181	 UK Department for Science, Innovation & Technology (2024).
182	 Secrétariat général de la mer (2020), para. 2.2. 
183	 Australia Department of Foreign Affairs and Trade (n/d); US Department of State (2024b).
184	 Council for Security Cooperation in the Asia Pacific (2014), p. 3.
185	 Ibid. (emphasis added).

4.1.4. National preparedness
Related to the above, for a growing number 
of States, a consideration of ‘criticality’ also 
provides a basis for integrating subsea in-
frastructure into national (or regional) pre-
paredness and crisis response arrangements. 
Already in 2014, a Council for Security Co-
operation in the Asia Pacific memorandum 
proposed that governments in the region 
establish a number of cooperative mecha-
nisms in order to protect submarine cables 
and ensure their rapid repair.184 One such 
measure included ‘contingency planning 
at the regional level’ which would include 
“a standard procedure whereby the cable 
industry immediately notifies relevant govern-
ment agencies through a designated national 
lead agency wherever there is a cable break 
or suspicious activity observed so that a risk 
assessment can be conducted to determine 
the likelihood of a possible hostile action”.185 
In this regard, the memorandum emphasized 
the need to prioritize the designation of a lead 
agency for cables, which, as discussed above, 
some States in the region such as Singapore 
have taken seriously.

Today, many States now consider subsea 
cable incidents in their national emergency 
preparedness plans, are establishing crisis 
coordination arrangements within and 
between relevant States, as well as dedicated 
points of contact at policy and operational 
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levels. They are also beginning to put in place 
the necessary mechanisms and procedures 
to ensure coordination of response and op-
erational preparedness to incidents affecting 
the infrastructure. For instance, in the United 
Kingdom, the Department of Science, Innova-
tion and Technology has established a ‘subsea 
communications cable industry group’ which 
meets regularly on a voluntary basis to 
discuss different issues, including potential 
risks to the systems. The group includes tier 
1 companies, and other traditional industry 
actors. Depending on the topic discussed, a 
given meeting may involve other key govern-
ment or industry actors. Key issues that the 
group has focused on recently include crisis 
communications. In this regard, exercises with 
government and industry actors have been 
used to confirm and test roles and responsibil-
ities of different actors from incident reporting 
through to response and recovery. In addition, 
the Department engages in a range of cooper-
ative mechanisms with counterparts in other 
States, many of which relate to exchanging in-
formation on policies and sharing information 
on incidents.186 

Often these kinds of efforts begin with consul-
tations or outreach to industry. For instance, 
in December 2024, Ireland and Iceland 
convened government and industry repre-
sentatives and researchers to deepen their 
understanding of different aspects of crisis 
management as it applies to subsea com-
munications cables and to inform their own 

186	 Interviews April-October 2024; Valentia Island Symposium Proceedings Report (forthcoming). 
187	 This was consistent with consistent with an April 2024 National Security Memorandum on Critical Infrastructure Security 

and Resilience, which noted with regard to information-sharing: “The appropriate sharing of information, which may 
include relevant classified and unclassified intelligence and [law enforcement] sensitive information, among Federal, 
State, local, Tribal, and territorial entities; owners and operators; and other relevant stakeholders, is essential for 
effective risk management. The Federal government will support a robust information sharing environment and public–
private cooperation that enables actions and outcomes that reduce risk”; US Department of State (2024a).

188	 US Department of Homeland Security (2024); see section on Public–Private Engagement, Path Forward, p. 6.
189	 European Council (2024).
190	 European Commission (2025b).
191	 European Council (2020).

national processes and procedures relevant 
to contingency planning, incident reporting, 
crisis response and crisis communications. 
Within its current regulatory review, the United 
States’ Federal Communications Commission 
has sought comment on how the Commission 
can facilitate information-sharing between 
national security agencies and industry.187 For 
its part, following an initial series of engage-
ments between government departments 
and leading subsea cable owners, operators, 
vendors and suppliers, the Department of 
Homeland Security has committed to enhance 
mechanisms for more effective coordination 
with the subsea cable industry ecosystem.188

In the European Union, member States can 
use a number of instruments as guidance 
for preparedness and crisis management 
relevant to subsea infrastructure. The most 
recent of these is the Critical Infrastructure 
Blueprint, which provides a basis for a coordi-
nated Union-wide response to disruptions of 
CI with significant cross-border relevance,189 
and the proposed EU Blueprint on cyberse-
curity crisis management, which will cover 
crises resulting from large-scale cybersecurity 
incidents affecting network and information 
system availability for sectors covered under 
NIS2.190 These need to be tailored and coor-
dinated with other key EU instruments such 
as the Council’s Integrated Political Crisis 
Response Mechanism,191 the Working Party 
on Civil Protection (PROCIV) which covers 
critical infrastructure, the updated Maritime 
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Security Strategy,192 as well as the broad range 
of other crisis management instruments and 
networks already in place.193 The recent EU 
Action Plan on Cable Security also calls on 
EU States to “make effective use of existing 
incident reporting mechanisms under the 
CER and NIS2 Directives and avail of contact 
lists provided for in the aforementioned Blue-
prints”.194 

While progress on transposing many of these 
instruments into national legislation is fitful, 
it should eventually allow for a more coordi-
nated response to potential incidents. Ireland, 
for example, introduced new regulations in 
October 2024 to transpose the CER Directive 
into national law. The new regulations include a 
provision for a Minister with responsibility for a 
particular sector to potentially provide financial 
assistance to a Critical Entity or a Competent 
Authority where an essential service needs to 
be supported and such support is justified by 
public interest objectives.195 It is not yet clear 
whether the provision would apply to subsea 
telecommunications cable systems in an Irish 
context and whether the provision mentioned 
would ever be triggered in the event of an 
incident. Nonetheless, this provision and 
others complement key cyber crisis man-
agement and incident response provisions 
relevant to digital infrastructure (under which 
subsea cables and data centres fall) in the 
forthcoming National Cyber Security Bill, 
which will transpose the NIS2 Directive into 
national law.196 Ireland’s first national maritime 
security strategy, currently under develop-
ment, will likely also cover such issues. For 

192	 European Council (2023).
193	 These include the EU Hybrid Toolbox and the revised EU Protocol for countering hybrid threats, the European Cyber 

Crisis Liaison Organisation Network (EU-CyCLONe), the CSIRTs network and the pan-European systemic cyber incident 
coordination framework for relevant authorities (EU-SCICF). 

194	 European Commission (2025), p. 13.
195	 Statutory Instruments, S.I. No. 559 of 2024, European Union (Resilience of Critical Entities) Regulations, para. 6.
196	 A Cabinet decision in July 2024 directed priority drafting of the legislation transposing the NIS2 Directive, and drafting is 

underway; Department of Environment, Climate and Communications (2024). 
197	 UK Ministry of Defence et al. (2025); NATO (2025).

EU States that are also members of NATO or 
that participate in loose coalitions such as 
the Joint Expeditionary Force, other mech-
anisms likely also kick in, particularly in the 
event of incidents in which the involvement of 
hostile State actors is suspected. One recent 
example is the Joint Expeditionary Force’s 
UK-led reaction system Nordic Warden which 
will track threats to undersea infrastructure, 
monitor shadow fleets and alert partner States 
and NATO in the event of suspicious activity. 
Another is NATO’s Baltic Sentry, which aims 
to “enhance NATO’s military presence in 
the Baltic Sea and improve Allies’ ability to 
respond to destabilizing acts”.197

4.1.4.1. Understanding and managing 
risk

Understanding risk is key to emergency pre-
paredness and crisis management and should 
be a key driver for a government’s contribution 
to strengthening a system’s resilience capac-
ities. Most damage to subsea cables stems 
from commercial activity and natural hazards, 
largely occurring in a country’s territorial sea, 
often in shallow or congested waters. These 
kinds of risks, which also manifest differently 
depending on geography, are what tend to 
keep industry players up at night and many of 
the government best practices identified by the 
ICPC have been penned with these in mind. In-
creasingly for many governments, however, it 
is also the intentions of malicious State actors 
(or proxies acting on their behalf) vis-à-vis 
subsea cable systems that concern them. As 
a result, governments have been calling for 
greater understanding of the risks associated 
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with subsea infrastructure to enhance 
incident or crisis preparedness. As noted, 
the European Commission’s recent Recom-
mendation has emphasized the importance 
of risk assessments and mapping,198 as has 
the New York Joint Statement on the Security 
and Resilience of Undersea Cables.199 In the 
United States, the FCC’s proposed regulatory 
changes are strongly centred on risks not pre-
viously contemplated, among them national 
security, foreign policy and trade risks.200 The 
US Department of Homeland Security white 
paper, too, emphasizes risk, being particularly 
concerned with those that may occur in the 
deep sea.201 

The ICPC Best Practices suggest that gov-
ernments “focus on statistically-significant 
risks where government action could have the 
greatest impact on risk reduction” and that 
governments “consult closely with industry to 
understand industry technology and operating 
parameters and to share data regarding 
risks”.202 The recommendations note the utility 
of such a practice for “identifying patterns 
of activity, gaps in existing cable protection 
efforts, areas for improving resilience, and 
identification of malicious acts by States and 
non-State actors”.203 As a best practice, the 
ICPC therefore suggests that “consistent with 
competition laws, [governments consider] 
establish[ing] mechanisms for exchanging 

198	 The Recommendation strongly emphasizes the need to develop a consolidated Union-wide assessment of risks to the 
infrastructure, and to this end, encourages national governments “to carry out an assessment of risks, vulnerabilities 
and dependencies affecting subsea cable infrastructures, which should include a mapping of existing and planned in-
frastructures”. A tender has since been put out seeking consultants to fulfil these tasks; see European Commission 
(2024b).

199	 The Joint Statement emphasizes the importance of regular security risk assessments across the cable life cycle, as well 
as the importance of considering both technical and non-technical risk factors in the development and implementation 
of risk mitigation measures. European Commission (2024d), 

200	 US Federal Communications Commission (2024). 
201	 Department of Homeland Security (2024), p.3.
202	 International Cable Protection Committee (2021), p. 1.
203	 Ibid., p. 11.
204	 Ibid.
205	 Ibid., p. 10. 
206	 Interview, 26 April 2024.

incident data and threat information”.204 Under 
its CI designation recommendation, the ICPC 
also suggests that governments “gather and 
assess data regarding vulnerabilities of, and 
threats to, submarine cables” and “develop 
and implement policies to reduce those vul-
nerabilities and threats”.205 Transposing these 
recommendations on data-sharing and risk 
assessment into actual practice is no easy 
task and can become entangled in a web of 
commercial and national political and security 
interests. Nonetheless, as noted, several gov-
ernments are currently reviewing and stream-
lining their industry engagement processes to 
determine who on the private sector side they 
should engage and for what purpose, the kind 
of data that would be useful to governments in 
such exchanges, and vice versa, and how in-
formation can be shared in a secure manner. 

In Sweden, until recently, such interaction 
with relevant industry actors was voluntary, 
implemented through the National Telecom-
munications Coordination Group. Following a 
broader internal review process linked to the 
transposition of key EU instruments (NIS2, 
CER) into national legislation, and the October 
2023 incident in the Baltic Sea in which a 
subsea telecommunications cable connect-
ing to Estonia was damaged, such interaction 
has now become mandatory.206 Through their 
CI legislation, the Netherlands and Finland, 
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too, are providing a legal basis for such coop-
erative interaction with industry actors, which 
can help in establishing common baselines on 
risk.207 

The United States, too, has recognized that 
close coordination with subsea cable industry 
players is key to meeting resilience challenges 
and objectives. Yet, as noted in the afore-
mentioned Department of Homeland Security 
white paper, subsea cable systems do not fit 
within “existing government mechanisms for 
engaging critical infrastructure owners and 
operators”. While some industry players might 
be represented in some existing mechanisms, 
there is “no forum in which the full scope of 
the cable industry can effectively collabo-
rate with the U.S. government to identify and 
address shared challenges”, in turn “limit[ing] 
the government’s opportunities to gain 
insights from the cable industry on its unique 
risks and challenges”.208 The Department of 
Homeland Security committed to addressing 
these engagement and representation issues, 
including by availing of existing mechanisms 
and by exploring new ways to engage industry, 
including for “classified and unclassified infor-
mation exchange”.209 Significant coordination 
across current review processes will be key 
to moving forward on this topic at all levels of 
government and administration. 

4.1.4.2. Outage and incident reporting

As with other critical areas, governments can 
use incident or outage reporting to enhance 
understanding of risk and to enhance resil-
ience. Having in place such mechanisms, be 
they mandatory or voluntary, can contribute 
to strengthening both the absorptive and re-
storative capacities of the systems. They are 

207	 US Department of Homeland Security. (2024).
208	 Ibid, p.6.
209	 Ibid.
210	 Kavanagh (2022).
211	 Ibid.

generally put in place to help address short-
comings vis-à-vis preventable incidents 
and to prepare for unexpected events. They 
can include defining the scope for covered 
entities; establishing outage thresholds; 
defining reporting timelines, and, in the case 
of mandatory reporting, ensuring enforcement 
in the event of non-compliance. 

Incident reporting can also help to inform the 
establishment of baseline criteria for incident 
classification based on the scale and severity 
of an incident, a routine aspect of risk manage-
ment. Incident classification, in turn, helps to 
generate an evidence base for understand-
ing the threat landscape and for maintaining 
shared situational awareness within govern-
ments and between governments and private 
sector actors. Reporting also helps to identify 
trends where tactics, techniques and proce-
dures are concerned, a key aspect of attribu-
tion. Reporting supports emergency prepared-
ness and crisis management by providing a 
routine and consistent mechanism for objec-
tively assessing and prioritizing incidents, 
identifying gaps in existing protection efforts 
and defences, and ensuring a timely response 
and recovery.210 Moreover, such mechanisms 
can inform decision-making at the highest 
levels, and help to clarify the entity(ies) respon-
sible for leading or coordinating the response, 
as well as identify relevant resources, capacity 
and capability requirements. Importantly in 
the current environment, reporting can help to 
ensure consistency and clarity in the way an 
incident is communicated within and across 
organizations, to the broader public or to 
suspected perpetrators.211 

In some countries, subsea cable incident 
reporting is informal or voluntary, like for 
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instance, in the United Kingdom. Subsea cable 
incidents that have national implications may 
get reported to the Department of Science, In-
novation and Technology’s telecoms incident 
response team, which has a dedicated officer 
who works on response coordination across 
government, although that lead role would 
likely delegate to defence if suspected to be the 
action of a hostile State actor. Today, a growing 
number of States are moving in the direction 
of mandatory incident/outage reporting, in 
accordance with specific criteria and thresh-
olds (Australia, Cook Islands, Estonia, New 
Zealand, United States). Several States 
that mandate cable incident reporting also 
impose penalties when an incident has not 
been duly reported (Australia, Cook Islands, 
New Zealand, United States, Uruguay). 
Sometimes the notification process is tied 
to permitting processes for repair when dis-
ruption has occurred within a State’s territo-
rial waters or EEZ. For instance, Singapore’s 
Infocomm Media Development Authority 
requires notification by licensees of ‘cable 
damage incidents’ that have occurred in its 
Port Limits and its Traffic Separation Scheme 
zone. The Authority provides a standard 
schema for incident notification in a dedicated 
guidance note.212 Given delays that permit-
ting for repair can entail, the Maritime Port 
Authority of Singapore has committed to pro-
cessing approvals for expedited repair works 
within 3–5 working days.213 As we note further 
on, industry bodies have for long promoted 
pre-authorization for repairs, so as to avoid 
such delays, and some States today provide 

212	 The schema requires the contact details of the relevant government point of contact to whom the notification should be 
sent, and the sections for different information that the licensee should provide (the name of the licensee; date and time 
of the report; the affected system; estimated date/time of damage; map coordinates (latitude and longitude); description 
of the incident; and any other remarks (e.g., information of the vessels in the area at the time of the incident); Infocomm 
Media Development Authority Singapore (2019).

213	 Ibid. 
214	 The Code (Title 47) is also specific about what does not need to be reported, for example, if the outage is caused by 

announced planned maintenance and the licensee notified its customers in advance of the planned maintenance and 
expected duration, although there are also exceptions to this rule. US Office of the Federal Register (2024), § 4.15, para. 
(a).

215	 Ibid. para. (b).

for such pre-authorization or full exemptions. 

Worthy of note is the United States current 
reporting requirement set out in the Code of 
Federal Regulations – the Network Outage 
Reporting System). The reporting system 
focuses on submarine cable outages, whereby 
‘outage’ is defined as a “failure or significant 
degradation in the performance of a licens-
ee’s cable service regardless of whether the 
traffic can be re-routed to an alternate path, 
where (i) an outage of a portion of submarine 
cable system between submarine line terminal 
equipment (SLTE) at one end of the system 
and SLTE at another end of the system occurs 
for 30 minutes or more; or (ii) an outage of any 
fibre pair, including due to terminal equipment, 
on a cable segment occurs for four hours or 
more, regardless of the number of fiber pairs 
that compromise the total capacity of the cable 
segment”.214 In the event of outages requiring 
reporting, the licensee (or a licensee repre-
senting a consortium) is expected to provide 
the Federal Communications Commission 
with a Notification, an Interim Report and a 
Final Outage Report, each within specified 
timelines and using specified templates.215 
The Code also provides detailed guidance 
on the information that should be included in 
each of these reports. For instance, the No-
tification Report is due within eight hours of 
the time of determining that an event is re-
portable and should include the name of the 
reporting entity; the name of the cable and 
a list of all licensees for that cable; the date 
and time of onset of the outage, if known; a 
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brief description of the event, including root 
cause if known; nearest cable landing station; 
best estimate of approximate location of the 
event, if known (expressed in either nautical 
miles and the direction from the nearest cable 
landing station or in latitude and longitude co-
ordinates); best estimate of the duration of the 
event, if known; whether the event is related 
to planned maintenance; and a contact name, 
contact email address, and contact telephone 
number by which the Commission’s technical 
staff may contact the reporting entity.216 
The Interim Report, due within 24 hours of 
receiving the Plan of Work, requires the same 
information as the Notification Report, as well 
as the “best estimate of when the cable is 
scheduled to be repaired, including approx-
imate arrival time and date of the repair ship, 
if applicable”.217 The Final Outage Report, 
due seven days after the repair is completed, 
should, in addition to the data points provided 
in the first two reports, include information 
on the outage restoration method and be 
updated if further information on the outage 
comes to light after the report is submitted.218 

For its part, in the European Union, NIS2 and 
CER Directives, the Critical Infrastructure and 
Cybersecurity Blueprints, the Digital Opera-
tional Resilience Act and other instruments 
provide guidance to EU States for reporting 
on incidents. The Recommendation and the 
Action Plan on Cable Security also encourage 
member States to share information on 
incidents and incident response, and on 

216	 Ibid, para. (b), (2), (ii). 
217	 Ibid. para. (b), (2), (iii). 
218	 Ibid. para. (b), (2), (iv).
219	 European Commission (2024a), p. 12. 
220	 Ibid.
221	 European Commission (2025), p. 11.
222	 Interviews, February, April 2024. 
223	 McBride (2022). 

relevant best practices, in a manner that seeks 
to maximize synergies with the NIS2 and CER 
Directives.219 The Recommendation also en-
courages EU States to offer each other assis-
tance in the event of an incident,220 while the 
Action Plan calls on private entities to enhance 
reporting of incidents, including by sharing in-
formation on incidents above and below the 
legal reporting obligation.221 At a practical 
level, the States and operators affected by 
the 2023 and 2024 incidents in the Baltic Sea 
have demonstrated the usefulness of sharing 
incident data and of coordination and mutual 
assistance, even if the operators were respon-
sible for the actual response and recovery 
effort and despite initial contrasting commu-
nications on the incident by those involved.222 

4.1.4.3. Incident response

Even with clear reporting procedures and 
protocols in place, responding to an incident 
can be a messy process for governments, es-
pecially at the outset. Take the 2022 Shetland 
Islands incident, in which two Faroese 
Telecom cables were severed. In this specific 
case, the Police declared a major incident after 
SHEFA-2, the main subsea cable between the 
Shetland islands and the UK mainland, was 
cut, affecting more than 20,000 people on the 
islands, including emergency services.223 The 
cable operator reported the incident to the 
United Kingdom’s Maritime and Coastguard 
Authority, the government agency responsible 
at operational level for reporting in instances 
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where subsea cables are damaged.224 In this 
case, the Authority quickly confirmed that 
the break resulted from anchor dragging by 
a UK-registered fishing vessel. The vessel in 
question had not reported the incident, as per 
its obligations.225 However, the Coast Guard 
identified it as the only vessel in the area of 
the cable when it was damaged and could 
thus attribute the incident to the vessel in 
question – later confirmed by VMS data. While 
incident reporting procedures appear to have 
worked at the operational level, a redacted 
email exchange obtained by BBC Scotland 
through a Freedom of Information request on 
the incident demonstrates the complexity of 
incident reporting at the policy level, with a 
growing number of regional and national actors 
seeking to confirm that the cable damage had 
been caused by a fishing vessel and not by a 
hostile State actor.226 As we discuss further on, 
learning from these kinds of incidents is key to 
national preparedness and emergency man-
agement planning.

Moreover, across almost all the States in-
terviewed or studied, given increasing data 
sources and reporting requirements, efforts 
are underway to understand how these come 
together or are fused to inform not just situa-
tional awareness but also to guide decisions 

224	 Telecommunications is a reserved matter in the United Kingdom (and several other States) meaning that the central 
government is responsible for regulation, policy and all other telecommunication-related initiatives, including incident 
reporting.

225	 The Scottish Government received confirmation from the Maritime Coastguard Agency on 20 October 2022 that a UK 
registered fishing vessel was the cause of damage to the subsea cable affecting telecommunications on Shetland; 
Wishart (2022).

226	 In the Shetlands case, the Critical Infrastructure Resilience Unit in the Scottish Government’s Resilience Division was the 
regional lead coordinating information and liaising with the relevant Scottish and central governments on the incident.

around the actual response. This is one par-
ticular area where additional effort to bring 
security and resilience together within a 
common framework would be very benefi-
cial. For instance, in some recent incidents 
where sabotage was suspected, there has 
been a significant gap between the effects 
of the cable breaks per se, which appear to 
have had minimum service impacts and thus 
limited effects on the affected societies’ vital 
functions, and the responses to them. Due 
to the geopolitical context and the strategic 
locations of where the incidents occurred, as 
well as their continued occurrence in subse-
quent months, the traditional law enforcement 
operational response (generally involving 
coast guards) has sometimes been accom-
panied by special forces, warships and other 
capabilities as well as significant diplomatic 
engagement and much else. This is not to say 
the latter was not warranted. Rather, as has 
been discussed, ensuring mechanisms for 
learning from these incidents should be part of 
national processes for reviewing and fine-tun-
ing emergency management and response 
planning, military operations and related rules 
of engagement, and, importantly, criminal in-
vestigations and attribution processes. 
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4.2. Restorative Capacities

227	 International Cable Protection Committee (2021).
228	 Noor (2024).
229	 Noor (2024), p.6.
230	 State Council of the People’s Republic of China (1989).

Restorative capacities refer to the capacity 
of a system to re-establish performance as 
quickly as possible after a disruptive event. It 
involves actions that are carried out to revert 
the effects of a disruption. It is enhanced by 
contingency plans, competent emergency op-
erations, and the means to get the right people 
and resources to the right places. These are 
measures generally taken by the owners and 
operators of the systems and other private 
actors in the ecosystem. Yet, governments, 
too, can often contribute to strengthening 
the restorative capacities of the systems. Our 
research shows that these efforts can manifest 
through regulatory action, investments in 
knowledge development and metrics, in main-
tenance and repair capabilities, and in crisis 
response. 

4.2.1. Regulation
For the ICPC, a key step that governments can 
take to ensure that the performance of a cable 
system is restored as quickly as possible is 
ensuring that national regulation does not 
cause unnecessary delays to repair efforts, be 
it because of permitting or port entry require-
ments, the imposition of cabotage and crewing 
restrictions, maritime boundary claims and 
disputes, or the imposition of importation re-
quirements and custom duties.227 Nonethe-
less, government practice across each of 
these areas varies enormously, further compli-
cated at times when one government authority 
makes a decision that contradicts that of 
another. There may also be regulatory inconsis-
tencies across the jurisdictions through which 
a cable crosses or on which it lands, which can 
create significant delays to maintenance and 

repair efforts. For instance, Canada, China, 
Indonesia and Malaysia are often called out 
by industry for their cabotage practices. As a 
case in point, administrative red tape and the 
cabotage regulations in Indonesia meant that 
repairs of the SEA-ME-WE 5 cable damage in 
2024 took several weeks, rather than just a few 
days, to repair.228 Malaysia recently changed 
its cabotage policy for foreign ships for in-
stallation and repair. The decision resulted 
from “significant pressure from local and in-
ternational tech players, as well as the gov-
ernment’s own commitment to advance the 
country’s digital transformation agenda”.229 
In China, in accordance with art. 70(6) of the 
Marine Environment Protection Law, foreign 
vessels are required to obtain prior approval 
to enter China’s territorial sea to repair, adjust, 
or remove its subsea cables. Conversely, a 
later regulation allows foreign maintenance 
ships to act where urgent repairs are required 
for damaged cables laid on China’s continen-
tal shelf, provided that such operations do not 
“impair China’s sovereign rights and jurisdic-
tion”.230  

As noted earlier, streamlining regulation and 
identifying a designated point of contact 
for regulatory and policy issues can help to 
overcome these challenges. In some regions, 
industry and governments are collaborating 
to raise awareness of these challenges and to 
promote greater consistency and coherence 
in relevant regulation. Oftentimes, govern-
ments have legitimate reasons to impose re-
strictions, yet provide workarounds to allow 
expedited access for maintenance and repair. 
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Singapore, which has not experienced any 
cable cuts in its own waters over the past 
three years, is concerned about reports that 
“cable repairs around the world, in particular 
faults at sea, have taken longer than usual to 
repair/resolve, thus hurting consumers and 
businesses that depend on the cables for their 
connectivity needs”.231 Understanding that 
repair times to resolve cable faults depend 
on a number of factors, for Singapore “it is 
critical that the global community, including 
governments and private sector, work towards 
consensus on norms and standards to protect 
this critical undersea infrastructure, and 
ensure timely restoration on international con-
nectivity lifelines”.232 We come back to some of 
these issues below.

4.2.2. Identifying investment 
and other such gaps 
A robust maintenance and repair ecosystem 
is key to ensuring the restorative capacities of 
the global network of subsea cable systems. 
Until relatively recently, few States had a clear 
understanding of this niche area of the industry 
and how it keeps data flowing between conti-
nents, even in the event of serious disruptions, 
or during global crises such as COVID-19. 
Today, triggered by growing dependencies 
on the systems and concerns of their vulner-
ability to serious outages, numerous States 
are turning their attention to the resiliency of 
the maintenance and repair ecosystem and 
the measures they, too, may need to take to 
enable and ensure sufficient maintenance and 
repair capabilities, secure the supply of spare 
cables, material and equipment, and sustain 
the niche cable maintenance workforce. 

231	 Singapore questionnaire response, October 2024. 
232	 Ibid. 
233	 Franken et al. (2022).
234	 UK Department of Science, Innovation and Technology (2023). 
235	 Ministry of Communications, India (2023). 
236	 International Telecommunication Union (2024).

Most policy and regulatory attention has 
focused on ensuring accessibility to core 
cable suppliers and to cable repair capabili-
ties, including in times of crisis and conflict, 
and to ensure that these services, too, are both 
secure and resilient. To this end, some States 
are conducting in-depth consultations and 
studies to support policy and regulatory devel-
opment in this area and assess whether they 
may need to fill investment gaps. For instance, 
in 2023, the United Kingdom’s Department of 
Science, Innovation and Technology issued 
a public tender to assess the maintenance 
and repair structures and provisions for the 
United Kingdom, which is highly dependent on 
subsea cables, although boasting high levels 
of resilience.233 Through the tender, the De-
partment sought to understand opportunities 
and challenges of the extant model, what “a 
sustainable and effective repair model” looks 
like in practice, as well as potential vulnera-
bilities in the event of a major outage leading 
to unacceptable disruption.234 India, too, has 
increased its focus on the topic, with a 2023 
in-depth study undertaken by the Telecom 
Regulatory Authority highlighting the lack of a 
sovereign repair capability as a major vulner-
ability in light of its connectivity needs and its 
digital transformation objectives.235 

States of West Africa, affected first by the 
Red Sea outages in February 2024 and shortly 
thereafter by those resulting from the undersea 
event off the coast of Abidjan in Cote d’Ivoire, 
were concerned enough to raise the topic at 
the ITU, and push for the establishment of 
an international advisory group to study “the 
timely deployment and repair of submarine 
cables”.236 
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Some States have already made investments. 
Indeed, as already discussed in our 2023 
report, in 2019, the United States’ National 
Defense Authorization Act for Fiscal Year 
2020 provided for the establishment of a 
“Cable Security Fleet”.237 The Fleet includes 
two commercial vessels already providing (or 
being built to provide) cable services such 
as “installation, maintenance, or repair of 
submarine cables and related equipment, 
and related cable vessel operations”.238 The 
relevant Code provides strict criteria regarding 
the age and flag of the vessels, the citizen-
ship of the owner and operator of the vessel, 
and chartering of the vessel. It also sets out 
obligations and rights under operating agree-
ments, as well as a long list of national security 
requirements and a payment schedule of USD 
10 million per annum.239 The United States’ 
backing of SubCom as a core supplier to 
countries in the strategic East Asia Pacific 
region, and France’s recent (re)purchase of 
majority shares in Alcatel Submarine Networks, 
one of the other main cable suppliers, and its 
framing of the acquisition as a strategic move, 
signals the value of these companies today.240 

In its Recommendation on Secure and 
Resilient Submarine Cable Infrastructures, the 
European Union also encourages member 
States to “cooperate to develop maintenance 
and repair capacities for submarine cable in-
frastructures”.241 The European Commis-
sion’s 2025 Action Plan on Cable Security 
advances this intent, outlining key steps it will 
take in the short and medium term to ensure 
resilience in this area. In the immediate and 

237	 Kavanagh (2023), p.22
238	 US Code (2021), Ch.532, Cable Security Fleet, § 53201, (1).
239	 Ibid. § 53201- § 53205.
240	 Brock (2023); Lartigue (2024).
241	 European Commission (2024a), p. 5 para. 22.
242	 European Commission (2025), Section 4.2, p. 13.
243	 Ibid. p.14. 
244	 The study, supported by SubOptics Limited, is authored by Telegeography and Infra-Analytics. The results will be 

presented at the SubOptics conference in Lisbon in June 2025. 

short term, it proposes facilitating the con-
tracting of repair services already available on 
the market through an existing Union Civil Pro-
tection Mechanism. It also discusses availing 
of modular repair equipment capacity as a 
kind of plug-and-play option. And it suggests 
stockpiling essential material and equipment. 
In the medium term and to prepare for potential 
systemic failures, it proposes supporting 
“the acquisition or contracting of additional 
repair and deployment vessels” for specific 
maritime basins, prioritizing the Baltic/North, 
that could be managed through regional 
framework agreements, a pilot of which could 
be tested in the Baltic Sea with relevant private 
sector actors. 242 Also in the medium term, the 
Action Plan proposes the establishment of a 
multi-purpose Cable Vessels Reserve Fleet to 
be used in emergency situations for repairing 
cables (optical fibre and electric) connecting 
Union territories, the funding for which could 
be drawn from existing funds, including the 
Connecting Europe Facility.243 Moving forward 
on these actions will require deep engagement 
with the cable maintenance/repair industry, 
which itself is undertaking a study of marine 
maintenance for submarine cables to assess 
how the projected surge in new subsea cable 
deployments will impact maintenance needs 
and regional resources.244

For governments, understanding how the 
current repair ecosystem works can help to 
confirm factors already identified by industry 
that may delay repair and recovery efforts 
(e.g., lengthy permitting processes, backlogs 
of repairs), or inform ongoing discussions, 
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and, eventually, decisions on regulatory de-
velopment/reform, government investment in 
cable maintenance and repair capabilities, and 
other measures that can strengthen the re-
storative capacities of subsea cable systems. 
This can include a consideration of their own 
connectivity needs and objectives, the avail-
ability of maintenance and repair vessels 
under existing maintenance arrangements245 
(figures 4 and 5 below) or regulatory issues. It 
can also include consideration of changes to 
the ecosystem that might affect the availability 
of vessels in the event of outages, for example 
SubCom’s shift from maintenance work to in-
stallation, or perceived actions by hyperscal-
ers to reduce costs, even when “margins are 
thin and contracts are short-term”, in turn a 
disincentive for investing in new vessels which 
can cost up to USD 100 million.246 

Systematic data gathering on cable repairs can 
also inform such decisions. As of today, most 
such data gathering on cable repairs tends to 
be collated by industry bodies (e.g., ICPC) or 
commercial entities (e.g., OceanIQ). For gov-
ernments, working with industry to understand 

245	 Through maintenance agreements, cable owners pool and share repair and maintenance capacities. There are two types 
of maintenance agreements: agreements based on geographical zones and private maintenance agreements on an ad 
hoc basis. In the first case, the cable owners organize themselves to sign a cable maintenance agreement based on 
geographical zones. In the case of private maintenance agreements, the owners of maintenance ships propose a main-
tenance service for individual cables; for more, see Agarwal (2024).

246	 Dzieza (2024).
247	 Palmer-Felgate et al. (2013).

these existing data sets and their opportuni-
ties and limitations is important as they can 
provide a basis for investment decisions in the 
event of market failure.

One such data set is the Global Cable Repair 
Data Analysis, updated and presented at the 
ICPC’s annual plenary meeting since 2011 
and drawn from data provided to the ICPC by 
marine maintenance providers (cable main-
tenance zones and private maintenance 
agreements). Taking a traditional engineer-
ing approach, the analysis is centred on the 
mean time to commence a repair effort. Key 
data points used to assess the mean time 
to commence repair include interval times 
between notification of the incident (ideally 
a vessel would sail within 24 hours of notifi-
cation); and arrival at the repair area, calcu-
lated as per distance to arrival, the jurisdic-
tion (State) and the maritime area (territorial 
waters or EEZ) within which the cable lies.247 
Data analysis is then divided into subsets by 
zone and jurisdiction, and within each subset, 
a calculation is made to determine trends. 
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F I G U R E  4 .

Cable zone maintenance agreements based on geographical zones.248

F I G U R E  5 .

Cable zone maintenance agreements based on private maintenance agreements.249

248	 Figure by the authors, with cable data from TeleGeography (2024) and zone data from SubTel Forum (2022).
249	 Ibid.
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According to the analysis, several factors can 
impact the time it takes to commence a repair 
across the different cable maintenance zones. 
These can include weather conditions, geo-
logical events, permit requirements, transits, 
availability of vessel, crew and spares, and 
security and health requirements, all of which 
can manifest differently across maintenance 
zones.250 Consider permitting requirements: 
some jurisdictions that experience one or more 
cable faults per year on average may have 
lengthier repair times due to post facto per-
mitting requirements, in that they may require 
operators to seek a permit after an incident 
has occurred, or may impose cabotage re-
strictions. Others with a similar average may 
experience shorter times to repair due to an 
ex ante authorization system, for instance, 
only requiring notification once the repair is 
underway (Belgium, France, Netherlands, 
South Africa, United Kingdom).251 As noted 
in the previous section, China relaxes its 
cabotage restrictions if a repair is urgently 
required on its continental shelf and as long as 
its sovereignty and jurisdiction are respected. 
Coordination between the maintenance 
provider, relevant government authorities and 
customers can also help accelerate repair 
efforts, as was the case with the C-Lion1, the 
high-capacity cable connecting Finland and 
Germany that was cut in November 2024.252 
So can sheer chance, as evidenced in the 
Shetland Islands incidents in 2022, where the 
fact that a repair ship was already in the vicinity 
contributed to accelerating the repair effort.253 

As discussed, earthquake or flood resulting 
in landslides or turbidity currents can result in 

250	 Palmer-Felgate et al. (2013); Dzieza (2024).
251	 Palmer-Felgate (2024). 
252	 The cut followed that of the BCS East-West Interlink cable connecting Sweden and Lithuania. 
253	 Scottish Government (2023).
254	 Dzieza (2024).
255	 Interviews, April-October 2024; Valentia Island Symposium Proceedings Report (forthcoming).

several cable outages in the same area, posing 
serious problems for the repair effort (Taiwan, 
2006; Japan, 2011; Tonga, 2022; Viet Nam, 
2023; West Africa, 2024). Many of these 
multi-cable events can have second and third 
order impacts that cause delays. For instance, 
in addition to severing seven of Japan’s 12 
trans-Pacific cables, the 2011 earthquake and 
ensuing tsunami also caused a major nuclear 
accident at the Fukushima power plant. This 
meant that specialized equipment and gear 
as well as chemical weapons experts were 
needed to scan the water for radiation before 
the massive repair effort could commence.254 
Other external factors can create delays, as 
is clearly evident in conflict settings. As an 
example, in 2024 a combination of live fire, 
ongoing conflicts in the region, geopolitics, 
as well as sanction regimes and related legal 
conundrums significantly delayed the repair 
effort in the Red Sea.255 

The results of the Global Cable Repair Data 
Analysis are important from a resilience per-
spective. For instance, according to the latest 
update of the global data, in 2023 there were 
reportedly some 206 repairs (up from 184 in 
2022) within 136 different coastal jurisdic-
tions, 54 per cent of which occurred in EEZs, 
48 per cent in territorial waters, and 2 per cent 
in the high seas beyond the 200-mile limit. The 
average notified-to-departure time was 21 
days; the average transit time, 7.5 days, while 
the longest repair delay was 947 days. As for 
fault causes, in 2023, 13 per cent of these 
faults were caused by geological events, 
abrasion and plant failure. The remainder were 
the result of what industry refers to as ‘external 
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aggression’, meaning any damage caused 
by force.256 The types of fault resulting from 
these were almost equal between an electri-
cal fault (shunt only) and optical failure (loss of 
service).257 At the same time, the global repair 
response time in 2023 more than doubled. The 
reason for these delays were due in part to reg-
ulatory requirements (e.g., vessel importation, 
bond provision, cabotage, operational permits, 
security clearances or sanctions compliance). 
Delays may also be due to a mix of factors 
such as repair backlogs, inclement weather, 
dearth of supplies, severity of the disruption 
(shunt fault with limited impact on traffic vs. 
full loss of service), in addition to or combined 
with any or several of the aforementioned reg-
ulatory issues. The Asia-Pacific region has 
tended to be the region with the longest mean 
time to commence repairs, in part due to long 
permitting processes (China, Indonesia), but 
also due to repair backlogs (China, India, Viet 
Nam), which in turn can lead to lesser vessel 
availability.258 This can explain efforts by 
some governments in the region to promote 
investment in additional vessels either within 
existing maintenance agreements or as a 
sovereign capability (India, Viet Nam).259 

In addition to considering the viability of in-
vestment in vessels per se, governments 
need to also assess the potential of new 

256	 Palmer-Felgate (2024). 
257	 An electrical fault occurs when the insulation of a subsea cable is damaged, exposing the metallic core to seawater and 

causing a short circuit. While data transmission may not be immediately interrupted, prompt repairs are necessary to 
prevent further issues. In contrast, an optical failure happens when fibre damage disrupts data transmission, leading to 
service loss that requires repairs to restore connectivity.

258	 Palmer-Felgate et al. (2013); Palmer-Felgate (2024).
259	 Ibid. 
260	 Interviews, April-October, 2024.
261	 Interviews, April-October 2024. 

technologies for maintenance and repair – the 
engineering and other niche skills required to 
repair fibre-optic cables and crew the vessels, 
including under complex conditions at sea and 
taking into consideration existing workforce 
challenges.260 Such investment decisions 
should also be assessed against different 
connectivity options (diversity of cables, 
providers, routes, international capacity, ter-
restrial fibre, local Internet exchanges) and 
other digital infrastructure (e.g., satellite con-
nectivity) that can ensure business continuity 
during unforeseen events. 

Finally, in most instances, repair ships should 
be able to conduct their operations as usual. 
However, in disputed areas or in situations 
of conflict, they may need to request or may 
be offered to be escorted by coast guards 
or navies. In some instances, an installa-
tion or repair operation may be delayed due 
to sanctions or other restrictions impeding 
them from entering a certain area. In each of 
these situations, significant back-channel-
ling to secure access, including for an escort 
or exemptions from sanctions, is key. Several 
States are beginning to take these issues se-
riously.261 A deeper dive into the legal, diplo-
matic, operational and financial implications 
of operating under such conditions would be 
a useful contribution to ongoing discussions. 
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4.3. Adaptive Capacities

262	 See National Communications Authority Ghana (2024).

Adaptive capacities refer to the ability of a 
system to adjust, respond to changing con-
ditions, and evolve after a disruption. It also 
means implementing changes to current 
practices or policies, and to learn from dis-
ruptions, for example, through revising plans, 
modifying procedures, and introducing new 
tools, technologies, and training exercises – 
that is, everything that is needed to improve 
before the next crisis hits. Governments con-
tribute to enhancing the adaptive capacities 
of subsea cable systems through a range 
of measures, including by learning from 
incidents, ensuring that regulatory processes 
remain dynamic, exchanging national views 
on international law and addressing identified 
gaps, and through diplomatic action and inter-
national cooperation. 

4.3.1. Learning from incidents
As has been discussed, many States and 
regional organizations are beginning to 
integrate subsea cable system-related issues 
into more long-term resilience or emergency 
planning. Learning from incidents and from 
regularly conducted exercises are important 
ways to assess the need for policy or regulatory 
change, for identifying investment needs, for 
clearly identifying and reconfirming roles and 
responsibilities of public and private actors in 
national preparedness and crisis response, 
and for relevant communications to the public 
in the event of an incident. There are sufficient 
lessons from recent cable damage incidents 
to learn from, exchange best practices on, 
and further fine-tune preparedness and crisis 
management processes and procedures. 
Where appropriate, involving relevant industry 
players in these efforts is essential, not least 
since in addition to operating the systems, 
they will be the first responders in most cases, 

and are responsible for ensuring business 
continuity. 

Recent incidents have aptly demonstrated the 
importance of having in place clear and timely 
internal modes of reporting and communi-
cating on an incident and clearly defined roles 
and responsibilities for relevant agencies and 
cable operators at the local level, all the way 
through to the relevant regional and national 
authorities. Moreover, recent incidents 
demonstrate the need to ensure that govern-
ment authorities at the highest levels are aware 
of these procedures and how they work in 
practice. Several recent incidents also demon-
strate the importance of effective communica-
tions when incidents occur, and of reassuring 
populations in the event of partial or complete 
loss of service that repairs are underway, and 
that connectivity will be shortly reinstated. 
When relevant, cable operators or service 
providers notify their clients when an incident 
is serious enough, and when service has been 
restored. Governments, too, are beginning to 
take on this task, as part of general civil pro-
tection and resilience efforts. For instance, 
following the March 2024 subsea cable dis-
ruptions off the coast of West Africa, Ghana’s 
National Communications Authority put out 
seven advisories on the disruption, from the 
moment of the disruption until the repair effort 
had been completed some two months later.262 
Meanwhile, as part of their broader societal 
resilience actions, some States are making a 
concerted effort to ensure that their societies 
are prepared for prolonged disruption of com-
munications, be it caused by natural events 
or by hostile State actions (Pacific Island 
States, Finland, Iceland, Norway, Sweden). 

Responsibility for an incident may take time to 
ascertain and, for a number of reasons, may 
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never be publicly attributed. Nonetheless, as 
in other areas, for governments rapid com-
munications on an incident, regardless of its 
cause, are imperative in the current environ-
ment, especially to buffer against mis- and dis-
information and irresponsible statements or 
reporting. For instance, in the Shetlands case 
(and others since), media outlets were quick to 
assume that the disruption resulted from the 
actions of a hostile State actor, drawing conclu-
sions from the fact that the incident occurred 
the same year as the Nord Stream pipeline 
and Svalbard cable incidents, yet paid limited 
heed to the scores of cable incidents that have 
occurred in the same area over the preceding 
decade. While the relevant authorities quickly 
confirmed among themselves that the incident 
was caused by a fishing vessel, they were 
criticized for failing to publicly communicate 
what they knew and for allowing such specu-
lation.263 Indeed, media and think-tank reports 
continued to describe the incident as a result of 
hostile State action months after the incident. 
More responsible reporting would have looked 
at cable damage trends in the specific area, 
which would have immediately pointed to 
trawling as the likely cause of damage, even if 
sabotage could not immediately be ruled out. 
Similarly, in 2024, the Red Sea outages led 
to significant speculation about the incident, 
with commentators quickly latching on to the 
streams of misinformation and disinforma-
tion flowing on social media. Closer collabo-
ration behind the scenes, however, allowed 
for light to be shed on the more likely cause 
of the incident, even if it took longer for such 
news to take root on social media.264 In the 
more recent Baltic Sea cases, speculation 
of sabotage abounded even before official in-
vestigations and industry repair efforts were 
properly underway, influenced in large part 
by the broader geopolitical context.265 Again, 

263	 Marter (2023).
264	 Interviews, April-October 2024. 
265	 Interviews, April-October 2024; Valentia Island Symposium, October 2024. 

while sabotage may well have been the cause 
of some of these incidents, in situations of 
heightened tensions like these, responsible 
communications (and reporting) is imperative. 

Some of these incidents also point to the 
age-old problems confronting seabed users 
that can become enmeshed in domestic and 
global politics. In the Shetland Islands case, the 
cable incident became an item of debate in the 
Scottish Parliament and opened a discussion 
on competing seabed uses, and on potential 
yet complex solutions such as the establish-
ment of designated cable corridors (as noted 
this can create further headaches for govern-
ments, due to the concentration of risk in one 
specific area). These and other such incidents 
can shed light on underlying issues requiring 
attention, such as updating legislation, 
streamlining regulation, ensuring effective ac-
countability for cable damage, regulating and 
policing the use of automated identification 
systems and ensuring easier access to vessel 
monitoring systems, promoting, adopting and 
implementing effective measures directed at 
fishing and anchoring risks, and advancing 
discussions on marine spatial planning. 
Advancing these issues would help to mitigate 
the most common forms of cable damage, 
thus allowing industry to keep data flowing and 
governments to focus on strategic threats. 

Lastly, governments should also use national 
preparedness exercises and drills to inform 
emergency preparedness and crisis 
response planning. For example, Portugal 
hosted a submarine cable security exercise in 
Lisbon in October 2024 to enhance awareness, 
training, and cooperation among key stake-
holders. Participating entities included “a 
wide range of companies, including operators 
and manufacturers, other regulators, various 
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public, civil and military bodies, as well as 
several municipalities.”266 Ensuring such 
exercises – and lessons learned from them 
– are informed by the expertise of relevant 
operators and others such as international law 
and other thematic experts, and that they are 
joined up with relevant crisis management and 
decision-making processes, are equally key.267 

4.3.2. Regulation
Today more than ever, subsea cable-related 
regulation needs to be nimble and dynamic, 
and harmonized as much as possible between 
connected States. Governments need to 
ensure that submarine cable-related regula-
tion is appropriately balanced with other regu-
latory frameworks, and further that it is adaptive 
to changing circumstances. This is particu-
larly important where new cable ownership 
structures, marine spatial planning, national 
security, climate disaster preparedness and 
equities management are concerned. Having 
in place mechanisms that facilitate coordi-
nation across regulators within and across 
borders and that foster appropriate means of 
engagement with industry and academia can 
help to identify those issues that require urgent 
attention and ensure that regulatory decisions 
have a strong evidence base. 

Dedicated platforms, too, can be useful for 
informing policy or regulatory directions where 
subsea cable security and resilience are 
concerned. For instance, in the context of the 
European Union, the Body of European Reg-
ulators for Electronic Communications assists 
the European Commission and the National 
Regulatory Authorities in implementing the 
Union’s regulatory framework for electronic 

266	 Autoridade Nacional de Comunicações (2024).
267	 Dombrowski and Reich (2024).
268	 BEREC (2024a).
269	 Ministry of Digital Affairs, Denmark (2024).
270	 Council for Security Cooperation in the Asia Pacific (2014).

communications. A June 2024 report by the 
Body of European Regulators highlights some 
of the challenges that national regulatory au-
thorities are confronting, particularly where 
new subsea cable ownership structures are 
concerned, with major technology companies 
becoming the main players.268 Such dis-
cussions are emerging at a time of growing 
concerns about over-dependence on big 
technology companies for everyday societal 
needs, over which there is limited democratic 
control.269 

In southeast Asia, attempts have been made 
to take a regional approach to subsea ca-
ble-related issues. Examples include the 
Council for Security Cooperation in the Asia 
Pacific Memo on crisis management and con-
tingency planning, currently being updated.270 
The European Union has convened an 
informal expert group to determine how best to 
implement its Recommendation on Secure and 
Resilient Submarine Cable Infrastructures. 
The envisioned mandate of the expert group is 
broad. It entails annually mapping submarine 
cable infrastructures across the Union as well 
as reviewing national approaches to risk as-
sessment to identify missing information and 
proposing measures to complete these gaps, 
thereby supporting the creation of a compre-
hensive Union-wide risk assessment that – 
ideally – is to be reviewed annually. It is also 
tasked with drafting the initial list of ‘Cable 
Projects of European Interest’ that meet the 
criteria outlined in the Recommendation. Ad-
ditionally, the expert group will be responsible 
for exploring technical solutions to detect and 
deter threats to submarine cables, particularly 
those resulting from EU-funded projects, as 
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well as maintenance and repair capacities.271 
For now, the expert group appears princi-
pally to involve only government represen-
tatives, but public tenders and consultations 
with industry and relevant associations are 
underway, which may well help to avert further 
complexity than already exists.272 

4.3.3. International law
International law plays a crucial role in 
enhancing the resilience capacities of 
subsea cable systems by establishing a legal 
framework that promotes protection, coop-
eration, and accountability. Yet, it is the least 
adaptive of all measures required to protect the 
infrastructure. As discussed in our 2023 report, 
concerns that the international law governing 
subsea cables may no longer be fit for purpose 
have been floated for several decades.273 
Given the uptick in incidents affecting subsea 
telecommunication cable systems, govern-
ments and other actors continue to invest 
resources in understanding potential gaps in 
existing international law. This is a long-term 
process, but one that may eventually bear fruit. 
For instance, reflecting growing concerns of 
possible sabotage of subsea cable systems, 
in 2024 the International Law Associa-
tion Committee on Submarine Cables and 
Pipelines under International Law produced 
its Third Interim Report, focusing “on the 

271	 European Commission (2024a), p. 3.
272	 Submarine Cable Infrastructure Expert Group (2024).
273	 Kavanagh (2023), pp.24-28.
274	 Established by the International Law Association Executive Council in November 2018, the Committee continues to 

produce its interim reports, having acknowledged that the current international legal regime governing submarine cables 
and pipelines established by UNCLOS (and other conventions) “may not adequately address the myriad of challenges 
that States, and entities engaged in cable and pipeline activities, currently face in the development of policies relating 
to all aspects of submarine cables and pipelines”; ​​International Law Association (2024), p. 3. Already in 2014, the 
Handbook of Law and Policy on Submarine Cables dedicated a chapter to intentional damage; see Burnett, Davenport 
and Beckman (2013), chp. 12.

275	​​ International Law Association (2024), Section VI, Preliminary Conclusions, p. 55. para.182.
276	 See Tammikko (2024); Davenport (2024); Ryan (2024); McLaughlin, Paige, and Guilfoyle (2022); 
277	 UK Parliament 2025. 

international law that governs the measures 
that States can take in response to inten-
tional acts of damage to submarine cables and 
pipelines committed by States and non-State 
actors in peacetime”.274 The preliminary con-
clusions of that report are important and merit 
consideration as States themselves consider 
how best to respond to such acts. Indeed, the 
concluding section notes that States can take 
a range of measures in response to intentional 
damage to submarine cables and pipelines. It 
also notes, however, that “the ambit of some 
of these measures are uncertain and require 
further discussion and clarity”.275 In addition 
to the work of the International Law Asso-
ciation, legal scholars across the globe are 
producing scores of articles on different issues 
relevant to subsea cables in crisis and conflict, 
including with regard to imposing costs on 
hostile actors for intentional cable damage, or 
on the rights and obligations of private corpo-
rations operating in contested waters, which 
under UNCLOS, are not conferred on them 
directly.276 At national level, parliamentary 
hearings focusing on the law of the sea have 
included questions relevant to subsea cable 
protection and on whether the current regime 
is fit for purpose.277 Each of these identify gaps 
and serve as important guidance or input to 
States as they review their own national ap-
proaches to addressing some of these gaps. 
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4.3.4. Subsea cables in 
foreign policy 
Many governments are increasing their foreign 
policy action on subsea cable systems.278 
China was a forerunner where integrating 
subsea cables into foreign policy objectives is 
concerned.279 The United States has recently 
geared up action in this area. For example, 
its 2024 International Cyberspace and Digital 
Policy Strategy includes a dedicated line of 
effort on enhancing the security and resil-
ience of undersea cables which discusses the 
CABLES programme, implemented since 2021 
in the East Asia-Pacific region and strongly 
focused on promoting its policy of trusted 
suppliers.280 The Strategy’s ‘line of effort’ 
also mentions joint investments alongside 
Australia and Japan in Micronesia totalling 
USD 21 million, as well as a new commitment 
in 2023 to invest jointly with Australia some 
USD 65 million to fund future undersea cable 
connectivity for Pacific Island countries so as 
to enable them to “access global markets and 
meet their regional connectivity goals”.281 

Australia has also established a Cable Con-
nectivity and Resilience Centre with the aim 
of providing “demand-driven technical assis-
tance, commissioning research and analysis 
and convening dialogues and knowledge-shar-
ing activities”.282 Implemented across South 
Asia, South-East Asia and the Pacific, many 
of these activities are implemented with other 
strategic partners such as the United States, 
or through more security focused groupings 

278	 Bueger, Liebetrau, and Franken (2022).
279	 Aluf (2023), p. 3.
280	 US Department of State (2024b).
281	 Prime Minister of Australia (2023).
282	 Department of Foreign Affairs and Trade, Australia (2024).
283	 Ibid.
284	 European Commission (2025), p.16-17.

such as the AUKUS partnership and the Quad-
rilateral Security Dialogue.283 For its part, the 
European Union has proposed to advance 
cable diplomacy within its Action Plan on Cable 
Security. Included under the deterrence pillar of 
the Action Plan, this will involve promoting the 
principles of the Cable Security Toolbox with 
partner States, enhancing the exchange of in-
formation on incidents with partners in the In-
do-Pacific experiencing similar challenges, and 
raising cable and security issues at the highest 
levels in multilateral forums such as the United 
Nations and in relevant security and defence 
dialogues and defence partnerships.284

Some of these outward-looking efforts are 
questioned for being driven by the national 
security and trade interests of the States 
providing the investment or assistance, and 
for sometimes being detached from their own 
national efforts to enhance resilience, which 
may at times lag behind those States they are 
hoping to assist. This should be acknowledged 
and these actions, like those of others, should 
be scrutinized. At the same time, this new 
form of cable diplomacy does provide con-
nectivity often where connectivity was here-
tofore non-existent or unreliable. It is leading 
to a greater number of exchanges within and 
across regions on national policy, regulation, 
incident reporting and response, and on other 
good practices relevant to subsea cable infra-
structure protection, which is helping to shed 
light and advance discussions on identified 
gaps and regulatory bottlenecks. Assessing 
the effectiveness of these efforts in terms of 
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their contribution to resilience goals will be an 
important next step in this emerging field.285 

Across regions, industry associations are also 
investing significant resources in awareness 
raising and in engagement with national gov-
ernments, regional governmental structures 
such as the Association of Southeast Asian 
Nations and the European Union, and with 
regional security organizations such as NATO. 
These engagements include exchanges on 
national policy and regulation, and on in-
ternational law matters, and, more recently, 
on maritime safety and maritime domain 
awareness, or cyber and supply chain security 
issues.286 African States are calling for more of 
these kinds of cooperative actions, notably on 
maintenance and repair, both within existing 
continental and regional structures such as the 
African Union and the Economic Community 
of West African States and through the es-
tablishment of new ones such as the afore-
mentioned International Advisory Body jointly 
led by the ITU and ICPC.287 Meanwhile, in 
Latin America, Brazil for example is investing 
heavily in partnerships to raise awareness 
of cable security and resilience within gov-
ernment and among potential newcomers to 
the industry. It has also established its own 
national Cable Protection Committee.288

4.3.5. The role of technology
Technology plays an important role in 
ensuring the resilience capacities of subsea 
cable systems. Governments are paying 
special attention to sensor technologies for 
deterrence and defence. These include the 
various kinds of sensor data being developed 
to support better network resilience and better 

285	 Alongside cable diplomacy, collective resilience efforts between independent States have been investigated in regions 
such as the Caribbean. A strategic network resilience approach was used to assess such efforts. Starosielski et al. 
(2025).

286	 Interviews April-October 2024.
287	 International Telecommunication Union (2024). 
288	 Interview, April 2024 and written communication with Brazilian expert, December 2024. 

maritime situational awareness. Currently, the 
cable industry already sits on vast amounts of 
data on their cables and the seafloor surround-
ings, be it from desk studies, pre-surveys, or 
laying and maintenance activities. The per-
formance of active cables is continuously 
monitored through the network management 
system in the landing stations or remotely. 
Operators are instantly alerted in the event 
of shunt faults or loss of service. The type of 
outage and distance to it is quickly identified 
through standard procedures. 

Governments willing to invest can use multiple 
sources of information to monitor activity 
around cables above, on and below their 
waters. The maritime situational picture often 
relies on automatic identification services, 
sometimes supplemented by data from vessel 
monitoring systems. Increasingly, optical and 
synthetic aperture radar satellite technolo-
gies feed into the maritime surface information 
landscape. Asset management and monitoring 
systems are mostly used by maritime energy 
infrastructure operators, although some spe-
cialized companies have recently extended 
their commercial services to data cables. Gov-
ernment patrols over cable infrastructures can 
add another layer of information. Relevant 
capabilities vary between vessels that are 
surface or subsurface, crewed or uncrewed, 
and remotely controlled or autonomous. Suit-
ability depends on the maritime context, tech-
nological capacity and aims of the patrol. For 
example, large-scale surface data traffic can 
best be gathered by naval surface vessels, 
while uncrewed vessels equipped with optical 
sensors can be instrumental for explosives 
detection on cable sections where suspi-
cious movements are detected. For example, 
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according to a parliamentary hearing, the 
German Navy is opting for “crewed systems 
if necessary, uncrewed systems if possible” 
to fulfil the task of maritime surveillance and 
deterrence.289 Data generated by these and 
other sources can ideally be fused into a whole 
operational picture. For example, the Irish 
Naval Service’s Recognised Maritime Picture 
includes video footage of ports additional to 
data from automatic identification systems, 
vessel monitoring systems, radio traffic and 
intelligence analysis, “as well as incidental 
or planned Air Corps observation reports and 
radar tracks”.290

Another foreseeable technological shift is the 
increasing use of cables as sensors, such as 
through the Science Monitoring and Reliable 
Telecommunications (SMART) cable initia-
tive.291 For example, Portugal is leveraging 
the technology in the New CAM Ring project 
to establish sensor-equipped connections 
between the mainland, Madeira, and the 
Azores.292 Distributed acoustic sensing (DAS) 
is a fast-developing alternative. Here, vibra-
tions on the cable are measured through 
changes in light reflections within a fibre.293 
While SMART cables have to be planned as 
such from the project start, it is possible to 
retrofit existing systems for DAS from the 
landing station to the first repeater, usually 
60-80 km offshore. When DAS is included 
from the outset, the possible measurement 
distance can go beyond the first repeaters 
in shallow waters. For example, the Medusa 

289	 Deutscher Bundestag (n.d.).
290	 McCabe and Flynn (2024), p. 12.
291	 International Telecommunication Union (2012).
292	 Bernardino (2024).
293	 Waagaard et al. (2022).
294	 European Commission (2022).
295	 State of polarization analyses changes in the polarized light transmitted through telecommunications cables, offering 

medium environmental sensitivity and a range spanning thousands of kilometres. It can detect and locate disturbances 
such as earthquakes with a spatial resolution defined by repeater distances, without requiring hardware modifications. 
Optical interferometry employs highly stable lasers to detect phase changes in light caused by environmental factors 
like pressure or cable movements. This method is highly sensitive, operates over similar ranges, and enables precise 
detection of signals between cable repeaters; see Clare (2024) for more detail.

Project, a planned subsea cable connecting 
11 countries in the Mediterranean Sea, is en-
visioned to have distributed acoustic sensing 
technology deployed in eight of its landings 
in EU States (Portugal, Spain, France, Italy, 
Greece, Cyprus).294 Other sensor technol-
ogies such as the state of polarization and 
optical interferometry offer the potential to 
use the full length of a cable and can be retro-
fitted to fibre-optic cables. However, they are 
not as effective at detecting small-scale events 
along the cable.295 In the long term, emerging 
technologies such as quantum sensing may 
also bring improvements to the surface and 
subsea situational picture, potentially leading 
to much more transparent oceans.

For obvious reasons, cable sensor data is of 
much interest to both operators and govern-
ments, yet it comes with two major caveats. 
First, the installation of sensors and the 
storage and analysis of the vast amounts of 
sensor data are costly. Scaling effects may 
however mitigate the resource question. 
Second, the data generated provides the 
potential to monitor the water column. It is, 
therefore, perceived as sensitive by some 
actors – foremost governments that have 
undersea capabilities, although the technol-
ogy itself can be leveraged to resolve this 
issue. More complex are concerns that such 
uses of subsea cables may change their 
character from a mostly civilian infrastructure 
to one creating data for military use, which 
may lead to changes in government oversight, 
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new licensing regimes, and strict data-sharing 
or reporting arrangements. In times of conflict, 
sensor-equipped cables may also suffer from 
lower thresholds of proportionality in deter-
mining their eligibility as lawful targets. 

Lastly, as noted on several occasions across 
this report, bringing these data points together 
with other data sources and intelligence for 
situational awareness and to inform deci-
sion-making is a process that many govern-
ments are only beginning to grapple with. The 
European Union’s proposed Integrated Sur-
veillance Mechanism for Submarine Cables is 
an interesting start. A voluntary mechanism, it 
aims to link and fuse data gathered via different 
systems and sources to provide timely and 
accurate situational awareness for early 
warning and to enhance attribution capacity. 
Funding and political will permitting, the Baltic 
Sea may well become the first test bed for such 
a regional surveillance hub. 296 The initiative 
will undoubtedly provide useful lessons on col-
laboration and information-sharing between 
the governments involved and the owners and 
operators of the very systems the initiative is 
setting out to protect. Meanwhile, more effort 
needs to be placed on how other technologies 
such as quantum communication, encryption 
and sensing technologies will shift how we 
think about security and resilience of these 
systems in the future.

296	 European Commission (2025), p. 9–10.
297	 Programmes such as the Certificate in Global Digital Infrastructure in development at the University of California, 

Berkeley in the United States --which has a unit specifically on subsea cable protection, security, and resilience, or the 
second level Master’s degree in Digital Subsea Infrastructures, currently in development at the University of Genoa in 
Italy, are a case in point. Starosielski et al. (2025); interviews April-October 2025. 

298	 Recent examples include the October 2024 Inaugural Valentia Island Symposium on Subsea Cable Security and Resil-
ience held in Co. Kerry, Ireland; the launch that same month of the Portugal-based Observatory of Digital Ecosystems 
and Infrastructures; different NATO Science for Peace and Security Programme-funded workshops; EU Horizon tenders; 
and loose networks of academics such as the Subsea Cable Academic and Arts Network (SCAAN).

4.3.6. The role of academia 
Academia has historically played a role in 
advancing thinking and knowledge develop-
ment around issues emerging on the policy 
agenda. Research institutes across the globe 
are developing research streams on different 
aspects of subsea telecommunications 
cable security and resilience, and on critical 
undersea infrastructure or digital infrastruc-
ture protection more broadly. These research 
streams are often disconnected from each 
other and from government policy and industry 
action. This is not necessarily a negative, but 
there are some instances when cross-disci-
plinary research and engagement involving 
multiple stakeholders can have enormous 
policy value, helping to raise awareness, reach 
common understandings, identify research 
and policy gaps and much else that contributes 
to resilient systems. Dedicated academic pro-
grammes play an important role in this regard 
and are already under development.297 Other 
instances of such kinds of knowledge-based 
engagement are already taking place and 
should be further supported.298 
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5. Concluding Remarks

Undoubtedly, subsea telecommunications 
cables are on the radar (and, in some cases, 
the sonar) of governments across the globe. 
While the reasons for this attention differ 
across countries and regions, a point of com-
monality is our ever-expanding dependence 
on these systems. Most States designate or 
qualify the infrastructure or elements thereof 
as critical or vital, the security and resilience 
of which is essential. Through the lens of three 
core resilience capacities – absorptive, restor-
ative and adaptive – this report examined what 
a criticality designation means in policy and 
practice. 

For now, most government actions fall under 
the rubric of adaptive capacities. They 
include using regulation to protect these 
systems across a number of areas (redun-
dancy, spatial separation, charting of cables, 
cable damage penalties, streamlining permit-
ting and licensing for installation and repair). 
Regulation also plays a role in contributing to 
the restorative capacities of subsea cable 
systems. We have highlighted actions that 
some States are taking to ensure that cable 
ships have expedited access for repair to 
ensure the systems are restored in a timely 
manner. Industry bodies such as the ICPC 
have already recommended such regula-
tory action as resilience best practice and it 
figures strongly in recent inter-governmental 
recommendations, statements and declara-
tions. We also include more security-oriented 
regulations – cybersecurity and supply chain 
security in particular – since they also aim to 
protect these systems. We caution, however, 
that some such measures require constant 
review and adaptation so as not to undermine 
the resilience of the systems and expose 
States to new vulnerabilities. 

Most emergency preparedness and crisis 
management actions also fall under the ab-
sorptive capacity rubric. It is here that much 
innovation is happening at government level, 
with new coordination structures, reporting 
requirements and cooperative arrange-
ments being established and new capabilities 
deployed either to protect the systems or deter 
potential malicious activity. Hence, when an 
incident occurs, these different mechanisms 
and procedures can be activated, thus contrib-
uting to the systems’ restorative capacities 
even if on most occasions the response and 
recovery effort will remain the responsibility of 
the cable systems’ owners and operators. We 
suggest that this is one area that requires more 
attention in the current context. Under the re-
storative capacity rubric, we also saw that 
some States are considering whether to invest 
in maintenance and repair capabilities for both 
resilience and security purposes. Understand-
ing the many underlying issues that may delay 
mean time to repair is critical to informing such 
investment decisions. Here again, we see the 
resilience cycle at play.

Recent subsea cable incidents are providing 
ample lessons for States to fine-tune their 
response mechanisms and to clarify roles 
and responsibilities across government and 
industry in different situations (peacetime, 
crisis or conflict). We have included this 
learning process under the rubric of adaptive 
capacities which can also entail regular 
reviews and fine-tuning of regulation, of crisis 
management protocols, of deterrence strate-
gies and operational rules of engagement or 
of industry engagement mechanisms. It might 
also include addressing gaps in international 
law, establishing new forms of diplomatic en-
gagement, or testing how extant and emerging 
technologies can contribute to resilience and 



security. Such learning should ideally feed 
back into the resilience cycle, thus contribut-
ing to the strengthening of the systems’ other 
capacities. 

These and the many other efforts we observed 
vary significantly across States in terms of 
their implementation and maturity. Indeed, the 
practical differences that occur as a result of a 
CI designation vary significantly from country 
to country. These differences can be particu-
larly problematic for connected countries. For 
instance, from a national preparedness per-
spective, it makes limited sense if only two out 
of three connected States designate points of 
contact at policy and operational levels or if 
only two out of the three have streamlined and 
harmonized their regulations. 

Hence our recommendations. Principal 
among these is the recommendation that 
States develop national security and resilience 
frameworks that contribute to the three core 
resilience capacities of subsea cable systems 
– absorptive, restorative and adaptive – in 
order to prepare for, respond to, and recover 
and learn from unexpected or changed cir-
cumstances. These are fundamental features 
of the resilience cycle and are key drivers 
of societal resilience and national security. 
Critical to the effectiveness of such frame-
works are the cross-cutting issues we note – 
international law, guiding principles, equities 
management and, importantly, the engage-
ment of players in the subsea cable industry 
ecosystem that design, install and operate the 
cables and that are ultimately responsible for 
their maintenance, recovery and repair. 

Submarine cable inspection vessel. 
Credit: Korn Srirawan / Shutterstock.  
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