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Acronyms & Abbreviations

A I

E U

G D P R

I E E E

I S O

O D I

P E T

Artificial intelligence

European Union

General Data Protection Regulation 

Institute of Electrical and Electronics Engineers

International Organization for Standardization

Open Data Institute

Privacy Enhancing Technology 
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1. Introduction

1    Hao, Shuang et al. 2024. “Synthetic Data in AI: Challenges, Applications and Ethical Implications.” School of Software Engi-
neering, Huazhong University of Science and Technology. https://arxiv.org/pdf/2401.01629; Lee, Peter. 2024. “Synthetic Data 
and the Future of AI.” Cornell Law Review. Forthcoming. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4722162; 
Deng, Harry. 2023. “Exploring Synthetic Data for Artificial Intelligence and Autonomous Systems: A Primer.” United Nations 
Institute for Disarmament Research. https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_
for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf.
2    Naughton, Mitchell et al. 2023. “Synthetic Data as a Strategy to Resolve Data Privacy and Confidentiality Concerns in the Sport 
Sciences: Practical Examples and an R Shiny Application.” International Journal of Sports Physiology and Performance. Vol 18 
(10): 1213-1218. doi: 10.1123/ijspp.2023-0007; Syntheticus. “Synthetic Data 101: What Is It, How It Works and What It’s Used 
For.” Syntheticus. Web. n.d. https://syntheticus.ai/guide-everything-you-need-to-know-about-synthetic-data#chapter-8.
3    Chahal, Husanjot et al. 2020. “Messier than Oil: Assessing Data Advantage in Military AI.” Center for Security and Emerging 
Technology. https://cset.georgetown.edu/wp-content/uploads/Messier-than-Oil-Brief-1.pdf.
4    Ibid. 
5    Deng, Harry. 2023. “Exploring Synthetic Data for Artificial Intelligence and Autonomous Systems: A Primer.” United Nations 
Institute for Disarmament Research. https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_
for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf.

Data is crucial to the training and develop-
ment of artificial intelligence (AI) systems. 
However, three key data-related issues can act 
as barriers to development and deployment of 
AI capabilities and systems. First, the develop-
ment of AI technologies has – at least in part – 
depended on the availability of large datasets 
to train AI models. Second, data is a resource 
whose availability, collection, cleaning, use 
and sharing is affected by factors such as col-
lection costs, lack of real-world data in certain 
domains, as well as regulatory, legal and ethical 
constraints. Third, data quality, representative-
ness, and diversity are directly linked to an AI 
model’s performance, level of bias, accuracy, 
and reliability. Synthetic data – data that is 
artificially generated in the digital world 
with properties that are often derived from 
an original set of data – has been proposed 
as a solution to address some of these da-
ta-related issues, especially for AI model 
training.1 Indeed, synthetic data can help to 
address issues such as biases in datasets while 
also enabling their expansion, creation, diversi-
fication, and fine-tuning. Synthetic data is also 

often referred to as a privacy-enhancing tech-
nology (PET), facilitating the use and sharing 
of sensitive datasets.2 Synthetic data is particu-
larly promising for domains such as the military.3 
In this sensitive domain, AI-enabled capabili-
ties are in increasing demand, but high-qual-
ity, diverse datasets are in short supply and 
the consequences of faulty algorithms are po-
tentially serious. Synthetic data could enable 
the ability to develop advanced AI capabilities 
with less need for troves of real-world data.4 
However, synthetic data is not a panacea and 
has been shown to potentially exacerbate many 
of the issues it seeks to curtail, sparking gover-
nance and regulatory discussions.5

Synthetic data exists in a relative ‘grey zone’ 
in terms of regulation and governance. Major 
data governance and AI regulatory frameworks, 
such as the European Union’s AI Act and the 
General Data Protection Regulation (GDPR), 
mention synthetic data only in passing, if at 
all. For some, this entails that synthetic data, 
as a PET, can be a way around stringent reg-
ulatory frameworks, or a useful compliance 

https://arxiv.org/pdf/2401.01629
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4722162
https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf
https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf
https://syntheticus.ai/guide-everything-you-need-to-know-about-synthetic-data#chapter-8
https://cset.georgetown.edu/wp-content/uploads/Messier-than-Oil-Brief-1.pdf
https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf
https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf
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tool.6 Others point to the fact that synthetic 
data carries with it many of the same risks as 
real-world data, and can result in similar down-
stream effects on AI model accuracy, safety, 
fairness, and representativeness, and thus 
they insist that new regulatory frameworks 
and approaches are necessary to avoid gover-
nance gaps and blind spots.7 In this light, it is of 
utmost importance to understand how current 
governance (civilian and military) and regula-
tory frameworks encompass synthetic data, 
whether they are fit for purpose to address 
potential risks, and if they need to be adjusted. 
Regulatory and governance gaps are of partic-
ular consequence in the context of the fast-ad-
vancing adoption of AI-enabled capabilities in 
the military domain. Understanding the implica-
tions of synthetic data for emerging military AI 

6    Zojer, Alexander. “Synthetic Data: A Key Tool for AI Compliance under the EU’s AI Act.” Mostly.AI. 30 October 2023. https://
mostly.ai/blog/ai-compliance-with-eu-ai-act-using-synthetic-data.
7    Gal, Michal, Lynskey, Orla. 2023. “Synthetic Data: Legal Implications of the Data Generation Revolution.” Iowa Law Review. 
109. Forthcoming. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4414385; Whitney, Cedric Deslandes, Norman, 
Justin. 2024. “Real Risks of Fake Data: Synthetic Data, Diversity-Washing and Consent Circumvention.” Proceedings of the 
2024 ACM Conference on Fairness, Accountability, and Transparency. https://doi.org/10.1145/3630106.3659002.

governance discussions is therefore essential.
To explore the governance challenges of 
synthetic data in the context of international 
security, UNIDIR’s Security and Technology 
Programme held an event titled Technology and 
Security Seminar on Synthetic Data: Exploring 
Governance Implications.

This report provides a summary of the key 
themes and takeaways from discussions at the 
event. The report is divided into two parts, re-
flecting the structure of the event. The first part 
provides a short overview of the technology 
and its uses in the military domain. The second 
part presents the various views, issues, and 
potential challenges to governance presented 
by synthetic data in the context of international 
security. 

1.1. About the Event
The Technology and Security Seminars 
comprise a series of events organized by 
UNIDIR’s Security and Technology Programme 
focused on various enabling technologies. The 
key objectives of the series are threefold: 

 ▶ expose the diplomatic community to a wide 
range of emerging, critical enabling tech-
nologies;

 ▶ alert the diplomatic community to the 
potential international security implications 
of the development and use of such technol-
ogies; and

 ▶ explore governance possibilities through 
multi-stakeholder dialogue and engagement.

On 29 October 2024, a Technology and 
Security Seminar was held on the topic of 
synthetic data governance. This half-day event 
consisted of a Technology Breakfast, serving 
as an introduction to the technology for pol-
icymakers, as well as a Multi-Stakeholder 
Dialogue on Synthetic Data where experts 
from industry, international organizations, and 
academia convened to share a variety of views 
on the specific governance challenges in the 
context of international security. The event took 
place virtually, on the margins of the seven-
ty-ninth session of the United Nations General 
Assembly’s First Committee in 2024. For a full 
programme of the event, please see the annex 
to this report. 

https://mostly.ai/blog/ai-compliance-with-eu-ai-act-using-synthetic-data
https://mostly.ai/blog/ai-compliance-with-eu-ai-act-using-synthetic-data
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4414385
https://doi.org/10.1145/3630106.3659002
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2. Synthetic Data and International 
Security: Framing the Issue

Takeaways 

 ▶ Advances in the field of generative AI and growing AI adoption across sectors have expanded the 
pervasiveness of synthetic data, increasing the scale and ease with which it can be generated as 
well as its variety and quality.

 ▶ Synthetic data holds promise and offers potential solutions to data-related challenges (bias, 
scarcity, quality, representativeness, privacy) in both civilian and military domains.

 ▶ Armed forces are increasingly turning towards synthetic data in the context of their growing adoption 
of AI-enabled capabilities to train military AI models for identification, targeting systems, opera-
tional and tactical planning, as well as the development of scenarios and synthetic environments.

 ▶ Despite its benefits, synthetic data can perpetuate existing data-related risks, create new ones, or 
expand the magnitude of their impacts.

2.1. What is Synthetic Data8

8    This section builds on previous work undertaken by UNIDIR’s Security and Technology Programme on Synthetic Data and 
International Security. For a detailed, in-depth exploration of what synthetic data is, and of the international security risks and 
opportunities linked to synthetic data, especially in the context of AI enabled and autonomous military capabilities, see https://
unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Autono-
mous_Systems_A_Primer.pdf.
9    De Wilde, Philippe et al. 2024. “Recommendations on the Use of Synthetic Data to Train AI Models.” United Nations University. 
https://collections.unu.edu/eserv/UNU:9480/Use-of-Synthetic-Data-to-Train-AI-Models.pdf.
10    Syntheticus. “Synthetic Data 101: What Is It, How It Horks and What It’s Used For.” Syntheticus. Web. n.d. https://syntheti-
cus.ai/guide-everything-you-need-to-know-about-synthetic-data.

Synthetic data can be defined as “informa-
tion created by computer simulations or 
algorithms that reproduce some struc-
tural and statistical properties of real-world 
data.”9 Various generation methods exist 
for synthetic data, and the resulting datasets 
can either be fully synthetic (with all data ar-
tificially generated), partially synthetic (with 
a small portion of a real dataset replaced with 
synthetic data), or hybrid (where real-world 

and fully synthetic data are blended).10 In short, 
synthetic data is mostly utilized to comple-
ment datasets (and seek to address issues in 
the data, such as those related to bias or repre-
sentativeness), create datasets where none 
exist, or remove personally identifiable infor-
mation when sensitivity requires it. Hence, the 
value of synthetic data lies in its ability to assist 
with key data issues, namely bias, represen-
tativeness, quality, scarcity, and privacy.  

https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf
https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf
https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf
https://collections.unu.edu/eserv/UNU:9480/Use-of-Synthetic-Data-to-Train-AI-Models.pdf
https://syntheticus.ai/guide-everything-you-need-to-know-about-synthetic-data
https://syntheticus.ai/guide-everything-you-need-to-know-about-synthetic-data


G O V E R N A N C E  I M P L I C AT I O N S  O F  SY N T H E T I C  D ATA  I N  T H E  C O N T E X T  O F  I N T E R N AT I O N A L  S E C U R I T Y 9

While synthetic data is not a novel concept, 
and has been used for some time, recent tech-
nological advances – especially in generative 
AI – have dramatically increased the scale 
and ease with which it can be produced, the 
diversity of types of data that can be created, 
as well as its quality. These advances have 
lowered the bar of access to synthetic data 
and vastly expanded the number of individuals 
and organizations without extensive technical 
expertise that can now utilize it. In turn, this 
has increased its pervasiveness, with some as-
sessments estimating that 60% of all AI training 
data will be synthetic as of 2024.11 The increas-
ing popularity of synthetic data is furthermore 
the result of the ever-growing need for more 
data for the training of AI models.

11    Gartner. “Gartner Identifies Top Trends Shaping the Future of Data Science and Machine Learning.” 1 August 2023. https://
www.gartner.com/en/newsroom/press-releases/2023-08-01-gartner-identifies-top-trends-shaping-future-of-data-sci-
ence-and-machine-learning.
12    Shumailov, Ilia, et al. 2024. “AI Models Collapse When Trained on Recursively Generated Data.” Nature. https://www.nature.
com/articles/s41586-024-07566-y.
13    Deng, Harry. 2023. “Exploring Synthetic Data for Artificial Intelligence and Autonomous Systems: A Primer.” United Nations 
Institute for Disarmament Research. https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_
for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf.
14    Ibid. 

Synthetic data is however no panacea, and 
has been shown to potentially perpetuate, 
and sometimes exacerbate, the problems its 
use aims to address. Indeed, synthetic data 
is not inherently private, secure, representa-
tive or unbiased, necessitating much consider-
ation and curation to make it so. Furthermore, 
research has shown that the repetitive training 
of AI models on synthetic data generated from 
previous version of themselves can lead to 
‘model collapse’, whereby a model forgets its 
underlying data distribution leading to drastic 
reduction in output quality and accuracy.12 Ad-
ditionally, the increased prevalence of synthetic 
data could expand the risk surface in data-re-
lated issues and increase the magnitude of 
negative impacts.13 

2.2. Synthetic Data in the Military Domain
Synthetic data is increasingly prevalent in the 
military domain, where issues surrounding data 
scarcity, bias, and sensitivity are particularly 
acute.14 Like in the civilian sector, the increased 
use of synthetic data in this domain is linked to 
armed forces’ turn towards AI-enabled solutions. 
In this context, synthetic data is primarily used 
for the training of military AI models for iden-
tification, targeting, operational and tactical 
planning, as well as the development of 
scenarios and synthetic environments. 

Principally, synthetic data can help armed 
forces to fill gaps and increase the quality of 
their datasets – such as creating images of 

objects from different angles and in different 
conditions – to increase the performance of AI 
models. Additionally, synthetic data can assist 
in data management, helping to reduce costs 
associated with labelling and collection, and 
accelerating the development of AI products. 
Furthermore, synthetic data can be used to 
create realistic simulations of various military 
operations, including adversarial attacks. 
These simulations can enable States to test the 
effectiveness of their AI systems, develop new 
strategies and tactics, and prepare for a wider 
range of potential threats in a controlled and 
safe environment.

https://www.gartner.com/en/newsroom/press-releases/2023-08-01-gartner-identifies-top-trends-shaping-future-of-data-science-and-machine-learning
https://www.gartner.com/en/newsroom/press-releases/2023-08-01-gartner-identifies-top-trends-shaping-future-of-data-science-and-machine-learning
https://www.gartner.com/en/newsroom/press-releases/2023-08-01-gartner-identifies-top-trends-shaping-future-of-data-science-and-machine-learning
https://www.nature.com/articles/s41586-024-07566-y
https://www.nature.com/articles/s41586-024-07566-y
https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf
https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf
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However, use of synthetic data in the military 
domain suffers from inherent risks linked 
with such data use. Indeed, synthetic data, 
despite aiming to represent reality, can perpet-
uate and even reinterpret existing biases found 
in the original data it is derived from. That pos-
sibility presents a significant risk, particularly 
in sensitive military contexts where biased 
decisions can have severe consequences. 
Moreover, risks of re-identification of individ-
uals or sensitive information within datasets 
persist, potentially leading to the disclosing of 
sensitive military data, while ‘data poisoning’ 
attacks by malicious actors could skew the 
learning process of AI systems.15

15    Ibid. 
AI generated, Adobe Stock.
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3. Governance Challenges and 
Implications

Takeaways 

 ▶ The governance landscape for synthetic data is immature in both the civilian and military domains. 
More work is needed to provide clarity over how existing governance frameworks and regulations 
apply to synthetic data, and how they might need to be adapted to better cover possible gaps. 

 ▶ No consensus exists over the need for new and dedicated regulations and frameworks specifi-
cally focused on synthetic data. 

 ▶ International standards are an important tool in the technology governance toolbox. While no in-
ternational standards exist with respect to synthetic data, work is ongoing in their development 
and will be instrumental in fostering responsible innovation and adoption of the technology. 

 ▶ Due to its increased use in the military domain to train AI systems, synthetic data is of high 
relevance to military AI governance discussions. More work should be undertaken to apply, 
adapt, or build upon established practices and governance concepts linked to data in the military 
domain.

 ▶ Synthetic data presents opportunities for the governance of military AI, by potentially enabling 
greater data-sharing, joint development of AI applications, and common development of guide-
lines for responsible synthetic data generation and use, hereby advancing global responsible 
military AI goals.

 ▶ Governance of synthetic data in the military domain will require more multi-stakeholder engage-
ment. This entails cooperation among States, but also with the private sector, which should be 
closely involved in governance discussions and efforts. Fostering trust between governments 
and industry will be fundamental to this effort.

3.1. Synthetic Data and Civilian Data Governance
Balancing the risks and the opportunities of 
synthetic data will require an understanding 
of its governance challenges. While synthetic 
data is not necessarily novel, governance 
discussions relating to its generation and 
use are only now emerging both in civilian 
and military domains. Questions regarding 

synthetic data’s legal status, regulatory needs, 
and potential governance approaches are 
embryonic, and the governance landscape 
remains immature. No legislation or frame-
works specific to synthetic data currently exist. 
Some regulatory frameworks such as the EU 
AI Act mention synthetic data in passing, while 
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select governments have issued guidelines on 
synthetic data generation.16

In the civilian domain, no consensus exists 
on whether synthetic data challenges data 
regulatory and governance frameworks, 
and if so, in which ways. For example, it is 
noted that synthetic data could challenge the 
categories of personal/non-personal data, 
which are the foundation of data governance 
regulations and frameworks such as the EU’s 
GDPR. It is argued that regulations such 
as these are not adequately equipped to 
address the complexities of synthetic data, 
which can blur the lines between these cat-
egories. Depending on the type of synthetic 
data – fully synthetic, partially synthetic, or 
hybrid – the level of personal information 
present and the risk of re-identification, and 
therefore the applicability of data protection 
laws, can vary considerably.17 This ambiguity 
creates legal uncertainties for both developers 
and users of synthetic data. In this respect, the 
increasing use of synthetic data may neces-
sitate an expansion of the scope of the tradi-
tional personal/non-personal data paradigm 
in data protection regulation. 

For others, appropriately generated synthetic 
data is a useful PET, to be used as a tool 
for compliance with various data regulation 

16    Personal Data Protection Commission of Singapore. 2024. “Privacy Enhancing Technology Proposed Guidance on Synthetic 
Data Generation.” Personal Data Protection Commission of Singapore. https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/
other-guides/proposed-guide-on-synthetic-data-generation.pdf.
17    Fully synthetic datasets contain data that is fully generated by an AI model and contains no real-world data. The model identi-
fies the statistical proprieties and patterns of a dataset and generates an entirely new one. Partially synthetic data replaces some 
selected sensitive features of a dataset and replaces them with synthetic values, while keeping some real data. Hybrid synthetic 
data combines real world, and fully synthetic data, pairing random records from a real dataset with a synthetic record. For more 
detail, please see Syntheticus. “Synthetic Data 101: What Is It, How It Horks and What It’s Used For.” Syntheticus. Web. n.d. 
https://syntheticus.ai/guide-everything-you-need-to-know-about-synthetic-data. and IBM. “What is synthetic data.” IBM. 
n.d. https://www.ibm.com/topics/synthetic-data.
18    Gal, Michal, Lynskey, Orla. 2023. “Synthetic Data: Legal Implications of the Data Generation Revolution.” Iowa Law Review. 
109. Forthcoming. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4414385.
19    Beduschi, Ana. 2024. “Synthetic Data Protection: Towards a Paradigm Change in Data Regulation?” Big Data and Society. 
Vol 11 (1). https://doi.org/10.1177/20539517241231277.

frameworks. Additionally, synthetic data could 
be of use in achieving broader data governance 
goals, by democratizing access to valuable data 
while protecting privacy, enabling transparent 
data catalogues and audit trails for account-
ability, improving data quality by providing a 
consistent and controllable data source, and 
facilitating secure data-sharing on national 
and international levels. Disagreements persist 
over whether synthetic data is a useful tool to be 
incentivized, or an innovation possibly under-
mining legal mechanisms developed to guard 
against various data-related risks.18

What transpires is therefore a lack of legal, and 
normative, clarity with respect to the process-
ing of synthetic data. Hence, some have argued 
for the need for clear guidelines, to ensure 
transparency, fairness, and accountability 
in the processing of all types of synthetic data, 
as well as enhanced clarity and guidelines with 
regards to what data has been employed in the 
foundational models used to generate synthetic 
data.19 Propositions include: 

 ▶ transparency: synthetic data should be 
clearly labelled as such, and information 
about its generation process should be 
available;

 ▶ accountability: means of establishing clear 
procedures for calling to account those 

https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/other-guides/proposed-guide-on-synthetic-data-generation.pdf
https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/other-guides/proposed-guide-on-synthetic-data-generation.pdf
https://syntheticus.ai/guide-everything-you-need-to-know-about-synthetic-data
https://www.ibm.com/topics/synthetic-data
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4414385
https://doi.org/10.1177/20539517241231277
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responsible for generation and processing 
of synthetic data should be developed; and

 ▶ fairness: synthetic data should include 
some guarantees that it is not being 
generated and used in ways that bring 
adverse effects, such as perpetuating 
biases or creating new ones.

Due to a lack of legal clarity, it is possible 
that synthetic data falls outside of regulatory 
oversight while potentially carrying with it some 
of the same issues that these governance 

20    The Institute of Electrical and Electronics Engineers. “Synthetic Data.” The Institute of Electrical and Electronics Engineers. 
n.d. https://standards.ieee.org/industry-connections/activities/synthetic-data/.
21    International Organization for Standardization. “Information Technology — Artificial intelligence — Overview of Synthetic 
Data in the Context of AI Systems.” International Organization for Standardization. n.d. https://www.iso.org/standard/86899.
html#lifecycle.
22    Simperl, Elena and Thomas Carey-Wilson. “The ODI to Help Develop an Open Metadata Standard for Machine Learning 
Data.” Open Data Institute. 6 March 2024. https://theodi.org/news-and-events/blog/the-odi-to-help-develop-an-open-meta-
data-standard-for-machine-learning-data/.

frameworks seek to address in terms of re-
al-world data. Hence, a key governance 
challenge in the civilian domain will be 
ensuring that synthetic data is developed and 
used in a way that, if it falls outside the scope 
of current data regulations, does not perpetu-
ate, or create new harms. Further research and 
work are therefore required to more clearly spell 
out synthetic data’s legal standing, as well as to 
identify potential governance gaps in existing 
regulations and frameworks to offer clarity to de-
velopers and users of synthetic data. 

3.2. The Role of Standards
Standards (both technical and non-tech-
nical) are an important aspect of civilian 
technology governance. In the context of 
synthetic data, they are both much needed, 
and an important area of current work. Indeed, 
no international standard for the generation 
of synthetic data exists, with no universally 
agreed upon definitions or benchmarks for 
evaluating the quality and trustworthiness of 
synthetic data. By providing clear definitions, 
methodologies, and evaluation criteria, 
standards can create common understand-
ings and benchmarks for assessing synthetic 
data. Standards can reassure organizations 
that the synthetic data they use meets specific 
quality and privacy thresholds. Moreover, 
standards for the labelling and documenta-
tion of synthetic data, as well as auditing and 
mechanisms to track provenance, could form 
a key building block for ensuring transparency, 

fairness and accountability in the generation 
and processing of synthetic data. 

Work to this effect is beginning on various 
fronts. The Institute of Electrical and Elec-
tronics Engineers (IEEE), for example, is 
leading efforts to develop a global standard 
and best practices for privacy-safe synthetic 
data.20 Similar efforts are underway in the In-
ternational Organization for Standardization 
(ISO).21 The Open Data Institute (ODI) has 
contributed towards the development of a tool 
named ‘Croissant’, a community standard 
that provides machine-readable metadata for 
datasets, helping to standardize documenta-
tion of machine learning datasets.22 Standards 
will provide a framework and parameters for 
responsible innovation, incentivizing good 
practices in the private sector for synthetic data 
generation, use and innovation. 

https://standards.ieee.org/industry-connections/activities/synthetic-data/
https://www.iso.org/standard/86899.html#lifecycle
https://www.iso.org/standard/86899.html#lifecycle
https://theodi.org/news-and-events/blog/the-odi-to-help-develop-an-open-metadata-standard-for-machine-learning-data/
https://theodi.org/news-and-events/blog/the-odi-to-help-develop-an-open-metadata-standard-for-machine-learning-data/
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3.3. Synthetic Data and the International Governance 
of Military AI

23    Afina, Yasmin, Persi Paoli, Giacomo. 2024. “Governance of Artificial Intelligence in the Military Domain: A Multi-Stake-
holder Perspective on Priority Areas.” United Nations Institute for Disarmament Research. https://unidir.org/wp-content/
uploads/2024/09/UNIDIR_Governance_of_Artificial_Intelligence_in_the_Military_Domain_A_Multi-stakeholder_Per-
spective_on_Priority_Areas.pdf.

Data is of increasing military importance 
due to the growing centrality of AI in many 
aspects of the military domain. In light of this, 
and because synthetic data is primarily used in 
the military domain for the training and develop-
ment of various AI capabilities, governance dis-
cussions linked to synthetic data’s impact on in-
ternational security should be discussed within 
the context of the governance of military AI.

Data, and its related issues, have been iden-
tified as one of the priority areas of work 
for responsible AI in the military domain.23 
However, these issues have not been central 
to ongoing governance efforts, remaining 
largely high-level and lacking granularity. It 
therefore follows that discussions surrounding 
synthetic data, its governance, and impor-
tantly its potential effect on ongoing military 
AI governance efforts have themselves been 
embryonic. Some regional-level discussions, 
although similarly nascent, have taken place, 
especially in still-digitalizing parts of the world 
where data gaps present a significant barrier of 
entry to military AI and where alternatives such 
as synthetic data can act as surrogate. 

3.3.1. On the novelty of challenges 
and the applicability of existing 
frameworks
Synthetic data in the military domain brings 
about similar challenges, with similar implica-
tions, to real data, such as biases (both their per-
petuation, exacerbation, or creation), reliability 

and representation concerns, accountabil-
ity, traceability or lack of explainability among 
others. Therefore, synthetic data should not 
be excluded or remain an unexplored issue 
in the context of military AI. Importantly, this 
could lead to a situation where certain types of 
data remain outside the scope of governance 
discussions, while potentially perpetuating 
risks, hence exacerbating data-related risks in 
military AI.

For example, ensuring data accountability – 
a key tenet of responsibility – could be further 
complicated in the context of synthetic data. 
Indeed, the use of synthetic data introduces an 
additional layer of persons, sometimes external 
actors, responsible for its generation, thereby 
making it harder to trace direct accountabil-
ity in case of errors. Relatedly, synthetic data 
could exacerbate data explainability issues, 
due to the lack of internationally agreed 
upon standards on the generation, use, and 
labelling of synthetic datasets. Lack of clarity 
over data provenance due to limited traceabil-
ity could then hinder auditing capabilities to 
address biases in datasets. Moreover, the de-
mocratization of data access through synthetic 
data could be an opportunity for greater access 
to the development of AI and other digital ca-
pabilities. On the one hand, this could help to 
address issues surrounding the digital divide. 
On the other hand, in the context of interna-
tional security, it could also act as an enabler of 
greater proliferation of military AI capabilities 
by lowering the bar of entry to the development 

https://unidir.org/wp-content/uploads/2024/09/UNIDIR_Governance_of_Artificial_Intelligence_in_the_Military_Domain_A_Multi-stakeholder_Perspective_on_Priority_Areas.pdf
https://unidir.org/wp-content/uploads/2024/09/UNIDIR_Governance_of_Artificial_Intelligence_in_the_Military_Domain_A_Multi-stakeholder_Perspective_on_Priority_Areas.pdf
https://unidir.org/wp-content/uploads/2024/09/UNIDIR_Governance_of_Artificial_Intelligence_in_the_Military_Domain_A_Multi-stakeholder_Perspective_on_Priority_Areas.pdf
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of advanced AI models.24 Yet, rather than rep-
resenting novel challenges, these are further 
complications of pre-existing data challenges 
in the military domain, which require specific 
attention and clarification in the context of 
synthetic data. 

Governance discussions surrounding novel 
technologies’ impacts on international 
security should therefore ideally first focus 
on whether – and how – legal and normative 
frameworks apply. In the context of synthetic 
data, it is important to analyze whether these 
governance challenges are new, whether they 
only complicate pre-existing data challenges 

24    Maas, Matthijs M. 2019. “Innovation-Proof Global Governance for Military Artificial Intelligence? How I Learned to Stop 
Worrying and Love the Bot.” Journal of International Humanitarian Legal Studies. Vol 10 (1). https://brill.com/view/journals/
ihls/10/1/article-p129_129.xml?language=en.

and to what extent existing data governance 
concepts apply to synthetic data. Hence, as 
opposed to necessarily designing new gover-
nance frameworks or approaches, the interna-
tional community should look to established 
practices and concepts, such as equitability, re-
sponsibility, traceability and reliability, and work 
on applying, adapting, or building upon them for 
synthetic data. In this matter, the international 
community is not starting from scratch and can 
leverage an already extensive body of work 
on what constitutes ‘good data’ and emerging 
knowledge on what good data practices in the 
miliary domain look like. 

B O X  1 .

Area of Future Research: International Trade of Synthetic Datasets 

An important area needing further research is the potential implications of the international trade 
in synthetic datasets, and whether – and how – such trade should in some cases be controlled, 
monitored, or restricted. Indeed, a market could develop to trade synthetic datasets which could be 
used by malicious actors in the development of disruptive AI capabilities. The international community 
should hence consider how the trade in synthetic datasets interfaces with non-proliferation efforts and 
arms control. It should explore whether some synthetic datasets, or types of synthetic data, should be 
controlled through tools such as control lists for export controls.

3.3.2. On the importance of a 
multistakeholder approach
Governance frameworks which will most effec-
tively enable the leveraging of the benefits of 
synthetic data for the military domain are ones 
which will be multi-stakeholder in nature. This 
entails not only cooperation among States, but 
close cooperation with private sector actors, 
who should be involved in such governance 

discussions. The private sector plays a major 
role in military AI, being primarily responsible 
for the research and development of core tech-
nologies. This remains true with synthetic data, 
where most of the capabilities for generation 
as well as testing and evaluation of synthetic 
datasets rest with industry players. This 
creates additional dependencies on private 
technology companies, especially for States 

https://brill.com/view/journals/ihls/10/1/article-p129_129.xml?language=en
https://brill.com/view/journals/ihls/10/1/article-p129_129.xml?language=en
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with lesser resources, which may not have in-
dependent testing and evaluation capabilities 
for synthetic data, and which rely on the private 
sector for the quality of synthetic datasets. 
This dependency necessitates frameworks 
for public–private partnerships that prioritize 
building trust between governments and 
industry. Such trust is crucial to ensure that 
private sector actors engage in governance 
discussions and adopt responsible practices 
in developing, deploying, and testing synthetic 
data for military AI systems. Furthermore, 
multi-stakeholder approaches contribute to the 
much-needed creation of common language 
and understanding of synthetic data. 

3.3.3. On guidelines and context 
specificity
While the development of clear guidelines in 
the generation and processing of synthetic 
data should be an aspiration, it has been 
noted that, especially in a military context, 
their development might be premature. 
Indeed, clear guidelines are typically grounded 
in well-defined best practices. However, in the 
case of synthetic data, the field might still 
be too nascent to establish definitive best 
practices. In this context, standardizing testing 
procedures or establishing rigid guidelines 
before a thorough understanding of the tech-
nology’s capabilities, benefits, limitations, and 
potential risks has been developed might be 
counterproductive. 

Furthermore, clear guidelines might not ac-
commodate for highly context-specific 
nature of assessing the appropriateness and 
level of responsibility of synthetic data-use 
in a military context. In fact, a given synthetic 
dataset might be used ‘responsibly’ in one 

25    Deng, Harry. 2023. “Exploring Synthetic Data for Artificial Intelligence and Autonomous Systems: A Primer.” United Nations 
Institute for Disarmament Research. https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_
for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf.

scenario, while its use in another context could 
be seen as ‘irresponsible’. This context-de-
pendent nature of synthetic data-use makes it 
difficult to develop universally applicable guide-
lines that effectively address the nuances of 
different use cases.

Additionally, quality metrics are themselves 
also context dependent. For example, the 
closeness with which a synthetic dataset rep-
resents reality is used as a key indicator of its 
quality.25 However, in some cases, particu-
larly in the military domain, deviation from this 
is precisely the intent. In other words, using 
synthetic data to represent unprecedented 
scenarios to help with creative planning 
might be one of the advantages unlocked 
by the use of synthetic data in the context of 
military operations.

Moreover, governance approaches will require 
regional and national contexts to be taken into 
account. Due to the external dependencies 
synthetic data can create – such as the reliance 
on external actors for the generation of synthetic 
datasets and their quality assurance – it is par-
ticularly important to ensure that synthetic 
datasets created outside a given region 
reflect local realities in the intended context 
of use. This will require transparency over 
the parameters and assumptions of synthetic 
datasets, setting out why, how, what for, and by 
whom synthetic data is being created.

3.3.4. On governance opportunities in 
the military domain
Synthetic data does not only pose gover-
nance challenges, but presents opportuni-
ties as well, especially for the governance 
of military AI. There is indeed the potential 

https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf
https://unidir.org/wp-content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Autonomous_Systems_A_Primer.pdf
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for synthetic data to facilitate data-sharing 
abilities between armed forces, as well as to 
help in the common development of military 
AI capabilities. For example, synthetic data’s 
privacy-preserving potential could provide op-
portunities to share datasets, something that 
is often desired, but impeded by the sensitiv-
ity and classified nature of military data. In the 
context of the military domain, this presents 
tremendous value within and across govern-
ment organizations and nations. 

Synthetic data could serve as ‘neutral 
ground’ for collaborative military AI projects 
between nations. By using synthetic 
datasets that mirror real-world scenarios but 
do not contain sensitive information, States 
could work together to develop and test 
AI systems, enhance interoperability, and 
share best practices without the risks asso-
ciated with exchanging real military data. Ad-
ditionally, States can collaborate on developing 
collective synthetic datasets that can be used 
to train and test AI systems for enhanced in-
teroperability – a key issue in the development 

of military AI capabilities. This collaborative 
approach could foster greater cohesion among 
allied forces, improve the effectiveness of joint 
operations, and contribute to a more stable and 
secure international environment in the context 
of military AI. 

Moreover, synthetic data represents an op-
portunity for States to develop common 
norms and guidelines surrounding its gen-
eration and use in the military domain. Due 
to its nascent nature, discussions surround-
ing synthetic data present the international 
community with an opportunity to develop 
shared responsibility frameworks. Multiple 
States could agree on governance princi-
ples and begin sharing best practices to move 
together in a systematic way towards the estab-
lishment of good practices for synthetic data 
generation and use. A multilateral taskforce 
on data governance could, for example, jointly 
address some issues and provide a forum for 
the development of procedures, processes, 
and accountability standards. 

AI generated, Adobe Stock.
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4. Conclusion
Synthetic data presents significant potential for 
advancing AI capabilities across both civilian 
and military domains. Its advantages – ad-
dressing data scarcity, enhancing privacy, and 
facilitating the creation of more representative 
and less biased datasets – make it a powerful 
tool. However, synthetic data is no panacea, 
and its use carries inherent risks. To extract 
the most benefit from this technology, it is of 
utmost importance that governance discus-
sions begin to consider the issue. These efforts 
are currently in their infancy in both the civilian 
and military domains, and legal and normative 
ambiguities persist for the generation, process-
ing, and use of synthetic data. To avoid a legal 
and normative vacuum leaving synthetic data 
risks unaddressed, efforts should be directed 
at identifying gaps in existing frameworks and 
providing clarity to users and generators of 
synthetic data. To this end, guidelines, the de-
velopment of international technical standards, 
and cooperation with industry will be key. 

In the military domain, data-related issues 
remain at the periphery of AI governance dis-
cussions. In this context, efforts should be 
directed not only at securing their place within 
these efforts, but specifically considering the 
effects of synthetic data use in the military 
domain. As synthetic data mostly complicates 

existing governance challenges, as opposed 
to creating an entirely novel landscape, this 
will not necessarily entail the development of 
novel frameworks or regulations. It could entail 
a need for the application of military data best 
practices and concepts to the generation and 
use of synthetic data. Hence, more work on the 
issue is required to extend emerging military 
AI governance frameworks to synthetic data, 
clarifying how these practices and concepts 
can be applied. 

As synthetic data grows increasingly prevalent, 
it brings with it not only governance challenges 
but also opportunities for collaborative interna-
tional efforts which could have positive down-
stream effects on global military AI governance. 
To this end, multi-stakeholder efforts bringing 
together States, and importantly the private 
sector, will be instrumental.

Looking ahead, synthetic data will not be the 
last innovation in data science. This under-
scores the importance of creating governance 
frameworks adaptable to future developments. 
Building such frameworks with flexibility at their 
core will be essential to their sustainability, 
ensuring that they remain relevant as new tech-
nologies and use cases emerge.
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