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2 uln
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gliulig anaanll 1.

Lolull ginleil 1] Jasiig bl @l Jgall gu alatell phii il aclgall acgnan ga lgall ggilall
paaill 3o peyl L le 3 cunall lgall igilall pliill a dugljl ja0 éaaiall poll glisn Jhug laiy lowa
dnwbwi alaf (Glirnll JIjs 11,1945 plc 4 aalnicl Aio jpaall nlellg 2niinllg Salnidilg bl
Liaglgiag (Gl ,ag gdlgll 6 hyljinll linlle 4 ggleillg aaill apwyig dllaell jijeig plhill e hlaall
aniain diy jijeig jlpaiwiig pllull Lle Blaall sjgpa" gall ggilall gl Jgall aydl cllnillg alogleall
21 1ilnidlg clogleall Liaglgiail dpuwing dioig

@Gl 8 allnidlg alogleall gluo a aljghill ieall guagaall elpall §iya Gail ,2013 ple 4
01l 269 *aulaillg alogleall Laglgiail Jgall plaiiwl Lle Gihis ,Igall ggilll gi e lgall ol
gailall Guini apa ddidlio guall ela Aio Jgall Jnlgig “éaainll polll dnlell drenall go Loy jlall s
cgnell agiaall Jolell Gipall Ly alidlioll aaa Jrawilg®adpl gluall a Jgall dglu L lgall
S Tjlpo elaaclll Jgall 2025-2021 aiall lanlaiiwl golg allnillg alogleall alinglgiai ol ieall
(Guhi aay gliy Jgall alw)jlong dyiing cilily Jaui 2 illg Legh dyiingll adlji a4l dlnigo”
*aulnilllg aloglenll Laglgiai plaiiwl lc Igall jgilall

ggilall Guhi arars gliv diajall dlihgll laadlga piig alacl g1l i dlga 29 sgw pdi pl ella gag
lavin aalian Jolge ] i Julall el ha sjoig .igialil elaall La Jgall gl Ll Llgall
Lailily 4 ella Jgall gaer ajai adg talle diglgl dlwanll aaa jlicl pacg ajlgall jadig cgll d1agaan
digrell agianll Jolell @dipall ] dnadall

g0 Jisla dsihgll Laadlga cipdi il elachl Jgall gu Lalyeall Juiaill gaai Ll dladiall palai sjeig
3¢ i iy %S AT Jgag aupell bgjgi Jga dcgaan | 0lif @iapa drihg cadlgo ajni il Jgall cani
elyidinll g palll casgoll Taga apalll il pihi.apga dlihg adlgn sl Ghlin go Jgall go Jula
cadlgn jlanlg alac] La paill LIl awa elacil Jgall Leag Ligiialyl elaall La gall ggiléll Guhi gy
° alllnilllg aloglenll Laglgiad pladiwl (Glhw 4 L lgall ggilall pwai gliy aiapa dlihg

gﬂUQJ_ﬂ Juinill €giig gJgJ_'l'_ﬁJJ:JI clrhall LTrJ QJQJJ| gagilall aapall dtilhgll alpuwaill aac glai)l Uiﬂ_l Jng
R 0 pRuyg Ui"b_m" o4 ,Joall gu aaill jjeu ,_'JT aild Jo alpmaill aaa Luﬁ.v.n_,.dl dlihgll cadlgall
.%,jgj_'l'ﬁ_lyl clrhall LTrJ %,JgJJI Jadlall Guniaraial elyimall paal I(ﬂ_ﬁu aloblmll adgall alglanll

.ajaall, A/RES/2625 (XXV) dnlell d1enall.1970 plc dio jain g a lha hagl

.240/75/A/RES ,anlell drenall

.19 ayaall,2013,98/68/A dnlell dienall

.243/68/A/RES ,anlell dienall

.30 aiall,2023,265/78/A donlell drenall

34 ajaall ,awai janall

https:/www.cyberpolicyportal.org ,atlwll gji éigaul aainll poill aaen! delill HgHallll claall alwliw ailgy, pAil
anyld) alegnan® aljnigallg dolell dienall ggdu 4l

African Union, “Common African Position”
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gliy wal il @aaeiall ailol jill -4 aiainll aoill 0 clacill Jgall peag cl}l'ﬂj_ll U aljaall eliv putilg
dxainll polll aaenl gilill Laglgiaillg golll aolip gpb wAgHalll claall a lgall ggilall uhi drars
[madlgn cipdig ciacl Al Jgall go @alaiwoll gugjallg daall alwjlonll goa a atlwll gji dgadl

18,4 watia auadc hpell anna Jac aala Jia go alibdl goay dadl §43a plag .atihgll d) powaill
.adlac| drlncg adlhig ,ihgll cadgaoll aaila lc wja)g,2024 pliy

© Joell ddly La sl il dpie guill elael Jgall glinn lay sl Ll jaalll L) cudll 1ha ity
dcgaan gani sl cuill s alis cag 4 dihgl laadlga coad il Jgall Lilinell 1ha Jing
Jaell daly alidlio Ju @aaai pi il duall alw)loollg gugjall (o dcgiin

11ilgug glimSlg Qugjillg lrilgag Litag Wilhylg Lilnlig Luijag 1ailiag Ligiw|g cluiillg Iaiag Jijlpig Wijiwl L& dpic guill Jgall - 10
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Ahgll wadgnll Gaila 2.

g wadgn piiig alac] a)jgpn 1540 il dnilyinllg dalidall il go dlnd Sle egall pudall 1aa hluy
Al elhall a Llgall ggilall puwai gLy

_ihgll Lidgall daila
elyidinll paallg araladll jjey

Libgllaenll Llc >
Llgallaenll Lle >

192l jlgall dieayn ddyig pie)

duieall wlhil wlitn gy ggleill pcay

aipall @il allnell aaslgal ihgl dlaeiwl jje)

al Jliiodl jjjeigaijgh 6 doalunllg lgall ygilall aungil dnio jagy

dyidiall paallg aalauill 2.1

gHgiwall (le dgaladll piei Ll aalall gla sapall ihgll laadgn piy Jeally cnld il Jgall quwy
¢y e pilig d1lgag dtilhg wadlgn alacy @il Jadiy aic peall, dhinll gulwil a lgallg gl
AgHAll elhall a lgall ggilall Guhidlalal dyimn in paa ajghl Giphll aalaill aanj

ihgll sgimnll lc dalabll 2.1.1

as)Linll laile aay il gf ds)jlitall dtieall dribgll alaall 131i L,a ihg wadga dlac) dilac palwi
= Alnll aly dailall aihgll agaall ge dna,igpialyl claall La gl ggilill aaleiall alidliall ,a
Jlan Laggilall lanaa aingig Gadenll daigilall hlaall a paaill dnja dlihgll Jsball jagilos
illnillg alaglenll Laglgiai

ulani gy aapeall Jaluf jjei Llilg 2 aladll cliy pnic laieua ihgll cadgall slac] dulac ganii
agaall jlyai dglaial go Jlaig guihgll gleillg jlgall ddnell aaa jjei ela Il aalaul gulaoll dalnoll

aganll Glwil gani dajidn diihg dnio alaicl ge jamwa , ihg wagn alaick dlnell ciagi 3] | jig
Ll ewlaill pjei 6 paw lilg . Igall igyialyl golll @lei logg aljlaglg alliall dlito gy
il gl igilall jinyl pwai 4 dlgall

oA Jlgall pjei Ll dalallagg) oo laic pueill wen) den i) phy alpall gijgi 6 dwwdall aguall Sl adhll ey a 11
Al jlgall jjei Gl dalall a5y oo laic pueill aeny daden ddaypday alpall grjgi 4 drwwgall agrall Glaii,allall sy
.19-18, (uipaall "improving Transparency" dta1pnll Jgall dohin aanll aa a, Al . ihgll cadgall alac] édlnce ajaai gi gaog Sall
) ) aliaf 4.2 pwall jail 12
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192l sgiwall ,lc dualaill 2.1.2

paluy 3] . Jgall sgimnll e dralainl dwjlnn Jladi g dad LA aisjlin gi g adgn i Jing
alddell a guitll LLe apall asi oo ,igiléll gLilig agag!l jujei Jui (o aaill pnlgh preaia el
gaall peag adgall alallell o aenill alllainlg palatll egu fhlhs Jlal 6 ¢lb achu 05 adgall
.gitlgall gollig plwll jjeil a4 il

Lo 339§ pe,auiy los ,Jaall apioll gi dwbwall blaall 31i a4 gall ggilall ihg pwai grhg aclug
8 go)linll aey 5ag . PRIl Jgall dgluy daleinll dligilall aleagill Jlay] "clpoall bghall"y o]
.acalyaaghg lal ggaiad atihgll wadlgall aaa gi Joswll ddla

cadlgall palwiaag ., Igall jlgall Juwll lgall gaiaall L a cilddell alad aaai gf gany U3 Le dgile
culall aaig igyialyl elaall e lgall ggilall Guhi diars Jga dyiiia g pad pghi 4 aring)
auwjg . Jgall sgiwnll lc cadizillg wylaill aillan 231l dllea dlaf ggai gi gany s latle Giaiy il
.alninall alyill dallenl aljluo

alilnell wlian a dalaill dinal gliy Jilno Galgi ) daainll polll 4 elacll Jgall cilngi adg

8 Jgquall Jgall élgluy elaijilly ieall gingaall elpall @Giya alaf Jlioll Jow Gle alphill axaeinll
1, Jgall gu aaill jijei alian ga _Jlgall ygilall b 2021-2019 ajiall lgall golll (Gl 4 igjialil clhall
wle lgall ggilall 6 @110 ¢5aling aclgd (il drags gliy Jgall gu eljol Jalig addlinll gl 14i las

aalijg paall equ wiiig el palaill (Gineil” wlwl jof allnillg alogleall Laglgiat pladil

w ylyaiwilg guiill L Le ajaall

alllnillg alngleall glawn L a aljghill ieall dighell agiaall Jolell (§ipall ngl aily (@Gl ag
lailnyaig layhi alaag piaai Jgall Jnlgi gb ilaill apyai ,6,2021-2019 ajiall Igall golll Gluw o
Jaliii gig adlnilllg alnglenll Laglgiail lanlaiaiwl Ll lgall ggilall Guhil arajas daleinll dtihgll
aall aaa ghiy eljiinll palaill (Ginei gi ga elal L ahinll gulwilg legh alwjlonllg cadlgall aaa

15, Igall gnianll Laclll La dalgi eliy 6 pauwy gh JLas

cualadul jpjer Le uslill pi by Lo aglle =.dnilall aihgll wdlgall 8 agags dlilnn elji cLwaeil 14g
. agaglayl gyliiall ,1g L) cnas Ligialyl elhall La lgall ggilall Guhi a

69 ajaall ,135/76/A Aolell Gienall 13

73-72 ipaall 135/76/A danlell dlenall 14

.37-36 (uijaall ,816/75/A dnlell Gienall 15

See, for example, African Union “Common African Position’, para. 4; Canadian Government, “International Law Applicable in Cyberspace’, 16
para. 5; Costa Rican Ministry of Foreign Affairs, “Costa Rica's Position”, para.5 ; Chinese Ministry of Foreign Affairs, “China’s Positions”;
Czech Ministry of Foreign Affairs, “Position Paper”, p. 1; Danish Government, “Denmark’s Position Paper”, p. 2 ; French Ministry of Armed
Forces, “International Law Applied to Operations in Cyberspace’, p. 1; German Federal Government, “On the Application of International
Law in Cyberspace”, p.2; Irish Department of Foreign Affairs, “Position Paper”, para.2; Japanese Ministry of Foreign Affairs, “Basic
Position’, p. 2; Netherlands Government, “International Law in Cyberspace’, p.1; Polish Ministry of Foreign Affairs, “Republic of Poland's
Position’, p.1; Swedish Government Offices, “Position Paper’, p. 1; United Kingdom Foreign, Commonwealth and Development Office,
"Application of International Law to States’ Conduct in Cyberspace”; General Assembly, A/76/136,p. 18 (Brazil), pp. 23-24 (Estonia),
p.53 (Kenya), p.136 (United States); Egan, “International Law and Stability in Cyberspace”, pp 6-7.

OAS, "Improving Transparency’, para.1. 17
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,2021-2019 ajiall djghell agianll Jolell G pallg 2021-2019 ajiall grngaall clyall §iyal Lagg 1
Ll aalill agel adge.aaill elig Tpylai, cgh gulwi le eljlll Jald din dpalaill Graai plad Jadi
clhall a aaill eliyg ggleill julai dnila oo Juoll Juw le ani lns woalll sgiwoll Lle pilafaia
ge na,diaypolll Jgall anhinl daolill ala i daalanl dra) ol glaldl dial laieng il igiall

2, a1l aalnall alani

dieayn ddyig lajlicl diihgll cdlgall 2.2

a4)liln aagi J1 g Llgall jlgall jijeil "@iph hila" gi dieapn (Giligh laiaila dlihgll cadlgall ciil
aagll ag.aylifll aulclaillg dpnlayl aljigallg wlybil éaeinll aggall allnell a laililyg alngaall
apniwall alidaliall go apaiwi 3] cuaaillg pghill abla arayolin Gilig ailing wadlgnll aha 1oi awdi

Jbill @aa gnn alpdll eliy dhiiil gog lgall sgiwnll Lle

Jgleill jj=i 2.3

dalnall ulhni go lapeg Jgall gu Jelaill jpjei a duibgll caglgall dlac] pauwy gi gany Jnio gai L le
aany 1l dlgall jgliii Loaic old Jaiu ells L laig cillnillg clogleall Laglgiai Juo a guieall

gl éaclwall g aragill L Lle Jgnall hew ,gulgall clapillg dalnall ulani wlito go laadgo alac)
aaclunll agas g na , lgallg oylalllg ilitll ggleill axag LalaT aiay gf aili go 1aag .alaleill
Laglgiai plaiiul 4 Jgguall Jgall dglw jia] alj)l 1jga Jleall ggleill el aljadall clii gi ayiail
2jAaing 0lw igpal] clha Jal go SJ9HA pnieh aanai piadg allnillg alnglenll

ajalyll jjei 2.4

Jgilall (agny aullnillg aloglenll Laglgiail lanlaiiwi algianll agaall ghiy Jgall &ig) apagi JiUa go
amalgal Jgall alaeiul jjeu of LAl gany Ji wwad Slgall jigall La ibg!l cadgall pauwy o, ,lgall
alloell puail anlg jlb] pagi Jui ga Jgal ajaly Lo paw Jf gao los aiuall alpuwl alloel
1al sanillg laatinig aipall ailpywll

al Jliinl jijeig lgall ggildll pghi 2.5

aalian @phy loall ggilall pghi a lalalig Jgall el aungi pauwy gf gany

A9all ggilill dnlell aclgdll aungi aaljl Lalhio ihgll cadgall aclin dilac pagi gi gany gl
draga 21ai Jibi o lgall ggdildll pwai o drihgll cadlgnll pawiadg Liili lapghi 6 doabuallg
Jlanll Jodil ladlhi guegi gang walag ,apell lgall ggilall aclgag pilall alaalenll ggild (Guhi

= jwaill G ge Sigialdl

41 ayaall 816/75/A ,anlell dienall 82 ajaall ,135/76/A.dnlell dienall 18

OAS/CICTE, "List of Consolidated Cooperation and Confidence-building Measures in Cyberspace”, para. 8. 19

See, for example, Oxford Institute for Ethics, Law and Armed Conflict, “ELAC Intervention”; Moynihan, “The Vital Role of International Law". 20

0 glngaall giolhallg el pallg (iwloghiall Jal go alpall elidd aolip puaii pi el jidioll qﬁ__{}_ﬂjﬂ cadgall alac] eliff Jliall Juw le 21
Melyidnll qﬁ__{}_ﬂjﬂ cadgall” JUa , jhil .aohil 4 Cuajli oAl i angan go Jgoo ddhinll

5ajaall,135/76/A anlellarenall 22

() (3) 31 Galnll hhalenll ggilal Livta drélail pail , Jgall ggilall * s jghill” gl "olinll” puaill pgada Jga alwlaill jo yjal - 23
.19ff Marco Roscini, Cyber Operations and the Use of Force, p. 66 ajaall 213 . "lgeljlatian ayliwga" augall Jaell dnban
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Alanli i ae) Sall ayell Igall ggildll yghi 4 laily 11 b agihgll cadlgall pawiaa Tl
gl Laaljiclg algall dnlell ailujlonll goljinll 3gagll diajell aclgall gug cliniig *,_Jgall ggilall puyiyl
ayibhgll wdlgall Jinig . igilall pljiluly jgsd Al &jlis gi auigils Gaclé 3gag L, Atiwi cilwjloall aia

Lo jluicl gany ail gag . ajell Llgall ggilall polic 3f L M Lighialyl clnall a L gall ggilall iy
Lo Juas lapwai gan gi igyialyl claall a adgall aloljilulg ggaall gliu Lo Jga elji e e
atenll L il go e Sgiwa wdlgnll aaa i lbaicg Lo Jga l@aaiii il dulnell alw)jlooll
Aclgh Jraiii 6 pawi gf gany Anai el Jading .Igall ggilall pghil Lilwl ami g gang lgall
«aulnillg alogleall Laglgiatl Jgall plaiiwl (Glw g Lapell gl ggilal duad

0 aga alaiwl qlhii gugall golllg plwll ayil ol alyaaill gi lWh Jgall gae 3 el Lle dglle
dinialan adjgdile) 0 Jgall go 2ac ab)li Jlinll Jrw Sled *ganing 227 (igild plhi Jai
aenll Lle alnglenll ol glaAy ief dinol diélail ljgni ganii il digaell agianll Jolell @jall
wAgpalll claall e pilall gall ggilall Glinil araa Jga Llgall jigall Juawi ) dalagl . lgall
¢lyimall paall o alpei élia cila 13) " amdlin o dnalwall gno Jgall (janiw dlilhgll cadlgall gla
allel ajlgll gaill L le alajianll pudaig ' gall ggilall Glnil araa i

2 al Jliinll glauiig A9l JgHilall daluw jprjei ,a dlilhgll cadlgoall pavwi gl Jaall jay QJiai Jjaig

hinig legii jiallilgnig,Jgall o gugl dcgnan @4jliin waaall 1ha (Graai alhiy, [ail Lijpl laag clla go
Liaglgiail Jgall pladiwl le lgall ggilill Guini arags Jga Slgall jlgall a gnib jiai lialjoa

-0 alglwall faral laag aif eyl ayyalll cadgall La aupall kil a5f Laag .cillnillg alogleall
Lle @guhii Lill LIgall ggilall aclgd delin a6 as)jliiall 6 gluin G ginii Jgall graa” gla daluwll

= 3nll aa o Juicllg dniall guais gl Lhaicua . igiialyl elaal

.(g)38c“nLn_|I,d.,,LJgJJILJmJIdnﬁn_DJQJuLijIpthJIJb_iI 24

.Gaynll,275/77/A anlell dlenall 25

Russian Federation et al., "Updated Concept”. 26

25y ngoll adlill alghallg Llgall ggildll pudag (2)-(1) (W) 16 apdall  gajall,275/77/A dnlell dlenall 27

See, for example, Polish Ministry of Foreign Affairs, “Republic of Poland's Position”, p. 2. 28

African Union, “Common African Position’; para. 8 : étaynill Jgall ankin jla| oA admdlinll nanll Aa . LAST phil 29
OAS, "Improving Transparency’, p.17. See also EU Cyber Direct, “Toward an EU Position’, p. 2.
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ihgll cadgnll §lhi 3.1

Ugi\__l,UTLd.ﬁg_DJlamu,gmug.ﬁybg]lﬂﬁlgﬂuwmjﬂﬂm' IULch_ng_IléLﬁJJaLﬁLdLLoanﬁT
gag dlihgll ailjaag lailiglgl L L i algall lmoaai Lill blaall pal Lle jap gi v i ,ajgpall ol
J940 go dyilhgll dlgall jghii gi gan) gua a gl laiallen aay il ddgilall aliglglll aaai eatmg I
sl agigilall hlaall aalleon algall jliaiadg,Jlioll Juw led laipwail dpniwn dlac Jua go cagll

gl anilall alaaailly ALl sl eli gi wallniilg aloglenall aglgiail Jgall pladiwl Gl 4 129
alynll J.,[.'i‘T.‘lJIUJ_cLEJj qibgjl wadgoll (glhianieyadqg.auyjlall laiwliw angJgig_nuLthﬂqUI 2inlgnll
.(ZpuLMquqUogJILc'Lﬁg_n.llc‘jﬁLdJ aalisnl |LJ_l|gJJ|CLLLLCI|_I_Dp_LI)G_G_LﬂJ_I i

gi l®alan adran Ll anll s a aaall aiiwig *Jolill pé lawilh L] anflall ayihgll cadlgall juii
as)Liinll (anil gf sy pull diaglgiaill aljghill aalgal caill L wlhall alai o gliai 16 wdlgoll
laadlgn Jgall jaes cilasiwl gélgll L, a%.ajghinll wlpnlll diaeioll alidliall 4 daalallg dpniwall
Lainaiy cola g Ligyialyl claall L a gall ggilall gliy adgll duinhgll

wibgll vadgall sgian 3.2

g0 atle éliyg .ain el agngs guae) gi Letil Lihgll cadgall Jata gf ) Joell dal alidlio ajlil
arngil Lyl galg ,sgianll jlhl engl haa guyl gliiiwlg dnadn gn ihgll cadgoll apaiuy gf Jaianll
aaiin Jin,lgall ggilall puai a7 Ly Aibgll cadgall alac] araly goniy iy gl yany los .ain sl
Danllha a ggleillg dlagiwlllg dralaill ] @alallg a3l alyaaill

4 lalglit af il cadlgall calidl a4 yuhei) ln gag,ggiill allall darihgll cadlgall sginn pwiy

i ey e aglle . igyialil elaall La lgall ggiléall glidy alall aly al galll éxaeinll alidlioll

gl @3110 aclga gi avigilall jhill ey dlea a daiii elacill Jgall gaer gi ) apalll ddgall alidlinll
1aayiai gliy jaall Agii

wadlgnll il gralgall Joell dala a6 gusjlinll daainll polll a6 claclll Jgall glinn 313 ¢l gng
Gupall al i Al datnell aldéliall (2o iy gga alial aajanll digilall il aaa juaeig .dlilhgll

Jagll daaly Jua peall go diglaio alaja cuha 169 2025-2021 @jiall aighell agiandl Jolsll

African Union, “Common African Position’, para.10; Canadian Government, Jlinll Juw lc,phil 30
“International Law Applicable in Cyberspace’, para.7; Czech Ministry of Foreign Affairs, “Position Paper”, p.1; Danish Government,
"Denmark’s Position Paper”; Irish Department of Foreign Affairs, “Position Paper’, para. 3; Italian Ministry of Foreign Affairs and
International Cooperation, “Italian Position Paper”, p.3; Swiss Federal Department of Foreign Affairs, “Switzerland's Position Paper’, p.1;
United Kingdom Foreign, Commonwealth and Development Office, “Application of International Law to States' Conduct in Cyberspace”;
General Assembly, A/76/136, p.18 (Brazil), p. 75 (Romania) p. 3, para. 85(Singapore); Koh, “International Law in Cyberspace’, p. 3.

African Union, “Common African Position’, para. 10 ; Canadian Government, Jlioll Juw lc phil 31
“International Law Applicable in Cyberspace’, para. 7; Danish Government, “Denmark’s Position Paper”; General Assembly, A/76/136, p. 85,
para.20(Singapore); Swedish Government Offices, “Position Paper’, p.1, among others.
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Jlneiwl A (a) wilel jill drabwll édguill (q) (A1l pac iain (w) (algall @aliwg daliwll a dlglwall (i i0 61110l gralgall Jiniig
‘aaaiall polll Glitn aayaajienll gaill L leg Llgall ggilall ga (Guii julai il a Jeall Jinill galig lallagiul yaail gl agall
Lg_dﬂ!lg.!_b_i_.[ﬂgiglﬂgjhujwugﬂﬁﬂui (@)g ralgall algguun ggila (j) «éalgl diliell (g) awbwil alipallg glwidl (Ggan plyial (a)
uliillg )gpallg ailwilll ;salin ella (Guhig lnipa ella aloy dawll dulgall aigilill isalinlly paaill go ,alwall gl jill allla
71-70 i}aall,136/76/A aolell dienll 128-26 wlyaall, 174/70/A Golell dienall Jhil junillg

2wl gji digal @raiall polll aaeal aoilill igyialill clhall alwliw dilgl S le jganall aalinll dlihgll wdlgall grad Sle glil
.https:/cyberpolicyportal.org
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1 glaill 23227 §laln

gl cadgnll go gapnll Jillg daaiwall jganallapai -

Ahgll caagall [algliiy of ciay Gill ]l Jhwadl 330§ (o

ibgll cadgall l@alley gf vy Ll Glgall ggilill La druipl adlaall aaai (g

(0 paliui ol gl laadgn aaaiaic algall yany,3g 2 (powadll a4 alill pilnag
SAl Pl gy go aauléallg alphill @aaeinll allaell gon alilaillg g il Jgall wdlgn

gl cadgallalac] alils go pivw SAll ol paa Jal gog adglll alghall jlb) 49 )
-aylill aggill alelppl slail LAy algall gany ,Jaal Jaiy
«cllal lhag casgall Jiadii gn ganiil dlgall L4 alayaaill aado dpai <
ddleinll giAlgall 4 dlgall duajlall dwliwllg ,ngdll goill abglgi a1 <
Llhdg gall ggilall

Laliy Goen Jilai L] dlgall gliaias ill gl cadgall 4 lainaié)gpall aay il Gighalyl goll

s grienll dalnnll alani 322§ S0
Ailnellaaa L a djldi gf et Sill allaglg aliyall ajaai - (f
Aatieall almall wliso gu allgguwallg Jlgalll gujgi (U

aclin aaplall ploj L lgii il ajlagl gl aliall yaigai cliiilg gl daguall gilg guei (3
4 Jinii alw)lanll Jaal g cud aaa Joell aaly a dajbiinll Jgall gaed laag cadgall
elpall il g bl Gigill elpall gf guliviwall el pblg pon acln (§ip 4

asuwlg acgaan dliph] a6 paaill Jgall gany, igyialll claall alader ) philig guLigilall

alionillg alnellg atiaill alpall L5(_:1'3 clpall gn

Alaaiwall A Lle pacilinlg dalnoll ulhni go pai dcgnan go dabiin aljgliin clpg)
09l a)ljg g0 jglittll gl (16 4o Lalac] ey ail ) il auingll ddlgall Julai py - )

clnii cillall go pis ag *plell ailill aian gi Jaell ajljg gi/g *glaall ajljg gi *dajlall

T igHAalll golll atihgll dllagll Jin sl alita gi aljlal gf ailjljg LAy auloell

See Canadian Government, “International Law Applicable in Cyberspace”; Costa Rican Ministry of Foreign Affairs, “Costa Rica's Position”; 34
Finnish Ministry for Foreign Affairs, “Finland Published its Positions"; Irish Department of Foreign Affairs, “Position Paper”; Japanese
Ministry of Foreign Affairs, “Basic Position”; New Zealand Foreign Affairs & Trade, “The Application of International Law’, p. 4 ; Polish

Ministry of Foreign Affairs, “Republic of Poland's Position"; Swiss Federal Department of Foreign Affairs, “Switzerland's Position Paper".
See, for example, French Ministry of Armed Forces, “International Law Applied to Operations in Cyberspace”; Ney, “Remarks”. 35
Wright, “Cyber and International Law"; Braverman, “International Law in Future Frontiers"; Schondorf, “Israel's Perspective”. 36
See, for example, Czech Ministry of Foreign Affairs, “Position Paper”, p.1; German Federal Government, “On the Application 37
of International Law in Cyberspace”; Italian Ministry of Foreign Affairs and International Cooperation, “Italian Position Paper”, p. 3;
Netherlands Minister of Foreign Affairs, Letter; Musaeus, “Norway's Position Paper”; Australian Government, “Australia’s Position".
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sl druwwngall Glghill aaai Saara

Jouing . ihgll cadgall aclin laen (Galgii kT Sall .__,m.m{;.njl Gluwll alilhio gagi (1
Atienll danlell aliiall gi alalwll g0 diglhall aldalgallg alal il Jliall Juw L el
adgall ha idin il (al@all gi) dall aaig

.aojulll apunllg @dloll ajlgoll pagil arals adiljio (pinai glon (g

£0g gaginll ¢ u3lil lailg Aasa ol 13 g . ibgll cadgall AeLnl alg inj Jgad pAg
alglinll Jino allaell pjull ciagl alwial aay s jlinll aalnall alani e jlicdl 6 33l
L&l wils aag ninaig daalgnllg dealyallg aa)lallg daylalall

dljadll eliy 4.2

:aljaall cliy

Jagi Jawi 3] Qyjgyg aloli aghs ,ihgll cadgall alac] ,a dyieall dlphill aljad cliy aof
aaphiatas gliv Jgall elj ajglig 1gall ggilall (Giaa paal anjilll duiaillg dugilall ail pAll
alpall eliy 331 of ganug anilall olialinllg abalallg Gl elljo go ,_igialil claall o
alynigng wujai gaolpg alagylinwll le danilall Joell alilag aluyjaill Jin diaein i,
alnuif 2w i eiilg . 1gallg aulalg Sl ggleill go ataiwg gf gany Lo .elly L Log
ajiall aigrell agianll Jolell @1pall aule Gail sall gaill L Le alpall elis ggoluns aljpall el
%,2021-2019

Jaw gl 1aag.guieall dalnall ulani graal aljaall eliy ahiil 4 paii gf Jgall ganig
jujeig alall ¢y avihgll Gliball calin gu aaill eliy 8 palu Jy ,wié adgall sac)
B dwlaill

.56a,aall,816/75/Adnlell dienall 38
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s paill algaig duwlwill ailogleall ajlga

1,1 o Jouhi adg L&y g aclinll dlnc ey liie Ralj acgiinll jplanll J i

,dlphill Gaeiall Gaaiall pnlll allac e d)alnll digiwllg adilaill alapall pylaill (i
alac] jiaail dnan dacla jagi aighell dgianll dlolell §pallg Junganll clpall (gpa Jin
Agaall adal injil Jgaall aaail Heayo Lilwi laigs ] dalayll apiig aicling caggall
e §hglllg Jaell ghgi Jin) alilnell aaa Il dnadnll dlnll aly giligh aef cla e dgile
(Gilig J4uii 1dg .anla 3jlgn (arnnaill yagpellg anwlwill aloglenll giligg drnw i
clhiullay elainfaaaill gll 1jano anglagll allnell e djalall duwlwill ulogleall
.alnll ¢l angladl aljghiall

auibadll (Galgullg drngalaill alalgall (4
A9l ggilall esaling aclga paal ay gleiwy lan Tjpno daoplall alalgoll aef <
clpall pyjlai aoal ) anilall aribhgll cadlgall gaey puii ella le agile lapwaig
adgall aialll Jio) alnll ¢l adgall alwwgallg alohioll wadlgn aldygg ailwljallg

* daln ald deayn algo Lajlich arngalalll gyylivnllg (poalll culnll
[@jlicl aulgall @nanall e ajplall elli lapw dg avlaall @lgwll droa TL_,J_CJJﬁi.IleJ <
® ayihgll cadlgall o apaell Laljjl 1fnic Jadii éua dille dntd alh dieayn dlf
4, ihgll caagall @élin aic pua plal] ano lo)bicl spail dyilgll walgall (3
OGHlaLl &yaglaill jalaall 4o il gl aic calhil lail dihgll laadlgn a Jgall ey pibi
el La canicl los2adgall Jaell dnaaal wlwil plaill 3038 alall L4 aajlgll lgall
LJgall ggilll dial Slgo Jin s il dyjleall dganll 4o aac L le adlall duihgll cadlgall o
Wgadcgpiinll je Jlealll ye Jgall dylggun iy
ahld san yaail “alialenll pwaiaclgd e dlilhgll cadlgoll gher anioi el Lc agllc
“igpialyl clhall ,a alinalg aill Guhi

See, for example, Czech Ministry of Foreign Affairs, “Position Paper”, p. 1; Costa Rican Ministry of Foreign Affairs, “Costa Rica's Position”,
para. 6 ; German Federal Government, “On the Application of International Law in Cyberspace”, pp. 2,16; Japanese Ministry of Foreign
Affairs, “Basic Position’, p. 1; General Assembly, A/76/136, p. 18 (Brazil); Egan, “International Law and Stability in Cyberspace’; p.6.

Aaing dadgall Jaell dnban e djplnll d)jlhniwdl cljillg hlxaall gulg Jaiiy dalinll drihgll cadlgnll aamimi,Jinll Juw Llc
gwigall &yygany” adgall Jaell dobhan f14 .0 "araypolll axainll allgll an Igeljlati” adgall Jaell dnaan s a0 aliol gu o
aalwill yaaill dregpiin” adgall Jaell dnhan: 4.0 "ga)gh alid apad” algall Jaell @ohan 1168 (|, "lhicgi an dthljanll
2260 ,"lanlaaiwl g éuggill

;allwll ¢ji ¢igayl daainll polll aaonl delill LAgHAll elhall alwlw dilgy e jganall dalinll dihgll wadlgall graa L le glhl
.https:/cyberpolicyportal.org

Netherlands Government, “Appendix: International Law in Cyberspace’, p1 ; General Assembly,A/76/136, p18 (Brazil)

.dlalenll jgilal lia didlail (jo 31 dalnll anla

See, for example, Schondorf, “Israel's Perspective’, p.397; German Federal Government, “On the Application of International Law in
.Cyberspace’, p. 16
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ol aibog Jaell a)ljgg glaall ajljgg .aylall a)ljg cadgall alac] dilnc a4 @ale a4 jlinall
dnhiiall aljglinll Jawi g gans sl alaa gu go aloglenllg alaill gof alitag plell
Lé1l cadgall alaicl (lgguwall ji4 go

Jqliiill arnaf Jgall jaedl diihgll cadlgallg wlhill aaaeinll alilnell ciiif 1dg ha  (u
*.auga gf arouldl gf aulif pai a 51311 Jgall go ggleillg

Haenll Lle gl dalnoll alani go cadgall aagun liv aljglin clpal ganilos - (Q
layieg ainganll pi¢ alohinllg palall glhillg dpngalall hlwgll el a loy, Jgallg ihgll
* ayihgll laaalgn 6 aalnall ulani wlitn go aljgliin clja] dalpn Jgall gaes J4aig

Canadian Government, “International Law Applicable in Cyberspace’, para.53;72 ajaall ,135/76/A .dnlell drenall Jlioll Juw L le phail 45
Costa Rican Ministry of Foreign Affairs, “Costa Rica's Position’, para. 6; Czech Ministry of Foreign Affairs, “Position Paper”, p.6 ; Japanese
Ministry of Foreign Affairs, “Basic Position’, p. 1; Netherlands Government, “Appendix: International Law in Cyberspace’, p.1;
Wright, “Cyber and International Law”

Canadian Government, “International Law Applicable in Cyberspace’, para.53; Costa Rican Ministry of Foreign Affairs, 46
“Costa Rica's Position’, para. 6; Czech Ministry of Foreign Affairs, "Position Paper”, p. 1; General Assembly, A/76/136,p.1 (Estonia);
Wright, “Cyber and International Law”
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clhall La lgall ggilall ghiy casgall acibyl qlgill gulan L) dllwy é4alonll aldleg adalall ajljgg Jaell a)ljog glaall @)l jg go
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Aoy aaniei pl Ll glalpib ajlall aldlell @ial Ll ainadg alall ald s il alhlll go jglidlly
aJljg g0 ajaloug Jailgy albh a Lof “Polish Ministry of Foreign Affairs, Republic of Poland's Position”, Jlinll Juw lc jhil 48
LAgpalll elnall La lgall ggilill (i gl lailgy ibhgll caagall eljjgll gulan anicl arajlall
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