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Executive Summary
Technological advancements in areas such as 
advanced materials, microchips, sensors and 
connectivity infrastructure are enabling innova-
tion across other technology areas, not least in 
information and communications technologies 
(ICTs), artificial intelligence (AI) and autono-
mous systems. These enabling technologies 
are reshaping the digital landscape and hold 
potential applications in the military domain. 
While progress has been made in addressing 
the security implications of ICTs and AI within 
various intergovernmental processes, compar-
atively less attention has been devoted to the 
underlying technologies that are facilitating or 
driving their further development. This under-
scores the urgent need for a more thorough 
and comprehensive examination of enabling 
technologies as well as their potential impacts 
on international security.

To address this knowledge gap, this compen-
dium is dedicated to the identification and 
analysis of the most salient advancements 
in enabling technologies, with a particular 
emphasis on those still in their early stages of 
development or application. The compendium 
explores four categories of enabling technol-
ogies: advanced materials (semiconductors, 
superconductors and nanotechnology), parts 
and components (microchips and sensors), 
processing and computing (cloud, edge and 
quantum computing), and infrastructure (fifth- 
and sixth-generation telecommunications (5G 
and 6G), the Internet of Things, cloud infra-
structure and satellite communications).

The compendium highlights several overar-
ching trends and developments across the 
technology domains under examination. 
The ongoing trend of hardware miniaturisa-
tion is leading to the creation of increasingly 
compact and efficient devices, facilitating the 
widespread integration of enabling technolo-
gies in military systems. These technologies 

offer significant enhancements in military 
capabilities and the potential to strengthen 
international security efforts. However, chal-
lenges arise from the potential for increased 
technological competition among States and 
from cybersecurity risks and vulnerabilities 
in the global supply chain that are associated 
with enabling technologies. While the role of 
the private sector is crucial, collaboration on 
dual-use technologies may introduce new risks 
such as jeopardising sensitive military informa-
tion.

Continuous monitoring and analysis of 
emerging trends are therefore essential for 
establishing effective governance frameworks 
that balance the opportunities and risks that 
enabling technologies present. 
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1. Introduction

1  For the purpose of this compendium, enabling technologies are defined as those that enable or drive innovation and the 
development of capabilities across other technology areas within the scope of the work conducted by UNIDIR’s Security 
and Technology Programme: cyber, AI and autonomy as well as system integration.

2  UNGA (2023).

Technologies such as advanced materials, 
microchips and sensors, computing power 
and connectivity infrastructure are enabling 
or driving innovation and the development of 
capabilities across other technology areas, 
not least in information and communications 
technologies (ICTs), artificial intelligence (AI) 
and autonomous systems. The development 
of enabling technologies is revolutionising 
the digital ecosystem, expanding the possi-
bilities for their being developed and applied 
for military purposes.1 As these technologies 
continue to advance, it becomes increasingly 
important to address their implications for 
international peace and security. Continuous 
horizon scanning is essential to harnessing the 
benefits of these technologies while mitigating 
their potential risks.

In the 2023 report on “Current developments 
in science and technology and their potential 
impact on international security and disar-
mament efforts”, the United Nations Sec-
retary-General underscores the continuing 
concerns that developments in science and 
technology of relevance to security and dis-
armament are outpacing the capacity of 
normative and governance frameworks to 
manage the risks.2 While various intergov-
ernmental processes have made strides in 
tackling the security implications of ICTs and 
AI, comparatively less attention has been 
devoted to the underlying technologies that are 
enabling or driving their further developments. 
This underscores the urgent need for a more 
thorough and comprehensive examination of 
enabling technologies as well as their potential 
impacts on international security. 

In an effort to bridge the knowledge gap, the 
present compendium is dedicated to the iden-
tification and analysis of the most salient ad-
vancements in enabling technologies. This 
includes those still in the early stages of their 
development or application but which are an-
ticipated to have an important impact on inter-
national peace and security. This compendium 
is exclusively focused on exploring the first-or-
der effects of enabling technologies on the 
digital ecosystem, specifically with relevance 
to international peace and security. However, 
certain technology areas may have broader 
implications beyond what is covered in the 
present report.

In the subsequent chapters, the compen-
dium delves into four categories of enabling 
technologies. Category I includes advanced 
materials, such as semiconductors, supercon-
ductors and nanotechnology. Category II looks 
into parts and components, encompassing 
microchips and sensors. Category III covers 
processing and computing, that is, cloud, 
edge and quantum computing. Category IV 
is for infrastructure, from fifth- and sixth-gen-
eration telecommunications (5G and 6G), via 
the Internet of Things (IoT) and cloud infra-
structure, to satellite communications. Each 
chapter presents a comprehensive analysis of 
the technology under examination, including 
the latest developments and relevant military 
applications, followed by an assessment of the 
potential implications for international security. 
The compendium concludes with an overarch-
ing examination of general trends and develop-
ments in the realm of enabling technologies.
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2. Category I: Advanced Materials 

2.1 Semiconductors

3  One nanometre is equivalent to one thousandth of a micrometre, or one billionth of a metre.

Semiconductors belong to a 
class of materials characterised 
by electrical conductivity prop-
erties that fall between those 
of conductors (e.g., metals) and 
insulators (e.g., glass). The elec-
trical conductivity of a semi-
conductor can be controlled 
and modified, enabling it to 
serve as a building block for 
modern electronic devices and 
components including diodes, 
transistors and integrated 
circuits.

The unique electrical properties of semicon-
ductors have transformed the technology 
landscape, leading to the development of 
increasingly compact, potent and energy-ef-
ficient electronic devices and systems. In 
the electronics industry, silicon is the most 
commonly used semiconductor material, but 
other materials such as gallium arsenide and 
germanium are also used in specialised appli-
cations. Silicon wafers often provide a founda-
tion for microchip manufacturing and play an 
essential role in the functioning of digital tech-
nologies. 

The process node of semiconductors, now 
often measured in nanometres (nm),3 is a 
critical factor in semiconductor technology. 
Reduced process nodes allow for more tran-
sistors to be packed onto a single chip, which 
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often improves performance and energy effi-
ciency. Semiconductor node size has reduced 
significantly over the decades, from the initial 
measurement in micrometres (µm)4 to the 
current, most cutting-edge level of 3-nm tech-
nology.5 Taiwan Semiconductor Manufacturing 
Company (TSMC), one of the most advanced 
semiconductor manufacturers, is planning to 
produce the next-generation 2-nm semicon-
ductors starting in 2025. This is projected to 
achieve processing speeds that are 10–15 per 
cent higher than those of 3-nm chips.6 

The driving force behind the process node 
evolution is what has become known as 
Moore’s Law. This is an empirical observation 
by Gordon Moore, one of Intel’s co-founders, 
that the number of transistors on a microchip 
has historically tended to double approxi-
mately every two years. The law therefore 
claims that the computing performance will 
continue to grow while the cost of computers 
decreases. Even though the theory has largely 
held true into the 21st century, engineers have 
begun to reach the limits of traditional semi-
conductor materials within the current under-
standing of the laws of physics. As such, some 
observers have even proclaimed the demise 
of Moore’s Law.7 The industry is now seeking 
innovative solutions to pursue future semicon-
ductor improvements. 

In place of silicon, other materials have been 
identified as potential alternatives to meet 
the increasing demands of computing power. 

4  For instance, Intel’s 4004 processor launched in 1971: https://www.intel.com/content/www/us/en/history/museum-sto-
ry-of-intel-4004.html 

5  As of September 2023, only two companies in the world are able to manufacture 3-nm semiconductors: TSMC (https://
www.tsmc.com/english/dedicatedFoundry/technology/logic/l_3nm) and Samsung (https://news.samsung.com/
global/samsung-begins-chip-production-using-3nm-process-technology-with-gaa-architecture). 

6  Ryugen, Hideaki (2023).
7  Arcuri and Shivakumar (2022).
8  IEEE (n.d.-a).
9  IEEE (n.d.-b).
10  Chandler (2022).
11  IEEE (n.d.-b).

Compound semiconductors, for example, 
combine multiple elements to produce 
materials capable of outperforming silicon. 
Such materials are poised to play a pivotal role 
in advancing new connectivity technologies 
and autonomous vehicles.8 Gallium arsenide, 
the second most commonly used semiconduc-
tor material after silicon, is a compound known 
for its superior electron mobility, leading to 
greater efficiency than silicon. It also exhibits 
a higher tolerance to overheating. However, 
large-scale production of gallium arsenide 
will need to overcome significant challenges, 
including reliance on toxic chemicals, raising 
concerns about impacts on public health and 
the environment.9 

Ongoing research efforts are exploring novel 
materials that show significant potential in 
enabling the development of increasingly 
compact and efficient devices. Recent studies 
have highlighted the effectiveness of a material 
known as cubic boron arsenide in addressing 
certain limitations that traditional silicon-based 
semiconductors pose, with the potential to 
become “the best semiconductor material ever 
found”.10 Despite the promising properties, 
cubic boron arsenide is currently in the ex-
perimental phase, leaving its real-world appli-
cations yet to be fully determined. Alongside 
this, other emerging semiconductor materials 
are also gaining traction, including high-power 
gallium nitride, antimonide-based and bis-
muthide-based materials, and two-dimen-
sional (2D) materials such as graphene.11 

https://www.intel.com/content/www/us/en/history/museum-story-of-intel-4004.html
https://www.intel.com/content/www/us/en/history/museum-story-of-intel-4004.html
https://www.tsmc.com/english/dedicatedFoundry/technology/logic/l_3nm
https://www.tsmc.com/english/dedicatedFoundry/technology/logic/l_3nm
https://news.samsung.com/global/samsung-begins-chip-production-using-3nm-process-technology-with-gaa-architecture
https://news.samsung.com/global/samsung-begins-chip-production-using-3nm-process-technology-with-gaa-architecture
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These materials offer distinct physical proper-
ties that have proven advantageous in specific 
applications. Nevertheless, their widespread 
use is hindered by cost implications and the 
complexity of their production.

The continued innovation in semiconduc-
tor materials will play a pivotal role in future 
military systems. Semiconductors have 
concrete applications in an array of critical 
components of electronic devices, ranging 
from sensors, actuators and memory chips to 
electro-optical systems and microcontrollers.12 
These semiconductors form the backbone of 
cutting-edge electronic devices that feature 
prominently in sophisticated military systems, 
including high-speed communications 
devices, radar systems and precision-guided 
weaponry. Moreover, semiconductor technol-
ogy serves as a catalyst for transformative 
innovations such as artificial intelligence and 
the Internet of Things (IoT). The emergence of 
new semiconductor materials thus holds the 

12  Gargeyas (2022).

potential to strengthen national defence capa-
bilities, although it may also usher in a new era 
of technological competition among States.

In addition, supply chain vulnerabilities 
currently present a key challenge. The semi-
conductor supply chain is a highly complex 
and interconnected global network that 
involves various production stages and 
companies from different regions. It is also 
characterised by a high degree of speciali-
sation, with, for instance, a concentration of 
advanced semiconductor production facilities 
in East Asia. Any disruptions to the manu-
facturing capabilities in the region, whether 
stemming from geopolitical tensions or natural 
disasters, could have a negative impact on the 
availability of semiconductors and have severe 
consequences for national security. However, 
the development of alternative semiconduc-
tor materials has the potential to reshape the 
existing paradigm and increase diversification 
within the global supply chain.

Semiconductors: Highlights for 2023 

• Continuous advancements are under way in the creation of more compact and efficient semi-
conductors. Leading semiconductor manufacturers such as TSMC and Samsung are actively 
pursuing the development of next-generation 2-nm semiconductor technology, projected to 
increase processing speeds by 10–15 per cent compared to the currently most advanced 3-nm 
semiconductors.

• Silicon remains the most commonly used semiconductor material, but it is approaching its 
physical limitations. Ongoing research efforts are exploring novel semiconductor materials that 
hold the potential for improved performance, including cubic boron arsenide and 2D materials.

• The semiconductor supply chain is vulnerable to disruptions due to its complex and intercon-
nected nature, which can present a significant challenge to national security. However, the explo-
ration of alternative semiconductor materials could potentially enhance diversification in the global 
supply chain.

https://asia.nikkei.com/Business/Tech/Semiconductors/TSMC-to-make-cutting-edge-2-nm-chips-at-new-plant-in-southern-Taiwan
https://news.samsung.com/global/samsung-electronics-unveils-foundry-vision-in-the-ai-era-at-samsung-foundry-forum-2023
https://news.mit.edu/2022/best-semiconductor-them-all-0721
https://www.scmp.com/news/china/science/article/3232116/revolutionising-semiconductor-industry-chinese-scientists-unveil-12-inch-wafer-groundbreaking-2d
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2.2 Superconductors

13  NCCR (2021). The critical temperature refers to the temperature at which the electrical resistance of a superconductor falls 
to zero.

Superconductors are materials 
that can conduct electric-
ity without any resistance 
or energy loss and can repel 
magnetic fields when cooled 
below a specific critical tem-
perature. This unique property 
allows an electric current to 
flow indefinitely within a 
superconductor.

The exceptional electromagnetic character-
istics of superconductors have the potential 
to enhance various fields, including electron-
ics, quantum computing, energy transmis-
sion and storage, and magnetic resonance 
imaging (MRI) technology. However, their 

practical use is limited for now by the require-
ment for extremely low temperatures, which 
necessitates expensive cryogenic engineering 
and high energy consumption for the cooling 
process. Most superconductor materials 
exhibit critical temperatures that range 
between absolute zero and 10 Kelvin (approx-
imately –273 to –263 degrees Celsius).13 As a 
result, the large-scale application of supercon-
ductors is currently impractical. 

The primary focus of superconductor research 
has revolved around the quest to discover 
materials with significantly higher critical tem-
peratures. High-temperature superconduc-
tors (HTS) have been discovered that can 
exhibit superconductivity at warmer tempera-
tures than conventional materials. Despite 
being termed “high temperature”, HTS refer 
to materials that conduct above 77 Kelvin 
(–196.2 degrees Celsius), the boiling point 
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of liquid nitrogen.14 In recent years, there has 
been a growing emphasis within the scien-
tific community on pushing the boundaries 
further by striving to develop room-tempera-
ture superconductivity. While this research is 
ongoing, no breakthrough has been achieved 
thus far.

Future research and development may ef-
fectively reduce operational costs and make 
superconductor technology more accessible 
for practical applications. The use of advanced 
superconductors in military contexts is an-
ticipated to be transformative. Development 
of scalable room-temperature superconduc-
tor materials could revolutionise the field of 
electronics, leading to promising applications 

14  Clynes (2023).
15  Pedram (2023).
16  For a detailed analysis of quantum computing and the latest developments see Section 4.3 below.
17  Feldman (2023).
18  Roa (2023).

such as ultra-high-speed and energy-effi-
cient computer chips, low-latency broadband 
wireless communications and highly efficient 
electricity grids.15 Additionally, superconduc-
tors can be utilised to construct qubits (the 
basic units of quantum processors), offering 
vast opportunities for quantum computing.16 
New superconductor materials are being 
developed to generate qubits that are resilient 
to external disturbances, a characteristic that 
could make quantum computers much more 
reliable.17 Nevertheless, the emergence of 
room-temperature superconductors may fuel a 
fresh technological competition among States, 
potentially leading to international disputes 
concerning patents, technology transfers and 
market access.18 

Superconductors: Highlights for 2023

• The practical application of superconductors is currently hindered by the need for extremely low 
temperatures, requiring costly cryogenic engineering and high energy consumption. Scientific 
efforts are pushing towards achieving room-temperature superconductivity.

• The development of scalable room-temperature superconductors holds promise for revolutionis-
ing the field of electronics, but their emergence may lead to international disputes concerning 
patents, technology transfers and market access.

https://nationalinterest.org/feature/have-we-created-philosopher%E2%80%99s-stone-policymakers-should-care-about-room-temperature


E N A B L I N G  T E C H N O L O G I E S  A N D  I N T E R N AT I O N A L  S E C U R I T Y 1 3

2.3 Nanotechnology 

19  US National Nanotechnology Coordination Office (n.d.).
20  Rowland et al. (2016).

Nanotechnology contributes 
to the design, manufacture and 
application of materials at the 
nanoscale, typically 1-100 nano-
metres (one nanometre is one 
billionth of a metre).

At the nanoscale, unique and often novel 
properties emerge as a result of quantum 
effects and surface behaviour.19 Such proper-
ties can be harnessed for various applications, 
including in nanomaterials and nanoelectron-
ics. In modern electronics, the ongoing trend of 
device miniaturisation is being significantly fa-
cilitated by the advancements in nanoelectro-
mechanical systems (NEMS). These systems 
can be used to create smaller and more 
efficient sensors, actuators and other devices 
with critical applications in advanced sensing, 
computing and communications. 

In sensing applications, nanotechnology is 
applied in environmental monitoring of air and 
water quality as well as pollutant detection. 
The incorporation of nanotechnology can 
make smaller and more sensitive sensors for 
military field operations that can, for example, 
detect biological and chemical threat agents. 
Compared with conventional methods of 
biothreat detection, nanomaterial-based bi-
osensors can achieve higher sensitivity and 
accuracy even with reduced sample volume, 
preparation time and assay costs.20 Nano-
sensors can be used to provide real-time in-
formation about potential threats for military 
operations, thereby enhancing situational 
awareness on the battlefield. They could 
equally benefit disarmament verification 
efforts in the biological and chemical weapon 
domains.

In the computing field, nanotechnology paves 
the way for next-generation computing by 
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facilitating the development of nanomate-
rials such as carbon nanotubes, graphene 
and quantum dots. As conventional silicon 
technology is approaching its physical limits, 
interest has grown in alternative materials and 
approaches for new computing paradigms. 
In recent years, carbon nanotubes have been 
identified by researchers to be an attractive 
alternative to replace silicon in transistor man-
ufacturing.21 The use of this highly conduc-
tive nanomaterial can facilitate the creation 
of more compact and efficient transistor 
designs, capable of surpassing silicon-based 
transistors.22 However, their advantage in 
real-world applications has yet to be conclu-
sively proven.23 In addition, quantum dots (i.e., 
nanoscale crystals synthesised through the 
process of nanofabrication) can potentially 
revolutionise the field of quantum computing. 
Due to their quantum properties, quantum dots 
can be utilised as qubits that form the very 
foundation of quantum computers, enabling 
the structure of a scalable, cost-effective and 
fault-tolerant working machine.24 However, the 
technology remains in its infancy and there are 
several technical and commercial obstacles 
that must be overcome before practical and 
large-scale production of quantum computers 
can be achieved.25

Furthermore, nanotechnology can facilitate 
advanced communications for military opera-
tions, offering multiple benefits including lower 
energy consumption, miniaturised communi-
cation devices and enhanced connectivity. In 

21  Fadelli (2023).
22  Basheer et al. (2022).
23  Fadelli (2023).
24  Hecht (2022).
25  For a detailed analysis of quantum computing and the latest developments see Section 4.3 below.
26  Hamza and Jaafar (2022).
27  Kullock et al. (2020).
28  Kumah et al. (2023).
29  Ibid.
30  Ray, Paresh et al. (2009).

wireless communications systems, the devel-
opment of nanotechnology leads to smaller, 
cheaper, less power-consuming and more 
efficient wireless sensor devices and makes 
5G networks possible.26 Nanomaterials can 
also be used to create highly efficient antennas 
that allow for improved signal efficiency and 
reliability. For instance, nanoscale antennas 
have been developed by researchers to enable 
light-speed data transfer between different 
core processors with little loss.27

While nanotechnology holds considerable 
promise for enhancing military information and 
communications systems, its development 
and deployment also come with certain risks. 
Studies have indicated that nanoparticles can 
display a wide range of toxicity and environ-
mental hazards, thereby posing significant 
threats to both human health and ecological 
well-being.28 The size and composition of 
nanoparticles allow them to breach the phys-
iological barriers of living organisms and they 
can cause harmful biological reactions within 
the human body (e.g., lung inflammation and 
cardiac problems).29 Nanomaterials produced 
through manufacturing processes can enter 
the environment through both deliberate and 
accidental releases. Once deposited into the 
soil, they possess the potential to contami-
nate the ground and subsequently migrate into 
water systems.30 
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Nanotechnology: Highlights for 2023

• Ongoing progress in nanotechnology is consistently improving advanced sensing, computing 
and communications. Nanomaterials such as carbon nanotubes and quantum dots have the 
potential to drive next-generation computing, including the emerging field of quantum computing. 
However, challenges persist in achieving practical and large-scale production. 

• Nanotechnology offers potential benefits for military information and communications systems, 
but it also presents risks. Research indicates that nanoparticles can be toxic and environmentally 
hazardous, posing significant threats to human health and ecological well-being.

https://phys.org/news/2023-07-scaling-aligned-carbon-nanotube-transistors.html
https://www.nature.com/articles/d41586-022-02147-3
https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-023-15958-4#:~:text=Biomarkers%20such%20as%20soil%20samples,the%20environmental%20effect%20of%20nanoparticles.&text=This%20work%20has%20revealed%20the,and%20induction%20of%20inflammatory%20responses.
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3. Category II: Parts and Components

3.1 Microchips

31  For a detailed analysis of semiconductor technology and the latest developments see Section 2.1 above.

Microchips or chips, also 
known as integrated circuits, 
are compact assemblies of min-
iaturised electronic compo-
nents including transistors, 
diodes and resistors on one 
small flat piece of semiconduc-
tor material, usually a silicon 
wafer.

The significance of microchip technology 
cannot be overstated. It forms the corner-
stone of modern electronics and computing 
systems, creating devices that are not only 
smaller but also more powerful, cost-effective 
and energy-efficient than those constructed of 

discrete components. Microchips can perform 
various critical functions, including informa-
tion processing, data storage and instruction 
execution, and they can be used as memory 
chips, central processing units (CPUs) and 
graphics processing units (GPUs). 

Microchips are constantly evolving, with ad-
vancements in the semiconductor materials 
leading to novel functionalities and higher 
performance at lower costs.31 As described 
above, the semiconductor industry continues 
to push the boundaries of miniaturisation 
to develop transistors with smaller process 
nodes. Reduced size allows for more tran-
sistors to be packed onto a single microchip, 
resulting in increased processing power and 
energy efficiency. However, as the current 
silicon-based semiconductor technology is 
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gradually approaching its physical limits, al-
ternative materials and approaches are being 
sought to ensure the continued growth and 
transformation of microchip technology.

Innovation in the field is also driven by 
improved chip design. Alternative chip-design 
methods have been put forward such as “multi-
die systems” and “chiplet-based design”.32 
Unlike the traditional monolithic chips, 
multi-die architecture consists of a collection of 
specialised chips such as memory and CPUs 
that can be linked to create a complex and inte-
grated system-on-chip (SoC) package. The in-
novative chip design is believed to be capable 
of supporting AI machine learning at scale, 
enhancing silicon yields and minimising waste 
in the chip-manufacturing process.33 Custom 
SoCs have been designed by companies such 
as Apple, Google/Alphabet and Amazon Web 
Services (AWS) to optimise chip performance 
for specific applications and workloads – this is 
known as the “custom silicon” approach.34

Specialised microchips are being designed to 
enable other technological applications such 
as 5G and artificial intelligence. 5G connectiv-
ity necessitates the development of advanced 
microchips that can meet the technology’s 
high speed and low latency requirements. AI 
capabilities also rely largely on the process-
ing power of specialised microchips such as 
tensor processing units (TPUs) and neural 
processing units (NPUs). The cutting-edge AI 
chips can be tens to thousands of times faster 
and more efficient than general-purpose chips 
such as CPUs.35 

32  MIT Technology Review Insights (2023).
33  Ibid.
34  Shilov (2023).
35  Khan and Mann (2020).
36  IBM (2023).
37  ASML (n.d.).
38  Moore (2022).

Moreover, extreme ultraviolet (EUV) lithogra-
phy technology currently plays an important 
role in the manufacturing of the world’s most 
advanced microchips. It facilitates the creation 
of ultra-small and highly precise components 
on silicon wafers and contributes to the contin-
uous miniaturisation of microchips. To further 
the miniaturisation process, a more complex 
method, known as high numerical aperture 
EUV lithography, has been identified by re-
searchers to achieve mass production of the 
next generation 2-nm node technology.36 The 
new manufacturing systems are expected 
to be fully operational by 2025.37 In addition, 
advanced packaging methods also continue to 
enhance microchip performance and energy 
efficiency, notably the three-dimensional 
(3D) stacking and packaging techniques that 
integrate multiple chips in a 3D structure.38

New developments in microchip technol-
ogy will continue to shape the technological 
landscape in the coming years, with important 
implications for international security. The 
pervasive role of electronic systems in modern 
warfare means that enhanced microchip 
performance can benefit various aspects of 
military operations. These include increasing 
the precision and effectiveness of advanced 
weaponry, boosting capabilities for intelli-
gence, surveillance and reconnaissance (ISR), 
enhancing communications systems, and 
facilitating the integration of AI and autonomy 
within military systems. However, the technol-
ogy also introduces new security challenges. 
The microchip supply chain is highly global 
and complex, from chip design and manufac-
turing to packaging, testing and distribution. 
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The most advanced technologies and manu-
facturing capabilities are often concentrated in 
certain regions, creating potential supply chain 
vulnerabilities. For instance, ASML in the Neth-
erlands is currently the only company with the 
capacity to manufacture the EUV lithography 
machines used for large-scale production of 
the world’s most advanced microchips.39 

Another challenge pertains to the dual-use 
nature of the technology and potential prolif-
eration. Microchips used in civilian applica-
tions, such as smartphones and laptops, can 
fall outside of export control regulations and 

39  ASML (n.d.).
40  Gilchrist (2023).
41  Levine and Pipikaite (2019).
42  Giles (2019).

so can be exploited for military purposes or 
integrated within military systems.40 There are 
also cybersecurity concerns associated with 
the use of microchips. Hardware vulnerabili-
ties are difficult to detect given the complexity 
of the integrated circuit architecture. Physical 
modifications might be effectively concealed 
among the vast array of valid components and 
functions and stay undetected for a long time.41 
Compared to software issues, hardware flaws 
are often significantly more difficult and costly 
to fix, which opens a vulnerability window and 
puts the broader digital systems at risk.42

Microchips: Highlights for 2023

• Advancements in semiconductor technology continue to drive higher microchip performance 
and functionality at lower costs through miniaturisation. Exploring alternative semiconduc-
tor materials and approaches holds the potential to sustain the growth and transformation of 
microchip technology.

• Progress in the field is also driven by improved chip design and production techniques. Innova-
tive chip designs, such as the “multi-die systems”, offer complex integrated chip systems and 
can support AI machine learning at scale. The ongoing development of high numerical aperture 
EUV lithography aims to enable mass production of next-generation 2-nm node technology by 
2025.

• Despite the potential benefits of improved microchip performance for military operations, chal-
lenges include supply chain vulnerabilities, the dual-use nature of the technology and cybersecu-
rity concerns.

https://wp.technologyreview.com/wp-content/uploads/2023/03/Synopsys-Report-v6.pdf
https://www.asml.com/en/products/euv-lithography-systems
https://www.asml.com/en/products/euv-lithography-systems
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3.2 Sensors

43  Eshel (2022).

Sensors are devices designed 
to detect physical properties 
and environmental conditions 
and subsequently convert this 
information into output signals.

Sensors – encompassing motion sensors, 
proximity sensors, biometric sensors and 
image sensors, among others – have a broad 
range of applications and functionalities. They 
have become indispensable in almost every 
facet of military systems, from ground vehicles, 
ships and uncrewed aerial vehicles (UAVs) 
to missiles and satellites. Advancements in 
sensor technology thus play a crucial role in 
modernising defence capabilities, with the 
capacity to enhance the overall effectiveness 
of military operations. Advanced sensor appli-
cations can provide military forces with more 
accurate and timely data collection, enhance 
situational awareness and protection on the 

battlefield, improve targeting precision and 
threat detection, and facilitate decision-making 
in dynamic operational environments. 

Numerous advancements have emerged in 
the realm of sensor technology for military 
purposes. Sensor fusion represents one 
key area of innovation. Armed forces have 
increasingly sought to combine multiple 
sensor sources to obtain more accurate and 
comprehensive information about the bat-
tlefield. Multi-sensor systems integrate and 
analyse data from diverse sensor types (e.g., 
acoustic, radar, electro-optical and infrared 
sensors), enhancing situational awareness to 
a level beyond what can be normally achieved 
by analysing these sources individually. In 
ground-based military vehicles, sensor-fusion 
technology provides the crew or commander 
with a comprehensive 360-degree view of their 
surroundings and facilitates information-shar-
ing with other systems.43
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Quantum sensing harnesses the inherent 
sensitivity of quantum states to disturbances, 
not only enabling more accurate and sensitive 
measurements but also unlocking the potential 
to measure previously unmeasurable phenom-
ena.44 Quantum sensing holds the potential to 
transform military capabilities. For example, 
researchers have developed quantum sensors 
that can detect objects concealed behind 
walls and other barriers, which can help with 
military applications such as reconnais-
sance.45 In addition, quantum sensing tech-
nology could improve the accuracy of inertial 
navigation systems used in ships, submarines 
and aircraft. This would significantly enhance 
positioning and navigation capabilities in 
GNSS-denied environments.46 

Sensors are increasingly integrated with AI 
technologies to provide intelligent data collec-
tion and analysis, thus improving the efficiency 
of military decision-making. Cognitive radar 
systems employ machine learning capabilities 
to adapt to changes in the environment or in 
the behaviour of an adversary.47 Additionally, 
wearable biometric sensors have also been 
developed to monitor in real time soldiers’ vital 
signs (e.g., heart rate, body temperature and 
hydration), as well as mental states including 
fatigue and stress levels. The integration of 
AI into future systems will be critical in expe-
diting the filtration and interpretation of data 
collected from soldier wearables.48 This new 
development could potentially assist com-
manders with military decisions and lead to 
improved performance of military personnel.

44  van Amerongen (2021).
45  UK National Quantum Technologies Programme (n.d.).
46  Coggins et al. (n.d.).
47  UK Defence Science and Technology Laboratory (2022). 
48  Hamblen (2023).
49  Avtar et al. (2021). 
50  Macri (2022).

In addition to enhancing military capabilities, 
advancements in sensor technology present 
novel opportunities for international peace and 
security. Remote sensing technology can aid in 
the monitoring of ongoing armed conflicts and 
compliance with peace agreements.49 Lever-
aging advanced sensors also enhances the 
efficiency of detecting hazardous substances, 
such as chemical and biological agents, in the 
environment. These applications can facilitate 
early threat detection, enabling swift response 
and mitigation measures, and they hold the 
potential to strengthen disarmament verifica-
tion regimes. 

However, the use of sensors also intro-
duces a unique set of challenges that must 
be addressed. Sensors, particularly those 
involved in data-sharing across different 
systems, largely rely on networks and are thus 
susceptible to cyberattacks. Malicious actors 
may attempt to disrupt or manipulate sensor 
systems, thereby compromising data integrity 
and leading to flawed decision-making. As the 
technology advances, sensors gain the ability 
to generate increasingly larger volumes of data 
within the systems, which can potentially result 
in significant lag times and affect data quality.50 
This may hinder military decision-making 
unless accompanied by improved network 
architecture. Lastly, by collecting and storing 
information related to both military personnel 
and civilians, sensor applications may raise 
valid concerns regarding personal privacy and 
surveillance practices.
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Sensors: Highlights for 2023

• Sensor fusion, which integrates data from diverse sources (e.g., acoustic, radar and infrared 
sensors), provides comprehensive battlefield awareness. 

• Quantum sensing shows promise in military applications by leveraging the sensitivity of quantum 
states to disturbances, enabling more accurate measurements, object detection behind barriers, 
and improving inertial navigation systems in GNSS-denied environments. Integration of sensors 
with AI technologies enhances data collection and analysis, leading to improved military deci-
sion-making.

• Advanced sensor technology can contribute to international security efforts, aiding in the mon-
itoring of ongoing armed conflicts and compliance with peace agreements, as well as 
early detection of hazardous substances. Nevertheless, it is essential to address cybersecurity 
concerns and other challenges, including potential lag times resulting from increased data 
volume.

https://uknqt.ukri.org/wp-content/uploads/2021/10/Look-Around-Corners-With-The-Quantum-Periscope.pdf
https://www.usni.org/magazines/proceedings/sponsored/quantum-sensing-new-approach-maintaining-pnt-gps-denied
https://www.mdpi.com/2072-4292/13/3/439
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4. Category III: Processing and 
Computing

4.1 Cloud Computing

51  For a detailed analysis of cloud infrastructure and the latest developments see Section 5.3 below.
52  Marr (2023).
53  Google (n.d.) and AWS (n.d.)

Cloud computing facilitates 
user access to computing 
resources without the necessity 
of maintaining on-premises in-
frastructure. It offers the flex-
ibility to scale resources as re-
quirements change.

Cloud computing operates with the backing 
of the integrated hardware and software com-
ponents of cloud infrastructure.51 In recent 
years, the capabilities of cloud computing 

have served as a catalyst for innovation 
across a diverse spectrum of applications, 
including big data analytics, machine learning, 
serverless computing, augmented reality 
(AR), virtual reality (VR) and various other 
cutting-edge technologies. Cloud-based 
platforms now enable the outsourcing of AI 
as a Service (AIaaS), which facilitates wide-
spread access to the transformative capabili-
ties of AI.52 Moreover, cloud-native technology 
has emerged as a novel approach to building, 
testing, deploying and managing applications 
in cloud computing environments, providing 
the benefits of increased efficiency, cost 
reduction and scalability.53
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Cloud computing holds the potential to fuel 
innovation in the military sector. Specifically, 
harnessing cloud technology can accelerate 
the processes of designing, developing and 
testing software for military systems.54 This 
can enhance capabilities in diverse military 
applications, ranging from artificial intelligence 
and machine learning to software modernisa-
tion and cybersecurity.55 In military training, 
cloud-based platforms can provide personnel 
with access to realistic and immersive training 
environments, enabled by emerging technolo-
gies such as VR or AR. Since September 2022, 
the British Army has collaborated with a private 
company to develop and scale a cloud-distrib-
uted immersive simulation of land warfare that 
has been designed to facilitate large-scale, 
collective training for both physical and virtual 
users in various locations.56 Moreover, cloud 
computing provides the high-speed computing 
power essential for handling large-scale data 
processing in military operations. Given the 
complexity and sheer volumes of military data, 

54  Microsoft (2023).
55  US Department of Defense (2023).
56  Hadean (2022).
57  Microsoft (2023).
58  For a further analysis of the data security issues associated with cloud technology see Section 5.3 below.
59  Hayashi and McKinnon (2023).

cloud technology enables the deployment of 
tools that assist armed forces in analysing 
data more effectively. This allows them to stay 
ahead of rapidly evolving threats while main-
taining security.57

Nevertheless, cloud technology introduces 
potential threats and challenges. The integra-
tion of cloud computing into military operations 
raises concerns about data security, particu-
larly when third-party cloud service providers 
(CSPs) are involved.58 In addition, connectiv-
ity problems, such as high latency in remote 
or challenging environments, can affect the 
reliability of cloud-based services and thus 
have an impact on operational efficiency and 
real-time decision-making. Lastly, the intensi-
fying global competition in cloud technology 
may emerge as a potential catalyst for height-
ened international tension, with States po-
tentially seeking to tighten export controls on 
advanced cloud technologies in alignment with 
their national security interests.59

Cloud Computing: Highlights for 2023

• Cloud computing continues to fuel innovation across a range of cutting-edge applications, 
including big data analytics, machine learning, serverless computing, AR and VR. Cloud-based 
platforms currently allow the outsourcing of AI as a Service (AIaaS), democratising access to 
transformative AI capabilities.

• In the military sector, cloud technology can facilitate realistic and immersive training environ-
ments, enabled by emerging technologies such as VR or AR. Cloud computing equally provides 
the high-speed computing power crucial for handling large-scale data processing in military op-
erations. However, connectivity problems, such as high latency in remote environments, may have 
an impact on the reliability of cloud-based services. 

https://www.forbes.com/sites/bernardmarr/2023/10/09/the-10-biggest-cloud-computing-trends-in-2024-everyone-must-be-ready-for-now/?sh=7ab779e66d67
https://hadean.com/news/hadean-awarded-british-army-contract-to-build-simulation-pathfinder/
https://hadean.com/news/hadean-awarded-british-army-contract-to-build-simulation-pathfinder/
https://news.microsoft.com/en-gb/2023/04/14/bae-systems-and-microsoft-join-forces-to-equip-defence-programmes-with-innovative-cloud-technology/


4.2 Edge Computing

60  Microsoft Azure (n.d.).
61  Lee et al. (n.d.).
62  Cameron (2018).

 

Edge computing employs a dis-
tributed computing paradigm 
that relocates data storage and 
computation closer to the data 
source or “edge” of the 
network, rather than relying on 
a centralised cloud-based 
system.

In edge computing, data processing occurs 
on a device or a local server situated at the 
“edge” of a network. When data requires pro-
cessing in the centralised cloud data centre, 
only the critical information is transmitted.60 
As a result, edge computing minimises latency 
and enhances computing power by storing 
and processing data locally and alleviating 
potential bottlenecks in cloud networks and 
data centres. These advantages are particu-
larly significant for edge devices that require 
real-time processing, as evident in applications 

such as the Internet of Things, autonomous 
vehicles and AR. 

The development of edge computing holds 
the potential to transform the way in which the 
military sector operates, enhancing communi-
cation, data processing and decision-making 
capabilities.61 Deploying edge computing in 
the field enables instant data-sharing among 
forces connected within the same edge 
network, facilitating real-time communication 
and coordination. It also brings computational 
resources to the tactical edge of military oper-
ations and reduces dependence on cloud data 
centres. Large data sets from the field, such as 
sensor data and video feeds for surveillance 
and reconnaissance, can be analysed locally 
at edge locations, accelerating response times 
and improving situational awareness. The 
adoption of an edge architecture in the bat-
tlefield can therefore enhance the Internet of 
Military Things (IoMT) applications and allow 
military personnel to quickly react to potentially 
dangerous situations.62 



Edge computing ensures that data resources 
and computation are available in remote 
locations with intermittent Internet connec-
tivity and even under extreme operational 
environments. Advanced AI analytics can run 
effectively on edge platforms when completely 
offline in harsh environments, thereby support-
ing critical missions such as search and rescue 
operations.63 Yet, AI applications deployed on 
military edge devices such as UAVs, satellites 
and ground vehicles often face limitations and 
may be inferior to state-of-the-art models due 
to constraints in processing speed, working 
memory and power.64 Moreover, Amazon Web 
Services recently introduced AWS Snowblade, 
a new edge computing product specifically 
designed for the Joint Warfighting Cloud 
Capability (JWCC) contract with the United 
States Department of Defense (DOD).65 AWS 
Snowblade enables military users of the JWCC 
to run operations in edge locations that may be 
subject to extreme temperatures, vibrations or 
shocks. 

63  Thomas (2021).
64  Miller and Lohn (2023).
65  AWS (2023).
66  Xiao et al. (2019).
67  NATO CCDCOE (2022).
68  Konkel (2023).

Nevertheless, edge computing presents 
certain security challenges for military appli-
cations. The distributed computing framework 
may increase the attack surface, providing 
more endpoints for cyberattacks. Edge 
computing is vulnerable to a range of cyber-
security threats, including Denial-of-Service 
(DoS) attacks, side-channel attacks, mal-
ware-injection attacks, and authentication and 
authorisation attacks.66 Edge computing facil-
ities are also susceptible to physical damage, 
potentially leading to disruptions and data 
breaches in the edge networks.67 To address 
these vulnerabilities, ongoing efforts are being 
made to enhance the security measures of 
edge computing systems. For instance, AWS 
Snowblade edge devices have incorporated 
advanced encryption technology to ensure 
data security and prevent unauthorised access 
from potential adversaries.68 

Edge Computing: Highlights for 2023

• Edge computing holds the potential to transform military operations, enhancing communication, 
data-processing and decision-making capabilities. Moreover, in remote or extreme environments, 
edge computing plays a critical role in securing data and providing necessary computational 
resources.

• Edge platforms empower AI analytics to operate efficiently offline in challenging environments, 
supporting critical missions such as search and rescue operations. Limitations in processing 
speed, memory and power can affect AI applications on military edge devices.

• Persistent security challenges in military edge computing include the expanded surface for cyber-
attacks and vulnerability to physical damage. Ongoing efforts to enhance security measures, such 
as advanced encryption in AWS Snowblade, are being implemented.

https://www.microsoft.com/en-us/industry/blog/government/2021/06/22/ai-at-the-tactical-edge-for-search-rescue-operations/
https://cset.georgetown.edu/publication/onboard-ai-constraints-and-limitations/
https://www.nextgov.com/digital-government/2023/06/aws-unveils-edge-device-defense-customers-most-extreme-environments/387302/


E N A B L I N G  T E C H N O L O G I E S  A N D  I N T E R N AT I O N A L  S E C U R I T Y 2 6

4.3 Quantum Computing69

69  A forthcoming report from UNIDIR, titled “International Security in a Quantum New World: A Primer”, will provide further 
analysis on the field of quantum computing and its relevant implications for international security.

70  Gambetta (2023).
71  Ibid.

Quantum computing is an 
emerging field that leverages 
the principles of quantum 
mechanics to tackle problems 
of complexity beyond the capa-
bilities of classical computers.

The potential for quantum computer to out-
perform classical computers is attributed to 
unique quantum phenomena, notably super-
position and entanglement. Quantum bits or 
qubits, the fundamental unit of information 
in quantum computing, can exist simultane-
ously in multiple states (0 and 1) due to su-
perposition. When qubits become entangled, 
the state of one qubit becomes directly linked 
to the state of another, irrespective of the 
physical distance between them. Quantum  

entanglement can be harnessed to achieve 
significant increases in computational speed, 
which enables quantum computers to perform 
specific calculations more efficiently than their 
classical counterparts.

The field of quantum computing has witnessed 
considerable progress. Private companies 
including IBM, Google/Alphabet and Microsoft 
have invested heavily in the research and de-
velopment of practical quantum computers. 
IBM, for instance, has steadily increased the 
number of qubits on a single chip. In December 
2023, IBM unveiled the Condor processor, 
which features 1,121 qubits, a notable 
advance from the previous 433-qubit Osprey 
processor.70 Concurrently, the company in-
troduced the Heron, its highest-performing 
quantum processor to date, equipped with 
133 high-quality qubits.71 Notably, Heron 
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processors have the capability to directly 
connect with other Heron processors, poten-
tially facilitating the scalability of quantum 
computers.72 

Nonetheless, amid these advancements, the 
field still grapples with substantial challenges 
that remain to be addressed. One key issue is 
known as decoherence, a quantum phenom-
enon resulting from insufficient isolation of 
a physical qubit from its environment, which 
can introduce noise into calculations. Over-
coming decoherence and correcting quantum 
errors have thus become critical.73 Addition-
ally, although mathematical proofs suggest 
quantum advantages over classical models, 
empirical evidence is still lacking due to the 
unavailability of quantum computers with a 
sufficient number of qubits.74 For instance, re-
searchers have estimated that the decryption 
of the state-of-the-art cryptography in eight 
hours would require 20 million qubits.75

While the practical applications of quantum 
computing still remain on the horizon, 
potential future developments hold profound 
implications for military practices and inter-
national security. Quantum computing has 
the potential to revolutionise diverse tech-
nological areas, particularly in enhancing 
artificial intelligence and machine learning. 
The success of classical machine learning 
algorithms often depends on extensive pa-
rameters and substantial training data. In 
contrast, quantum machine learning, by lever-
aging the diverse states available to quantum 

72  Brooks (2023a).
73  Lidar (2023).
74  Brooks (2023b).
75  Ibid.
76  Ibid.
77  Xu (2023).
78  US Congressional Research Service (2023).
79  van Amerongen (2021).
80  US Congressional Research Service (2023).

particles, can potentially reduce the required 
number of parameters and data.76 Empirical 
research has shown that hybrid networks, 
which combine features of both classical and 
quantum computers, can achieve improved 
training of machine learning models.77 These 
advancements could transform future military 
AI applications, especially in developing 
more accurate lethal autonomous weapons 
systems.78 

Furthermore, quantum computing can reshape 
the cybersecurity landscape, presenting 
both challenges and opportunities. Quantum 
computers have the capacity to solve certain 
mathematical problems exponentially faster 
than classical computers, which could com-
promise the security of some commonly used 
cryptographic algorithms (e.g., such as RSA 
and ECC encryption schemes). Quantum 
algorithms capable of decrypting digital com-
munications, notably Shor’s algorithm, have 
been developed and can be executed once 
practical quantum computers become avail-
able.79 This introduces new cybersecurity vul-
nerabilities and can give rise to Harvest Now 
Decrypt Later (HNDL) attacks, where malicious 
actors acquire sensitive, encrypted data now 
with the intention of decoding it later, following 
possible breakthroughs in decryption technol-
ogy. Such attacks can lead to national security 
concerns, allowing adversaries to gain access 
to sensitive military information.80 In response 
to potential quantum threats, ongoing efforts 
are being made to develop post-quantum 
cryptography (PQC). This involves creating 
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cryptographic systems that can withstand 
future attacks by quantum computers. 
Emerging quantum technologies, such as 
quantum key distribution (QKD)81 and quantum 

81  NATO (2022).
82  Argillander et al. (2023).

random number generation (QRNG),82 also 
offer the opportunities to enhance encryption 
mechanisms and secure communications. 

Quantum Computing: Highlights for 2023

• Considerable progress has been made in quantum computing. IBM, for instance, has consistently 
increased the number of qubits on a single chip, reaching a milestone with the introduction of 
the 1,121-qubit Condor processor in 2023. Simultaneously, the company launched the Heron 
processor with the ability to directly connect with other Heron processors, potentially facilitating 
enhanced scalability.

• Empirical research has shown that hybrid networks combining both classical and quantum 
computers can achieve improved training of machine learning models. This development holds 
profound implications for military AI applications, particularly for the development of more 
accurate lethal autonomous weapons systems.

• However, the development of quantum computing presents significant cyber and information 
security challenges, notably the risk of Harvest Now Decrypt Later attacks, given the potential 
of practical quantum computers to compromise widely-used cryptographic algorithms. Conse-
quently, there are ongoing efforts to develop post-quantum cryptography in response to emerging 
quantum threats.

https://www.ibm.com/quantum/blog/quantum-roadmap-2033
https://www.technologyreview.com/2023/01/06/1066317/whats-next-for-quantum-computing/
https://spectrum.ieee.org/quantum-machine-learning-terra-quanta
https://crsreports.congress.gov/product/pdf/IF/IF11836
https://crsreports.congress.gov/product/pdf/IF/IF11836
https://www.nato.int/docu/review/articles/2021/06/03/quantum-technologies-in-defence-security/index.html
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5. Category IV: Infrastructure 

5.1 5G and 6G

83  Gerwig and Goss. (2023).

 

5G stands for the fifth-genera-
tion technology standard for 
cellular networks, which 
provides advanced broadband 
connections that surpass its 
predecessors, such as 4G LTE. 
6G refers to the ongoing devel-
opment of sixth-generation 
cellular technology designed 
to surpass 5G, delivering even 
more advanced network capa-
bilities. 

The current generation of connectivity in-
frastructure is characterised by significant 
progress in wireless technology, notably the 
widespread implementation of fifth-genera-
tion (5G) cellular networks. 5G technology 
presents various advantages over its pre-
decessors, owing to new features such as 
network slicing and the ability to operate on 
the millimetre wave (mmWave) spectrum, a 
high-frequency band of radio spectrum in the 
range 30–300 GHz.83 5G significantly elevates 
connectivity by providing faster speeds, 
reducing latency, enhancing network reliability 
and supporting the concurrent connection of 
a greater number of devices. These innovative 
capabilities of 5G are instrumental in meeting 
the growing demands of technological inno-
vations, particularly in IoT-based applications, 
enabling the connection of more devices and 
objects to networks.
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5G technology can unlock immense potential 
for transformative military applications, facil-
itating enhanced communication, swift data 
transfer and real-time decision-making ca-
pabilities on the battlefield. Its high-speed, 
low-latency connectivity capacity can support 
critical military functions, from communica-
tions and logistics to ISR as well as command 
and control. Recent research has under-
scored three concrete military applications 
made possible by the implementation of 5G: 
the tracking of items and equipment using 
smart tags for improved operations; leverag-
ing high-band 5G networks in data transfer for 
large sensor data sets; and the use of remote 
5G communications for command and control 
to enhance multinational coordination.84 The 
use of smart tag tracking in shipments via a 
5G network also holds promise for advancing 
arms control efforts by potentially mitigat-
ing the risks associated with the diversion of 
conventional weapons and ammunition. In 
addition, 5G can serve as a powerful catalyst 
for cutting-edge AI and IoT applications 
within the military domain, paving the way for 
enhanced capabilities. High-speed 5G net-
working can facilitate the integration of AI for 
efficient processing of vast amounts of sensor 
data on the battlefield. For instance, adversary 
signals can be transmitted in real-time through 
a secure 5G network for further analysis using 
advanced signal-processing algorithms.85

Nevertheless, the integration of 5G technol-
ogy introduces new risks, particularly in the 
realm of cybersecurity. With the surge in data 
volumes and interconnected devices within 
5G networks, potential security vulnerabilities 
can be amplified, providing malicious actors 

84  Lee et al. (2023).
85  Tucker (2022).
86  Śliwa and Suchański (2022).
87  NATO CCDCOE (2022).
88  Chen et al. (2023).
89  Tirmizi et al. (2022).
90  Kharpal (2023) and Chen et al. (2023).

with increased opportunities for exploitation 
and disruption. The characteristics of 5G 
technology, including open interfaces and its 
cloud-based nature, also create additional 
security threats, resulting in an expansive 
threat landscape for 5G deployments.86 A 
diverse array of cybersecurity threats can 
manifest across the multiple 5G subsystems, 
which span from 5G user equipment and 
the radio access network (RAN) to the core 
network, cloud services and multi-access edge 
computing (MEC), among other critical com-
ponents.87

The development of 6G cellular networks is 
currently under way, holding even greater 
promise than the present advancements 
witnessed with 5G technology. It is expected to 
bring further improvements in speed, latency 
and connectivity, as well as the capacity to 
enable a wider range of novel technological ap-
plications. Compared to previous generations 
of communications networks, the research and 
development of 6G place a greater focus on 
achieving comprehensive network coverage 
”on land, at sea, and in air and space”, by 
combining terrestrial cellular mobile networks 
with aerial and satellite platforms.88 This inte-
grated satellite–terrestrial network architecture 
should offer significant potential for ensuring 
global Internet coverage and providing ubiq-
uitous communication support for the Internet 
of Things.89 The rollout of 6G technology is 
expected to begin around the year 2030.90
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5G and 6G: Highlights for 2023

• The current progress in 5G technology unlocks transformative potential in military applications, 
supporting enhanced communications, swift data transfer and real-time decision-making on 
the battlefield. 5G can also facilitate the integration of cutting-edge AI and IoT applications, thus 
enhancing military capabilities.

• However, the introduction of 5G technology amplifies potential cybersecurity vulnerabilities due 
to increased data volumes and interconnected devices. The open interfaces and its cloud-based 
nature also create an expansive threat landscape for 5G deployments.

• The ongoing research and development of 6G cellular networks focus on achieving comprehen-
sive coverage across land, sea, air and space through an integrated satellite–terrestrial network, 
with an anticipated rollout by 2030.

https://www.rand.org/pubs/research_reports/RRA1351-2.html
https://ieeexplore.ieee.org/document/9924818
https://www.chinadaily.com.cn/a/202308/07/WS64d01ddca31035260b81a8d3_2.html
https://www.chinadaily.com.cn/a/202308/07/WS64d01ddca31035260b81a8d3_2.html


5.2 Internet of Things

91  Coughlin (2023).
92  For a detailed analysis of edge computing and the latest developments see Section 4.2 above.
93  For a detailed analysis of 5G cellular networks and the latest developments see Section 5.1 above.

 

The Internet of Things (IoT) 
links an extensive network of 
physical devices, appliances, 
vehicles and other objects inte-
grated with sensors, software 
and network connectivity, facil-
itating the collection and 
exchange of data between 
devices and systems. By 
enabling these devices to com-
municate and collaborate with 
one another via the Internet or 
other communications 
networks, IoT creates an inter-
connected ecosystem that can 
be monitored and controlled 
remotely. 

Recent developments within the Internet 
of Things (IoT) domain are intertwined with 
technological innovations in other areas, 
notably edge computing, 5G networks and 
the integration of artificial intelligence.91 The 
rise of edge computing has fostered a more 
localised approach to data processing and 
storage, effectively reducing latency and 
enhancing real-time processing capabilities 
for IoT devices.92 Meanwhile, the rollout of 
5G networks has also accelerated IoT de-
velopment by providing higher data-transfer 
speeds, lower latency and increased network 
capacity.93 Furthermore, the integration of AI 
technologies, specifically machine learning, 
can support real-time analysis and interpreta-
tion of the large amount of data generated by 
IoT applications, leading to more efficient deci-
sion-making and automation.

IoT technology is being increasingly leveraged 
in military systems to optimise operations and 
enhance efficiency, which has facilitated a shift 
towards a more connected and data-driven 



military landscape. The Internet of Military 
Things (IoMT) can employ a diverse array of 
sensors deployed across various domains, 
aiming to attain comprehensive situational 
awareness and effective control within 
complex and diverse conflict environments.94 
The incorporation of sensor networks and 
uncrewed systems within the IoMT framework 
can significantly elevate surveillance and re-
connaissance capabilities, enabling military 
forces to track the battlefield environment, 
manage equipment and vehicles, and monitor 
soldiers’ health conditions.95 Leveraging IoT/
IoMT technology has the potential to enhance 
targeting precision and minimise the risk of 
civilian casualties during military operations, 
as sensors integrated within an IoT/IoMT 
network can guide weapons more accurately 
to their intended target.96 

Furthermore, advancements in IoT/IoMT 
technology have also significantly improved 
military communications systems. The 
IoT facilitates seamless data-sharing and 

94  Withrington (2023).
95  Khawaja (2023).
96  Douglass (2022).
97  Breaking Defense (2023).
98  Kannan et al. (2023).
99  Withrington (2023).
100  Renals (2021).

connectivity, thus enhancing collaboration 
among joint and coalition forces and across 
different domains.97 In addition, the integra-
tion of secure communications protocols and 
the use of encryption and digital signatures in 
IoT-enabled systems can effectively safeguard 
communications channels, ensuring the confi-
dentiality, integrity and availability of sensitive 
military information.98 Yet, without robust 
communications protocols, the widespread 
adoption of IoT technology can introduce 
substantial cybersecurity threats to inter-
connected military systems. IoMT networks 
present a large attack surface comprising 
IoMT devices, the communication channels 
linking these devices, IoMT-specific back-end 
applications, as well as the back-end data 
storage.99 The implications of cyber opera-
tions involving IoT devices can extend beyond 
military systems, potentially causing indiscrim-
inate disruptions to other connected systems, 
including medical facilities, educational institu-
tions and other sensitive networks.100

Internet of Things: Highlights for 2023

• IoT technology is increasingly being applied in military systems for operational optimisation 
(known as the Internet of Military Things). The IoMT employs a diverse array of sensors across 
domains for comprehensive situational awareness and control. Sensors integrated within an 
IoT/IoMT network can also enhance targeting precision in military operations, with the potential to 
minimise the risk of civilian casualties.

• However, in the absence of robust communications protocols, the widespread adoption of IoT 
in military systems can introduce cybersecurity risks. IoMT networks create a significant attack 
surface with potential implications beyond military systems, affecting other critical sectors 
including medical facilities, educational institutions and other sensitive networks.

https://cove.army.gov.au/article/internet-military-things
https://onlinelibrary.wiley.com/doi/10.1002/9781119892199.fmatter
https://blogs.icrc.org/law-and-policy/2021/06/24/future-military-cyber-operations/


5.3 Cloud Infrastructure 

101  For a detailed analysis of cloud computing and the latest developments see Section 4.1 above.
102  A global map of cloud infrastructure across eight major cloud service providers: https://www.cloudinfrastructuremap.

com/ 
103  US Department of Defense (2022).

Cloud infrastructure consists 
of both hardware and software 
components essential for de-
livering cloud services over 
the Internet. This includes 
hardware such as servers, 
storage, networking compo-
nents and data centres, as well 
as software such as virtualisa-
tion software. 

Cloud infrastructure provides the founda-
tion on which cloud computing services 
are built and delivered.101 Cloud services 
have expanded in recent years, with private 
companies playing a critical role as cloud 
service providers (CSPs). Major CSPs include 
Amazon Web Services (AWS), Microsoft 

Azure, Google Cloud, Oracle Cloud and 
Alibaba Cloud. They offer a diverse range of 
cloud services, which can be grouped into 
three primary categories: infrastructure as a 
service (IaaS), platform as a service (PaaS) 
and software as a service (SaaS). CSPs have 
continued to rapidly extend the coverage of 
their cloud infrastructure around the globe, es-
tablishing a presence on every continent.102

Cloud technology has been increasingly 
leveraged to enhance operational efficiency 
and data management in military settings. 
Military forces have not only developed their 
internal cloud infrastructure but have also 
adopted commercial cloud capabilities and 
services from private CSPs. As an example, 
in December 2022, the US Department of 
Defense awarded contracts to four leading 
CSPs (AWS, Google, Microsoft and Oracle) to 
support the DOD’s Joint Warfighting Cloud Ca-
pability.103 Cloud infrastructure enables military 

https://www.cloudinfrastructuremap.com/
https://www.cloudinfrastructuremap.com/


forces to store and manage large volumes of 
military data, from ISR data to logistical infor-
mation and other mission-critical data. This 
can facilitate communication and coordina-
tion between military personnel and units from 
diverse locations.

Ensuring data security has been a critical con-
sideration in the deployment of cloud technol-
ogy within military contexts. Cloud infrastruc-
ture often offers enhanced security for sensitive 
information, through robust encryption, identity 
and access management, and other advanced 
security features. Notably, the Ukrainian Gov-
ernment’s proactive move to migrate a sig-
nificant portion of its critical data to the cloud 
elevated the country’s readiness to withstand 
unprecedented cyberattacks.104 Both govern-
ments and CSPs have continued to strengthen 
the security measures of their cloud infrastruc-
ture, including the adoption of a zero-trust 
approach in cloud computing environments.105

Nevertheless, cloud environments, like 
other digital platforms, remain susceptible to 

104  Lewis (2023).
105  US Department of Defense (2023).
106  Martin et al. (2023).
107  Maurer and Hinck (2020).
108  ICRC (2023).
109  Ibid.

potential cyber risks and vulnerabilities. The 
transfer of sensitive data to cloud systems can 
heighten security concerns, as evidenced by 
previous cloud security incidents. In February 
2023, a substantial volume of sensitive military 
emails was exposed due to a misconfigured 
email server on the Microsoft Azure Govern-
ment Cloud platform. 106 While utilising com-
mercial cloud services from major CSPs offers 
the advantages of robust security protocols 
and high concentrations of expertise, it 
also introduces the potential for incidents 
that affect the cloud infrastructure of these 
providers to have widespread effects.107 Fur-
thermore, the International Committee of the 
Red Cross (ICRC) has highlighted the growing 
involvement of civilians in digital operations 
during armed conflicts, potentially leading 
to an increased use of civilian infrastructure, 
including cloud infrastructure, for military 
purposes.108 This trend poses a heightened 
risk of civilians and civilian infrastructure 
being targeted, undermining the universally 
supported principle of distinction.109

Cloud Infrastructure: Highlights for 2023

• Military forces have increasingly embraced cloud infrastructure to enhance operational efficiency 
and data management. While advanced security measures, such as robust encryption, are being 
implemented, the integration of cloud environments in military settings remains vulnerable to cyber 
risks, as evidenced by past incidents.

• Furthermore, the ICRC has highlighted the growing civilian involvement in digital operations 
during armed conflicts, potentially increasing the use of civilian infrastructure, including cloud 
infrastructure, for military purposes. This raises the risk of civilians and civilian infrastructure being 
targeted, undermining the principle of distinction.

https://www.bloomberg.com/news/articles/2023-02-22/pentagon-and-microsoft-investigating-leak-of-military-emails
https://www.icrc.org/en/statement-cyber-oewg-sixth-session


5.4 Satellite Communications

110  Borowitz (2022).
111  Jayanti (2023).
112  Marquina (2022).

Satellite communications 
involve the use of artificial sat-
ellites to establish communi-
cation links between diverse 
locations on Earth.

Satellite communications systems play 
a critical role in ensuring global Internet 
coverage, bridging the digital divide and in-
creasing the resilience of the connectivity 
infrastructure, especially in areas where tradi-
tional terrestrial communications networks are 
limited or unavailable. Satellite technologies 
are integral to military operations, and ongoing 
advancements in the field continue to drive 
innovation in the defence sector. The current 
rise in deployments of Low Earth Orbit (LEO) 
satellite constellations is poised to significantly 
increase the number of satellites orbiting the 
Earth. Compared to traditional geosynchro-
nous satellites, large constellations of smaller 
satellites in LEO can substantially reduce 

latency, increase bandwidth capacity and offer 
consistent global coverage. Private entities are 
primarily leading developments in LEO satel-
lites, including SpaceX’s Starlink, OneWeb and 
Amazon’s Project Kuiper.110

The enhanced connectivity provided by LEO 
systems can be leveraged by military forces 
to enable real-time data transfers, improving 
precision and efficiency in military operations. 
As observed in the conflict between Russia 
and Ukraine, SpaceX’s LEO satellite constel-
lation Starlink has played a crucial role in facil-
itating critical communication for both civilian 
and military purposes in Ukraine, including de-
ployment on UAVs for surveillance and recon-
naissance.111 Beyond defence applications, 
LEO constellations also hold the potential to 
bridge the global digital gap, providing high-
speed Internet in remote or rural areas where 
traditional ground infrastructure is challenging 
to deploy.112

Another notable innovation in satellite 



communications is the integration of quantum 
technologies. Quantum key distribution (QKD) 
can secure satellite communications by 
applying the principles of quantum mechanics 
to create and exchange encryption keys 
between two parties. In September 2022, the 
European Space Agency announced a collab-
oration with the European Commission and 
more than 20 European space companies to 
introduce the first space-based QKD system 
in the region, known as the Eagle-1 satellite.113 
This satellite-enabled connectivity system 
will pave the way for an ultra-secure network 
in Europe. Concurrently, countries including 
China114 and Singapore115 are also pursuing 
the development of QKD technology to 
enhance security in satellite communications.

While satellite technology opens up vast pos-
sibilities for global connectivity and secure 
communications, it also introduces a range 
of security concerns. One challenge pertains 
to the susceptibility of satellite systems to 
cyber threats and potential data breaches. 

113  ESA (2022).
114  Laursen (2022).
115  SpeQtral (2022).
116  Menn (2023).
117  Mukherjee (2021).
118  Jayanti (2023).

Satellite communications are indispensable in 
transmitting sensitive information crucial for 
military operations, and any compromising of 
the systems can result in significant strategic 
disadvantages. Military satellite communica-
tions systems have become targets for cyber-
attacks, leading to outages and disruptions of 
critical services.116 The deployments of sat-
ellites in orbit, particularly the large number 
of LEO satellites, can also present security 
concerns such as those related to space traffic 
and increasing space debris, which poses a 
threat to space security and sustainability.117 
Furthermore, given the pivotal role played by 
private entities in the field of satellite com-
munications, military forces will continue to 
leverage commercial technologies to their 
advantage. Nevertheless, the dependence on 
commercial actors for critical communication 
infrastructure during conflicts has underscored 
potential pitfalls arising from differences in 
incentives, operating principles and account-
ability mechanisms between private and public 
entities.118

Satellite Communications: Highlights for 2023

• Significant innovations in satellite communications include the surge in LEO satellite constella-
tions, led by private entities such as SpaceX's Starlink. These not only help to improve global 
connectivity but also plays a vital role in military operations by facilitating critical communi-
cation during conflicts. Moreover, the integration of quantum key distribution technology into 
satellite systems paves the way for achieving more secure communications.

• However, satellite communications can also pose security challenges, including vulnerabilities 
to cyber threats and concerns about space debris. In addition, as military forces continue to 
leverage commercial satellite technologies, it is crucial to highlight potential pitfalls related to 
differences in incentives, operating principles and accountability mechanisms between public and 
private entities.

https://www.ifri.org/sites/default/files/atoms/files/m._borowitz_military_use_small_satellites_in_orbit_03.2022.pdf
https://www.weforum.org/agenda/2022/02/explainer-how-low-earth-orbit-satellite-technology-can-connect-the-unconnected/
https://www.weforum.org/agenda/2022/02/explainer-how-low-earth-orbit-satellite-technology-can-connect-the-unconnected/
https://www.belfercenter.org/publication/starlink-and-russia-ukraine-war-case-commercial-technology-and-public-purpose
https://www.belfercenter.org/publication/starlink-and-russia-ukraine-war-case-commercial-technology-and-public-purpose
https://www.esa.int/Applications/Connectivity_and_Secure_Communications/Quantum_encryption_to_boost_European_autonomy
https://www.washingtonpost.com/technology/2023/06/30/satellite-hacked-russian-military/
https://www.weforum.org/agenda/2021/11/space-debris-satellite-international-space-station/
https://www.belfercenter.org/publication/starlink-and-russia-ukraine-war-case-commercial-technology-and-public-purpose
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6. Conclusion
Across the technology domains examined 
here, several overarching trends and devel-
opments have emerged. In particular, a per-
sistent trend in hardware technology is the 
ongoing process of miniaturisation, leading 
to the creation of increasingly compact and 
efficient devices. Recent breakthroughs in 
semiconductor materials, nanotechnology, 
microchips and sensors have all played pivotal 
roles in driving this transformative shift. This 
trend is facilitating the widespread adoption of 
enabling technologies in military weaponry and 
systems, contributing to the modernisation of 
military equipment. 

Harnessing enabling technologies will 
markedly elevate various military capabil-
ities. These include improved situational 
awareness, streamlined command and control, 
accelerated data transfer and processing, and 
heightened precision of advanced weaponry. 
Notably, certain enabling technologies, such 
as microchips, cloud computing and quantum 
computing, act as catalysts for innovation in 
military applications. They facilitate the inte-
gration of transformative technologies such as 
AI and machine learning capabilities, further 
amplifying the potential for advancements in 
military operations. Moreover, enabling tech-
nologies have the potential to strengthen 
international security efforts by reinforcing 
disarmament verification and conflict moni-
toring mechanisms. This can be achieved, for 
instance, through the use of advanced sensors 
to detect chemical and biological agents in the 
environment as well as to monitor compliance 
with peace agreements.

However, recent advancements in enabling 
technologies also pose significant risks and 
challenges. While innovations in cloud technol-
ogy and quantum key distribution can enhance 
the security of communication, information 
storage and data processing, the large-scale 

deployment of enabling technologies intro-
duces heightened vulnerability to cybersecu-
rity risks. This expansion of the technological 
landscape can broaden the attack surface, 
posing increased challenges in safeguarding 
military systems from potential cyber threats. 
Quantum computing, in particular, possesses 
the potential to disrupt widely used encryption 
protocols and standards due to its anticipated 
code-breaking capabilities. 

Furthermore, the pursuit of cutting-edge in-
novations in enabling technologies has the 
potential to escalate international tensions 
and fuel technological competition among 
States. States may seek to impose strict 
export controls on advanced technologies in 
alignment with their national security interests. 
In addition, supply chain vulnerabilities con-
stitute a substantial challenge in the realm of 
enabling technologies. The supply chain for 
hardware components, such as microchips, 
is a highly global and complex network, with a 
high concentration of production specialisa-
tion in certain regions of the globe. Disruptions 
to manufacturing capabilities in these regions, 
whether stemming from geopolitical tensions 
or natural disasters, would have a negative 
impact on the availability of the technologies 
and have implications for international security.

Lastly, developments in many technology 
domains underscore the critical role played 
by the private sector. Private companies 
have been driving progress and innovation 
in a diverse spectrum of technological ap-
plications, encompassing cloud technol-
ogy, satellite communications and quantum 
computing. Military forces have long begun 
to collaborate with private entities to leverage 
state-of-the-art technologies, but this involve-
ment is not without risks. Incidents that have 
an impact on the infrastructure of private 
companies can have widespread effects, with 
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the risk of sensitive military information being 
compromised. Dependence on private actors 
can also lead to potential pitfalls arising from 
differences in incentives, operating princi-
ples and accountability mechanisms between 
private and public entities.

Advancements in enabling technologies will 
continue to have significant implications for 
military practices and international security. 
This necessitates continued horizon scanning 

of new and emerging trends as well as further 
examination of potential governance frame-
works to harness opportunities while mitigat-
ing risks. In future research projects, UNIDIR 
will continue to identify and examine new and 
emerging technologies, as well as novel appli-
cations of more established ones, and provide 
action-oriented policy recommendations to 
effectively govern different technology catego-
ries.
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