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Executive Summary

ICT-related issues have been on the agenda of the United Nations for almost two decades, driven
by both the positive benefits and the malicious purposes they can be leveraged for. This report is
concerned with the UN’s response to the latter in the context of international peace and security.
It focuses principally on the norm-setting work currently underway within the General Assembly. It
outlines where progress has been made in developing a normative framework to shape behaviour
in the use of ICTs and ensure stability of the ICT environment, highlighting where challenges and
on-going sources of disagreement lie.

The report also discusses linkages and complementarities with other non-UN processes, as well as
linkages and complementarities with other items on the UN agenda, directly or indirectly linked to
international peace and security. Finally, it identifies how the UN, particularly the UN Secretary-
General, might play a role in raising awareness of, supporting and strengthening this on-going
work.

Key findings

Enormous economic and social benefits can be leveraged from modern information
communications technologies. This fact has been repeatedly acknowledged by States in their
commitments to a shared vision of an open, secure, accessible, and peaceful ICT environment.

Yet, despite these benefits and commitments, the world has a serious ICT problem. The source of
the problem is not just the technologies themselves, which are prone to vulnerabilities and flaws.
Rather, human behaviour is a large part of the problem. Indeed, both State and non-State actors
are using cyberspace and related ICT tools, techniques, and capabilities for a range of malicious
purposes. The aggregate effect of these “cyber insecurities” is undermining trust in the
technologies and related products and services. Moreover, it is undermining trust between
governments, with important implications for international peace and security.

The international system has a series of built-in safety valves that can help mitigate existing and
emerging threats. In the ICT realm, the development of norms—a standard of appropriate
behaviour for actors with a given identity—has emerged as one of the main policy tools of choice,
along with confidence- and capacity-building, for responding to such threats. Within the United
Nations, Member State action has centred on developing a normative base to shape the behaviour
of different actors (States, criminal actors, users, etc.) in both peacetime and in the context of
armed conflict in their use of cyberspace and ICTs, thereby ensuring a stable ICT environment.
From a political-military perspective, this policy option has included the work of the General
Assembly First Committee on Disarmament and International Security, which, through its
successive Groups of Governmental Experts (GGEs) on Developments in the Field of Information
and Telecommunications in the Context of International Security, has facilitated some of the first
efforts to reach global consensus on the binding and non-binding norms that apply to the digital
environment and the behaviour of States in their uses of ICT. It has also provided a framework for
confidence- and capacity-building measures anchored in the principles of cooperation and
transparency and aimed at creating a conducive environment for implementing the norms
recommended by the GGEs. These efforts have spread to other organizations and forums, where
many of the recommendations have been picked up and, at times, added to.

Other important norm-shaping efforts directly or indirectly linked to ICTs and international peace
and security have emerged around the other pillars of the UN’s work, including with regard to
1



terrorist and criminal use of the Internet and ICTs, and protecting basic human rights and
fundamental freedoms from State abuse of ICTs.

Despite many positive developments and this gradual spread of norms, the foundations for
establishing a strong normative framework around the use of ICTs in the context of international
peace and security appear to be faltering. Indeed, they remain complicated by several overlapping
factors:

— persisting disagreements among States on how existing rules of international law apply
to State uses of ICTs. The sources of these disagreements—many of which spill over into
other policy areas—lie just as much in different appreciations of the legal issues at hand as
they do in perceptions of strategic imbalances in military and civilian IT resources and
capabilities and were—to a large degree—what prevented the 2016-2017 GGE from
agreeing on a consensus report;

— the sluggishness of some States in moving beyond mere process to practical
implementation of the recommended norms of State behaviour;

— an equally serious lack of capacity and resources to implement some of the
recommended norms and confidence-building measures, including for establishing the
national structures and mechanisms required to respond to ICT vulnerabilities and risks,
and for attributing ICT-related incidents;

— a lack of awareness by policymakers in many States of the different normative processes
underway within and beyond the UN relating directly or indirectly to international peace
and security; and

— a deepening lack of trust among various stakeholders, driven in part by broader, non-
technological issues affecting relations among States, and which undermines collaboration
and cooperation.

If States are sincere in their commitments, they need to strengthen the normative foundations for
responsible behaviour in the use of ICTs across policy agendas. This can be achieved by shifting to
practical implementation of those norms and measures that have already been agreed upon,
helping bridge existing capacity needs, and by ensuring that existing multilateral and bilateral
channels are kept open for continued dialogue on those issues on which agreement is less tangible
in the immediate term. Moreover, any effort to bridge existing disagreements moving forward will
require the existence of a conducive political environment, which realistically can only be achieved
by stepping up ongoing efforts to build trust and confidence among States, and ensuring the
engagement of other relevant actors in the process.

What role for the United Nations?

The United Nations can play a significant role in supporting these efforts, all of which are crucial to
the maintenance of international peace and security. The former UN Secretary-General already
raised a number of international ICT/cybersecurity matters in policy statements, suggesting the
growing importance of the issue within the Organization. Initial efforts were also made within the
Secretariat to coordinate efforts on ICT/cybersecurity-related matters. Yet, in view of global
society’s increasing dependency on ICTs and the simultaneous increase in their malicious use,
engagement on ICT and international peace and security by the top UN official and the United
Nations leadership needs to be scaled up.



The current Secretary-General can show leadership, promote and rally support around the
achievements resulting from the different normative processes underway across the
Organization’s principal organs, raising awareness among Member States on what has been
achieved, the need to shift from the mere articulation of norms to their adherence and
implementation (including through bridging capacity needs), and the need for continued dialogue,
trust and confidence building on those issues around which consensus is most difficult to achieve.
The following recommendations lay out just some of the areas on which that attention can be
focused:

1. Internally, the Secretary-General might consider establishing a nimble and cost-effective
internal arrangement for United Nations ICT/Cyber Affairs in order to:

Promote coherence between the Organization’s multifaceted work on ICTs and
international peace and security. Such an arrangement could focus on promoting and
projecting—within and beyond the Organization—the positive and common benefits of an
open, secure, accessible, and peaceful ICT environment raising awareness of the normative
work resulting from the Organization’s different bodies, while also flagging those issues that
require continued and urgent dialogue and action.

Raise awareness among senior UN leadership and staff of i) how existing and emerging ICT-
related threats impact their work; and ii) the different normative frameworks and related
measures emerging in response. The outcome of these efforts could eventually serve as a
strategic framework for assessing the United Nations’ comparative advantage in providing
technical assistance and capacity-building support to Member States and other actors on
issues relating to ICTs and cybersecurity, and in assigning roles and responsibilities among
relevant departments and agencies.

International peace and security

2. Regarding ICTs in the context of international peace and security, a possible role for the
Secretary-General and the relevant senior leadership could be to:

Leverage the momentum generated by the First Committee’s GGEs by publicly supporting
efforts within and beyond the UN to i) advance implementation of those norms of
behaviour that can lead to greater security and stability in cyberspace; ii) encourage
Member States to report annually on national views in line with General Assembly
document A/53/576; iii) prioritize and promote dialogue on those normative issues on
which there has been limited agreement; and iv) promote greater engagement of relevant
technological bodies or associations, industry actors, civil society, and academia in these
efforts.

Work with Member States and other core partners to determine the most legitimate
mechanism (annual or bi-annual conference, flanking mechanism, or other) to channel
progress made on norms and confidence-building measures at the regional and subregional
levels and through the growing number of plurilateral and multi-stakeholder arrangements
back into the multilateral process.

Actively encourage efforts to foster a conducive environment for the process of norm
implementation and adherence, notably by raising awareness of and promoting cooperative
measures and confidence-building processes relating to ICTs and international peace and
security underway or taking root at the regional level, and leveraging the Organization’s



preventive diplomacy and crisis management tools to deal with tensions that may emerge
between States around the use of ICTs.

— Strengthen the capacity of the Organization’s research institutes (such as UNIDIR, UNU and
UNICRI) to:

= organize expert conferences and workshops and produce targeted publications for
Member States on existing and emerging ICT vulnerabilities and risks and the technical
and policy responses being shaped in response (for instance, UNIDIR’s longstanding
efforts to deepen discussion through its cybersecurity and stability conference series
and its expert workshops)?;

= develop sustainable partnerships with external research institutions; and

= organize thematic debates for Member States involving industry, academia, and civil
society.

These same institutions can also help identify linkages and tensions with other areas of the
ICT-related normative work on the UN agenda—for instance on terrorism and crime—and
study how they are being addressed at the national and regional levels.

They can also be leveraged to assess how ICT are being integrated into the UN’s and broader
international community’s “conflict management toolbox” and to identify where knowledge,
capacity and integration gaps lie.?

Transnational threats

3. Complex issues relating to how best to deal with transnational threats such as criminal and
terrorist use of the Internet often spill over into First Committee processes and discussions
relating to ICTs and international peace and security. The United Nations Secretary-General
would do the international community a great service by:

— Encouraging greater awareness-raising of and reporting on current normative processes
relating to the use of the Internet for terrorist and criminal purposes, highlighting where
progress on implementation has been made, where challenges lie, and how those
challenges are being addressed; and

— Encouraging presentations by experts in relevant committees of the General Assembly on
certain issues that straddle different policy areas (for instance, State use of criminal proxies
in the context of malicious ICT activity, the potential of terrorists to conduct cyber-enabled
attacks against critical infrastructure, etc.), the shifting character of cybercrime, and its
implications for international peace and security.

Human rights, development and Internet governance

4. Member States have long acknowledged the indivisible and interdependent relationship
between peace and security, development, and human rights. This relationship is equally
pertinent as it applies to ICTs, yet requires sustained attention. Moving forward, the United
Nations Secretary-General might consider:

— Supporting the dissemination and socialization of existing and emerging human rights
norms, standards, and principles relating to ICTs. The Secretary-General can encourage the
relevant UN departments and agencies to work with other organizations and initiatives to



ensure that these norms are mainstreamed across the Organization’s existing and evolving
capacity-building and technical assistance work. To this end, the UN can promote the
inclusion of human rights considerations in national cybersecurity strategy development
from the outset rather than as an afterthought;

— Advocating for the engagement of core human rights actors in accompanying
implementation of these efforts; and encourage globally recognized technology companies
and ICT service and product providers to adopt, implement, and promote the principles
and standards they publicly claim to espouse;

— Helping diffuse tensions on internet governance related issues, notably by supporting
efforts to strengthening the engagement of all relevant actors in Internet governance-
related processes and determining linkages with other relevant areas of work;

— Strengthening on-going efforts to integrate ICTs and emerging technologies into the UN’s
work on economic and social development, while also highlighting the benefits of these
efforts for broader peace and security and the protection of human rights;

— Encouraging the effectiveness and coherence of UN capacity-building efforts, while also
ensuring coherence between UN efforts and those other non-UN entities are engaged in.
This can involve:

= strengthening the work of the UN system’s Chief Executive’s Board for Coordination
(CEB), including with regard to identifying relevant linkages and lacunae across the UN
system’s capacity-building and technical assistance efforts;

= strengthening relations with other international and regional organizations and with
initiatives such as the Global Forum for Cyber Expertise;

= ensuring that cybersecurity capacity-building efforts pay due attention to key concepts
such as risk management and key development principles such as national ownership
and responsibility; and

= engaging different actors to identify gaps, garner lessons, foster cooperation, and
continue much-needed dialogue on the tensions between rights and security and the
important linkages between development and security.

Given the United Nations’ current challenges, influenced in no small measure by important
geopolitical shifts as well as the pressing need for reform, these steps can ensure the UN’s
continued engagement—and comparative advantage—in a field which is of growing importance
not only to the maintenance of international peace and security, but also to the protection of
human rights and the fostering of economic and social development.






1. Introduction

Cyberspace and cybersecurity

In contemporary understandings, the term “Information and Communications Technology” (ICT)
generally refers to computers, computer networks and systems, and disparate information
distribution or delivery technologies such as land and submarine cables, satellites, the telephone,
and even television.® Today, these networks, technologies, and their delivery systems are
increasingly referred to as “cyberspace”, the technological substrate of modern societies made up
of several interconnected layers—physical, syntactic, semantic, and pragmatic,* with the physical
and pragmatic layers subject to certain sovereign governmental jurisdiction and controls.> Framed
by the use of electronics and the electromagnetic spectrum, cyberspace enables “the creation,
storage, modification, exchange and exploitation of information via interdependent and
interconnected networks using information communication technologies”.® While the Internet is
often conflated with cyberspace, it is just one part of the global technological substrate. And while
it connects more than three billion devices, it is not a singular system, but rather involves many
layers of distinct “functions” and “tasks”, the latter carried out by actors as distinct as private
industry, technical institutions, States, or through multilateral governmental coordination.’

Cybersecurity—efforts to secure ICT—is “the protection of [ICTs] from unauthorized access or
attempted access”?® affecting the so-called “CIA” triad of Confidentiality, Integrity and Accessibility
of ICT. The “unauthorized access” referred to implies the presence of an adversary, thus capturing
intentional threats (e.g., sabotage, destruction) while excluding damage caused by internal
computer errors or interoperability problems. The focus on protection of ICTs also excludes
security issues associated with the content of ICT communications.’ However, as the second
section of this report suggests, a distinction between such intentional threats and communications
content does not always correspond to how States approach cybersecurity (or digital risk) in
strategy and in practice.

Background and context

Although networked digital computers emerged during the latter decades of the Cold War, the
creation of the World Wide Web in 1989, coupled with global economic liberalization, led to
important transformations in the way people communicate and modern societies conduct daily
business. The new hyperconnected environment ushered in great expectations during the 1990s:
the potential for e-commerce was significant. Moreover, it was expected that many traditional
barriers to economic growth and development could be overcome, allowing developing countries
to participate on a more equitable footing in the global economy. At the same time, individual
citizens would be empowered by technologies allowing them to communicate and organize
politically at national and international levels in ways not possible before.

Increasing connectivity, however, did not only bring the prospect of human betterment; it created
technological disparities between States and growing vulnerabilities and risks, or what are often
described as “cyber insecurities” or “digital uncertainties”.'® Such insecurities or uncertainties
stem from the way different actors exploit ICT vulnerabilities, and the capacity of the targets to
minimize the consequences and ensure business continuity. Consequences can be localized or,
depending on the severity and the actors involved, escalate to the international level. A digital or
cybersecurity threat begins when a specific actor learns about a vulnerability in an ICT, gains
access to the technology, and then determines how to exploit the confidentiality, integrity,



accessibility “of the activities or the digital environment in which they are carried out or on which
they directly or indirectly rely”, generating immediate or indirect effects (figure 1). !

Figure 1. Cyber insecurities and their effects

Actors
States

Non-State (criminals,
including proxies,
hackers, hactivists)

Effects
(in isolation or in concert)
Confidentiality
Integrity

Accessibility
Indirect effects

Vulnerabilities
Knowledge of:

Means of access
(remote, supply chain,
denial, proximity, insider)

Payload (selective or
indiscriminate)

The effects of these insecurities are assessed in terms of their impact on the confidentiality,
integrity, and availability—of the data and ICT systems and infrastructure.'? The effects generating
significant concern today involve the indirect effects of vulnerability exploitation, i.e. “losses of
confidentiality, integrity and availability ... designed with some other effect(s) in mind”.*3 For some
States, the sources of insecurities are not just technical but also relate to content. For instance,
the Russian Federation and several other States use the broader term “information security”, a
much broader concept which relates to the “[p]rotection of the basic interests of the individual,
society and the State in the information area, including the information and telecommunications
infrastructure and information per se with respect to its characteristics, such as integrity,
objectivity, accessibility and confidentiality”.** The inclusion of “information per se” has been and
remains problematic for many States for reasons of law and principle.

The gathering storm of ICT-related insecurities
Initial “insecurities” stemming from ICT vulnerabilities can be traced back to the late 1960s. For
instance, in the United States, concerns relating to the protection of private data had become such
a concern that the Congress dedicated three days to hearings on “The Computer and Invasion of
Privacy” in 1966. There was also a growing realization within the defence sector that
vulnerabilities in networked computers could (and would) be exploited by hackers to commit
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fraud, and steal or manipulate information.*® Since then, both State and non-State actors have
taken advantage of ICT vulnerabilities, the number of economic, national security and human
rights issues they implicate increasing in tandem with global society’s growing dependence on
ICTs, the shifting character of interstate and intrastate conflict, and a shifting international order.

The most common ICT-related incidents remain those committed with criminal intent targeting
financial institutions and individual users, including the recent surge in ransomware incidents.®
Nonetheless, the number of ICT-related incidents involving States are increasing both in number
and sophistication. They include State-supported acts of economic and industrial espionage,’’
important data breaches targeting key government agencies and services and multi-national
companies and the surveillance practices of technologically sophisticated States as revealed by
Edward Snowden,!® incidents such as the distributed denial of service (DDoS) attack against the
US-based domain name service (DNS) provider, Dyn, disrupting daily life and economic activity at
significant financial cost, have given cause for further concern.!® Not only did this attack show how
vulnerable so-called Internet of Things (loT) devices are (this incident leveraged millions of devices
as an attack vector) and how difficult it is to defend against such attacks, it also demonstrated the
complex web of interests—State and non-State alike—that will likely complicate any long-term
solution to loT vulnerabilities.

Of growing concern are incidents involving acts of sabotage or disruption conducted by State
actors or their proxies targeting critical infrastructure?® and the use of ICTs to meddle in the
internal affairs of other States, including with the intent of influencing political outcomes.?! And
while they have yet to occur, governments are increasingly turning their attention to those
incidents that may result in loss of human life or significant and lasting damage to industrial
facilities and infrastructure providing essential services to the public.??

The issue of attribution compounds these “insecurities” since the layered and distributed nature
of cyberspace allows actors to either misrepresent or conceal their actions. Thus, both prosecution
and deterrence are difficult, regardless of the means used, since such means are “largely
predicated on being able to establish culpability”.?® This challenge of attribution is not unique to
cyberspace, however, and increasing experience investigating ICT incidents, notably by private
sector actors or by cooperation between the latter and law enforcement, has made attribution
much more feasible than it was a few years ago. At the same time, regardless of technical progress
on reaching attribution findings, actually attributing an incident will likely always be a political
decision. In addition, the fact that only a handful of States have advanced attribution capacities
and capabilities means that there is limited trust in publicly stated attribution findings,
exacerbated by the fact that there are no internationally accepted standards for reaching
attribution findings or making attribution claims—issues that will likely remain difficult to resolve
in the near term.

In short, the exploitation of ICTs by State and non-State actors has led to growing tensions and
waning trust among States, and between States and citizens. In turn, this has produced an
increasingly tense politicization of policy debates relating directly or indirectly to ICTs and
straddling the three core pillars of the Organization’s work: international peace and security,
human rights, and economic and social development.

Shaping a response

The distributed and layered nature of cyberspace—particularly the Internet—suggests that efforts
to respond to current global ICT insecurities requires significant collaboration and cooperation
among different actors at different levels and across borders. The mushrooming of national
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cybersecurity strategies over the past decade bears witness to the growing awareness of our
shared insecurities, the need to shape norms of behaviour, and the need to confirm or assign
policy and administrative roles and responsibilities. Research by the Organization for Economic Co-
operation and Development (OECD) has shown that cybersecurity is generally approached from
four different (and often interdependent) perspectives:?*

i. technology, which involves a focus on the actual digital environment (often called

Y/

“information security”, “computer security” or “network security” by experts);

ii. law enforcement, and more generally, the legal framework (e.g. for responding to
cybercrime);

iii. national and international security (issues ranging from intelligence to the use of ICT in
conflict); and

iv. economic and social prosperity (relating to wealth creation, innovation, growth,
competitiveness, and employment across economic sectors and other aspects such as
individual liberties, health, education, culture, and so forth).

While national strategies may differ on many of these fronts, most imply the prior existence of
capacity and resources and a multisectoral and multi-institutional approach involving the public
and private sectors as well as significant transborder cooperation and collaboration.?

At the international level, the current context has made cooperation and coordination between
States on ICT-related insecurities more challenging and agreement on how to govern equally
complex policy issues and assigning roles and responsibilities more difficult to attain.?® It is against
this backdrop that norms—both binding legal norms and non-binding political norms—have
emerged along with confidence- and capacity-building measures as “the principal policy tools of
choice” to meet the shared vision of an open, secure, accessible, and peaceful ICT environment.?’
Many of these norms and measures are aimed at shaping the behaviour of different actors in
peacetime and draw on existing rules and principles. A growing number, however, are also aimed
at studying not whether but how existing norms, rules and principles—particularly chapters VI and
VIl of the Charter of the United Nations as well as the Geneva Conventions—can be applied to
prevent conflict stemming from State uses of ICTs or restrict the use of ICTs in a situation of
conflict.

Norms, ICTs, and international peace and security

The standard definition of a norm as “collective expectations for the proper behaviour of actors
with a given identity” implies questions of identity (the grouping at which the norm is directed),
behaviour (which can be regulative, generative, or constitutive), propriety (that which defines the
behaviour as appropriate or inappropriate), and collective expectations (the social and
intersubjective character of the norm).?8 In short, norms “embody powerful expectations that can
both constrain and compel actors in world politics”, providing “guidance on what is required,
permitted or prohibited” and are thus considered to carry moral weight.?° In international politics,
norms “reflect the expectations of the international community, set standards for responsible
State behaviour and allow the international community to assess the activities and intentions of
States” .30

Some norms depend on law for their propriety, others are developed with the aim of eventually
shaping law, while yet others may emerge from political consensus, culture, religion, even
professional training. If initial efforts to articulate a norm and organize support around it are
successful, “the norm may reach a ‘tipping point’, leading to a ‘cascade’ of the norm and its
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internalisation (i.e. its implementation)”.3! At the same time, the dynamic process whereby a
norm emerges and the behaviour it is prescribing or proscribing is internalized (i.e., adhered to) by
the target grouping can be both complex and lengthy.

The current international framework for mitigating the effects of the aforementioned “cyber
insecurities” on international peace and security is very broad, with responsibilities and interests
spanning different international regimes and involving different norm-shaping and confidence-
building processes, as well as significant investment in capacity-building. As with other areas,
progress is punctuated by the oft-conflicting positions and interests of State and non-State actors
alike, which inhibit cooperation and collaboration, as well as persistent vulnerabilities in ICT.

Within the United Nations alone, several organs are involved in relevant ICT norm-shaping, and
confidence- and capacity-building processes (see figure 2). For instance, the General Assembly, its
First Committee, and a number of Groups of Governmental Experts (GGEs) have served as a
central platform for discussions on the application of binding and non-binding norms of State
behaviour to State use of ICTs, covering issues from the application of existing international law to
the ICT environment and State responsibilities and duties as they relate to critical infrastructure
protection and incident preparedness to confidence and capacity building, and human rights
protections.

Also on critical infrastructure protection, the Second Committee has served as the initial home for
framing resolutions on the promotion of a global culture of cybersecurity and the protection of
critical infrastructure, since taken up by the GGEs. More recently, the Security Council was briefed
for the first time, via an open “Arria formula” meeting,3? on the use of ICTs and international
peace and security, including attacks relating to critical infrastructure. The Economic and Social
Council (ECOSOC) and the General Assembly’s Third Committee have focused on human rights
issues resulting from State [ab]uses of ICTs. And while not a cybersecurity risk per se, the Security
Council and its subsidiary bodies have paid increasing attention to questions pertaining to the use
of the Internet and ICTs for terrorist purposes, around which a cooperative framework and a more
substantial normative framework are emerging. The General Assembly’s Second and Third
Committees have also focused on strengthening the normative base for responding to
transnational threats such as the use of the Internet and ICT for terrorist or criminal purposes.
Meanwhile, several of the Organizations’ departments and specialized agencies are also involved
in translating some of these norms into practice, providing support to Member States through
awareness-raising, guidance, capacity-building, technical assistance, and rule of law-related
support.

Beyond the United Nations, efforts to shape norms and build confidence among States in response
to ICT-related insecurities have become central to other international and regional bodies. These
include efforts aimed at reducing the risk of conflict stemming from the use of ICTs; defining what
the response should be in the event of an ICT incident (both above and below the threshold of
armed conflict); strengthening critical infrastructure or the resilience of global financial services;
managing digital risk; and enhancing cooperation to respond to terrorist and criminal use of the
Internet. They include the African Union, the ASEAN Regional Forum (ARF), the Brazil, Russian
Federation, India, China and South Africa (BRICS) grouping, the Council of Europe, the European
Union, the Group of Seven (G7), the Group of 20 (G20), the Organization of American States (OAS),
the Organization for Economic Co-operation and Development (OECD), the Organization for
Security and Co-operation in Europe (OSCE) and the Shanghai Cooperation Organization (SCO). A
growing number of actors are also providing capacity-building support and technical assistance to
support States’ efforts to implement these and related measures at the regional and national
levels.
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These normative processes and related confidence-building, capacity-building, and cooperative
efforts combine with existing regimes—in the fields of international law, law enforcement,
telecommunications, cable infrastructure, finance, trade, and intellectual property—to constitute
a variegated “regime complex for managing global [ICT] activities”.33 Importantly, this means that
the effectiveness of any norm-development process (for instance, the GGE) will depend on how
States interact with other regimes and the norm-shaping and implementation processes emerging
therein. A glaring example of this is how persisting differences between States on key rules and
principles of international law or on the role of the United Nations in managing crisis continue to
spill over into the ICT realm.

While this “regime complex” may appear fragmented or even “cacophonous”,3* important
progress has nonetheless been made on several fronts. For instance, on the political-military front
and until recently, the work of the GGEs had evolved from a highly conceptual discussion on
controlling “information weapons” towards the confirmation of international law and the
identification and articulation of specific norms of State behaviour in the use of ICTs that has
spread to other organizations.3> This work has also influenced confidence-building efforts at the
regional level (e.g. via the OSCE, ARF, and OAS) and has provided an important framework for the
identification of capacity-building needs within States. Similar assumptions can be made with
regard to the normative base emerging in relation to the ICT-related human rights norms
articulated in recent years, and in response to the criminal and terrorist use of the Internet and
ICTs.

These initial frameworks can serve as important guidance for States as they shape their own
national strategies, which in turn can contribute to greater international stability and security. Yet,
as evidenced by the failure of the 2017 GGE to reach a consensus report, important divisions
among States persist, some of them legal or technical, many more of them political. Indeed, some
of the emerging norms only appear to be spreading or cascading within certain subgroups—at
times with set-backs within these same groups—and remain contested elsewhere. Similar
observations can be made about other normative processes. Reaching a point whereby norms
spread, cascade, and are internalized at the national level, and on-going disagreements are
bridged, will remain the principle test moving forward, requiring important investment in
diplomatic action and capacity-building. In this regard, sustained effort in trust- and capacity-
building, dialogue, and engagement among States, between States and other key actors, and
across regimes are imperative.
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Figure 2. ICTs, international peace and security, and the principal organs of the United Nations
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2. The United Nations, ICTs, and International Peace and Security

2.1 The normative work of the General Assembly’s First Committee

Until recently there was a general view that despite the complexity of ICTs and an increase in their
malicious use, including by States, good progress had been made in reaching agreement on the
norms—both binding and non-binding—applicable to State use of ICTs and in developing a
framework for ensuring a stable and secure ICT environment. Most of these discussions have
taken place within the General Assembly’s First Committee on disarmament and international
security and its GGEs, the resulting framework then picked up, endorsed, or operationalized by
different regional, subregional, plurilateral, and specialized bodies or in bilateral arrangements
between States. This section of the report discusses this progress as well as important fault lines
that have emerged around how to apply existing legal rules and principles to the use of ICTs by
States and around the most appropriate forum and format for bringing these discussions forward
within the United Nations.

The genesis of ICT-related norm-shaping efforts in the context of international peace and security

The General Assembly has served for decades as the centre of gravity for diplomatic negotiations
over information technologies and their perceived and real effects, notably as they relate to the
concept of sovereignty. Hence, it was only natural that cyberspace and related ICTs, including the
Internet, would end up on its agenda.3®

To date, most discussions in the United Nations relating to ICTs in the context of international
peace and security have taken place within the General Assembly’s First Committee on
disarmament and international security spurred by a draft resolution tabled by the Russian
Federation in 1998. Following closely on the heels of that first resolution, in 2000 Russia proposed
a series of “Principles of International Information Security” that would form the basis of a new
legal instrument or a code of conduct to regulate State uses of ICT with the objective of protecting
the “information environment” and outlawing so-called “information weapons”.3” The initiative
emerged against a background of Russian concerns over the perceived Western dominance of the
information technology (IT) sector.3® More specifically, it also related to concerns over United
States military superiority resulting from its advances in military IT that had become apparent
during the 1991 Gulf War as well as growing emphasis in Western military strategy on information
warfare, information operations, and information dominance.3?

The Russian Federations’ efforts to shape an international legal regime in international
information security were supported by a growing number of States, yet were met with distrust by
Western States.*® This was reportedly in large part due to the draft resolution’s emphasis on
information per se, the potential human rights implications of such emphasis, and the central role
the proposed regime afforded governments and multilateral organizations in managing ICT
insecurities and risk, with no mention of the role non-State actors such as private companies and
technical organizations play in their management and resolution.*

Some States were reticent to discuss the issue of information security within a disarmament
context. It risked launching the international community “on a complex enterprise encompassing
many interrelated factors that the First Committee did not ordinarily address: technical aspects
relating to global communications, as well as nontechnical issues associated with economic
cooperation and trade, intellectual property rights, law enforcement, antiterrorist cooperation,
and other issues considered in the Second or Sixth Committee”.? Other States argued that the
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focus on information rather than cybersecurity placed content rather than infrastructure at the
centre of the debate.*® The resolution would also have tabled discussion on—and invited public
scrutiny of —advanced ICT capabilities, a step no State with a technologically sophisticated military
was willing to take at that time.** Several attempts to segment the topic—pushing it out of the
First and into the Second and Third Committees—failed.*> As a means to move the discussion
forward, the Russian Federation proposed the establishment of a GGE to study the matter.%®

The United Nations Groups of Governmental Experts

The General Assembly regularly establishes GGEs to study or investigate emerging international
security concerns and make recommendations.?’ In the ICT arena, mounting challenges posed by
growing “cyber insecurities” involving State and non-State actors eventually convinced other
States to engage on the matter within the First Committee and via a series of such groups.*®
Working towards an “open, secure, stable, accessible and peaceful ICT environment”, negotiations
within the GGEs (five to date) have generated some important normative achievements. Indeed,
the process unwittingly channelled a debate originally (and divisively) focused on “preventing an
arms race in information weapons” towards a more productive and much-needed discussion on
norms governing State behaviour in cyberspace and the use of ICTs. It has resulted in an important
agreement among the experts that existing international law including the Charter of the United
Nations applies to the use of ICTs by States. It also resulted in a number of non-binding political
norms of State behaviour, and confidence- and capacity-building measures. The increase in the
GGE’s membership—from 15 to 25 experts (see figure 3)—also demonstrates the growing weight
afforded to them.

Despite their non-binding character, the GGE reports have been viewed as important building
blocks towards greater stability in cyberspace. They have also spawned several complimentary
initiatives at the global and regional levels aimed at building awareness of, and consensus around,
the norms agreed upon by the GGEs, building trust and confidence among States and between
States and other stakeholders, and increasing efforts to build capacity in developing countries. At
the same time, and as the most recent GGE has demonstrated, they also have important
limitations.

The 2009-2010 GGE

The Russian Federation’s proposal to establish a GGE to study developments in the field of
information security was adopted in 2001 and met between 2004 and 2005. Yet, given differing
views and positions, the group of 15 States failed to produce a report.** However, in 2006, the
General Assembly adopted resolution 60/45, agreeing to convene a new GGE in 2009. The
establishment of this new GGE in 2009 thus coincided with a change in government in the United
States and the new administration’s “reset” strategy vis-a-vis the Russian Federation, as well as
the disruptive ICT incidents in Estonia (2007) and Georgia (2009) which had, by then, captured
global attention. >°

Adopted in July 2010, this first consensus GGE report was succinct, yet it marked an important
step forward in terms of acknowledging the ICT threats and vulnerabilities affecting the global
community. It noted that States and not just criminals and terrorists were possible vectors of ICT-
related threats, and that a lack of shared understanding regarding norms governing State use of
ICTs was creating a growing risk of misperception, with the potential to “affect crisis management
in the event of major incidents”.”! The report suggested a number of cooperative measures to
meet these challenges, stressing the important role of the private sector and civil society

in any steps taken to achieve “a secure and resilient digital environment”.>> The 2009-2010 GGE
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was followed by two more, producing consensus reports in 2013 and 2015 respectively, each more
detailed on the nature of the threats and responses required, influenced in no small part by
growing State use of cyberspace and ICTs for non-peaceful purposes.

Figure 3. GGE Membership since 2004

The 2004—2005 GGE
Belarus, Brazil, China, France, Germany, India, Jordan, Malaysia, Mali, Mexico, Republic of Korea,
Russian Federation, South Africa, United Kingdom and United States of America

The 2009-—2010 GGE
Belarus, Brazil, China, Estonia, France, Germany, India, Israel, Italy, Qatar, Republic of Korea, Russian
Federation, South Africa, United Kingdom and United States of America

The 2012-2013 GGE
Argentina, Australia, Belarus, Canada, China, Egypt, Estonia, France, Germany, India, Indonesia,
Japan, Russian Federation, United Kingdom and United States of America

The 2014—2015 GGE
Belarus, Brazil, China, Colombia, Egypt, Estonia, France, Germany, Ghana, Israel, Japan, Kenya,

Malaysia, Mexico, Pakistan, Republic of Korea, Russian Federation, Spain, United Kingdom and United
States of America

The 2016—2017 GGE
Australia, Botswana, Brazil, Canada, China, Cuba, Egypt, Estonia, Finland, France, Germany, India,

Indonesia, Japan, Kazakhstan, Kenya, Mexico, Netherlands, Republic of Korea, Russian Federation,
Senegal, Serbia, Switzerland, United Kingdom and United States of America.
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The 2012-2013 GGE

Despite its difficult trajectory and the very different positions and interests of participating
experts, the 2012-2013 GGE reached consensus on a number of important issues (see figure 4).°3
It confirmed that existing international law applies to cyberspace, notably that the Charter of the
United Nations is “essential to maintaining peace and stability” and for “promoting an open,
secure and accessible ICT environment”.>* Moreover, the Group confirmed that the international
norms and principles constituting State sovereignty (understood as both rights and
responsibilities) apply “to State conduct of ICT-related activities and to their jurisdiction over ICT
infrastructure within their territory”, and that States should “meet their international obligations
regarding internationally wrongful acts attributable to them”, refrain from using proxies, prevent
their territories from being used by non-State actors for unlawful use of ICT, and respect
fundamental human rights and freedoms.>>

The 2013 Group also emphasized the need to intensify cooperation to respond to criminal or
terrorist use of ICTs, including harmonization of legislation and collaboration between law
enforcement and prosecutorial services (elements of which have since been picked up in Security
Council resolutions and in projects managed by the UN Office on Drugs and Crime and the UN
Counter-Terrorism Executive Directorate). Mirroring developments at the regional level, notably
within the OSCE, the Group recommended a range of confidence- and capacity-building measures
to “promote trust and assurance among States and help reduce the risk of conflict by increasing
predictability and reducing misperception”.>® It was hoped that progress in making ICTs secure,
including through capacity- building, would also contribute to “developing a global partnership for
development”, as described in former Millennium Development Goal 8. The document also
echoed the 2009 GGE’s call to engage the private sector, academia, and civil society in
implementing the Group’s recommendations.>’

Overall, the report was a significant achievement, particularly since the period was punctuated by
further revelations and accusations of State-sponsored disruptive ICT-related incidents, State-
sponsored industrial and political espionage, and whistle-blower revelations of intrusive State
surveillance and monitoring practices, sending ripples of unease throughout the international
community and leading to calls for more responsible State behaviour.

The 2014-2015 GGE

Immediately following the presentation of the 2013 report, the Russian Federation successfully
pushed for the establishment of a fourth GGE, tasked with studying how the norms, rules, and
principles agreed on in 2013 should be operationalized.® It was also asked to examine “relevant
international concepts aimed at strengthening the security of global information and
communications systems” and advance discussions on possible cooperative, confidence-building,
and capacity-building measures. The membership of the GGE was expanded from 15 to 20 in
response to the growing interest of States beyond the P-5 to participate in the discussions.

The 2014-2015 GGE concluded its work in June 2015.°° It worked, once again, against a
background of mistrust driven in large part by the growing frequency of significant ICT incidents
implicating States, including the Security Council’s permanent five members. Nonetheless, the
group produced a report largely confirming the 2012-2013 consensus that international law, in
particular the Charter of the United Nations, applies to State uses of ICTs (see figure 4). It also
identified as of central importance the commitments of States to the “principles of the Charter
and of other international law”, including:
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sovereign equality; the settlement of international disputes by peaceful means in such
a manner that international peace and security and justice are not endangered;
refraining in their international relations from the threat or use of force against the
territorial integrity or political independence of any State, or in any other manner
inconsistent with the purposes of the United Nations; respect for human rights and
fundamental freedoms; and non-intervention in the internal affairs of other States.®°

Contrary to what many were hoping, the Group did not advance the discussion on what
constitutes an armed attack or related thresholds in the ICT context. It did include in its report,
however, “the inherent right of States to take measures consistent with international law and as
recognized in the Charter” in response to an ICT incident, an indirect reference to the self-defence
provisions under article 51 of the Charter. Some progress was made on international humanitarian
law in that a paragraph was inserted broadly noting established principles of international law,
including humanity, necessity, proportionality, and distinction.®! The international law section of
the report also included reference to important United Nations Human Rights Council
resolutions.®?

Another important achievement was the Group’s inclusion of a set of non-binding political norms
relating to State behaviour in peacetime, all of which have important implications for international
peace and security (see figure 4). Although some of the norms restate principles of existing
international law, likely reflecting difficult negotiations, the 11 proposed norms offer an important
framework for States to work towards greater stability. They include recommendations relating to
the protection of critical infrastructure, the protection of national computer emergency response
teams (CERTs) and their systems from malicious activity, preventing the use of a State’s territory
for the commission of internationally wrongful acts, linking attribution of internationally wrongful
acts to standards of proof, ensuring the integrity of the supply chain, protecting human rights
online, and enhancing cooperation to share information, particularly with regard to prosecuting
terrorist and criminal use of ICT.®3 As discussed later in this section, a number of confidence- and
capacity-building measures were also recommended.

The 2016-2017 GGE

Many observers had been sceptical that any new GGE could break new ground, arguing that the
GGE process had likely exhausted its normative potential. Rather than lose themselves in yet more
process, States needed to get beyond discussing potential norms and instead focus on
implementing existing normative recommendations and use alternative mechanisms to iron out
persisting disagreements. Nonetheless, another GGE started work in August 2016 with a similar
mandate, this time with the participation of 25 experts. It concluded its work in July 2017 having
failed to produce a consensus report.

As publicly discussed by some experts and in several post-GGE analyses,®* most disagreement in
the 2016-2017 GGE emerged around the international law section and on the future format of
these discussions. In accordance with its mandate, the Group attempted to advance discussion on
how international law applies to State uses of ICT as per the recommendations of the 2015 report,
including on the peaceful resolution of disputes (corresponding to paragraph 26), sovereignty and
jurisdiction (corresponding to paragraphs 28a and b); self-defence (corresponding to
paragraph 28c), international humanitarian law (corresponding to paragraph 28d), and
internationally wrongful acts (corresponding to paragraphs 28e and f). These efforts—notably
those relating to the latter three areas of law—were reportedly rejected by several States for a
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Figure 4. GGE recommendations on international law and non-binding norms of State behaviour

The 2004—2005 GGE

No consensus for a report

The 2009—2010 GGE
International Law

e Existing agreements include norms relevant to the use of ICTs by States.

The 2012-2013 GGE
International Law

e International law, in particular the Charter of the United Nations, is applicable and essential to
maintaining peace and stability, and promoting an open, secure, peaceful and accessible ICT
environment;

e State sovereignty and international norms and principles that flow from sovereignty apply to State
conduct of ICT-related activities and to their jurisdiction over ICT infrastructure within their territory;

e State efforts to address the security of ICTs must go hand-in-hand with respect for human rights and
fundamental freedoms set forth in the Universal Declaration of Human Rights and other international
instruments;

e States must meet their international obligations arising from internationally wrongful acts attributable
to them. States must not use proxies to commit internationally wrongful acts and ensure their territory
is not used for unlawful uses of ICTs.

Voluntary norms

e States should cooperate against criminal and terrorist use of ICT including through harmonizing legal
approaches and strengthening collaboration between law enforcement and prosecutorial agencies;

e States should encourage the private sector and civil society to play an appropriate role to
improve security of and in the use of ICTs, including supply chain security for ICT products and services.

The 2014-2015 GGE
International Law

e The Group identified as of central importance the commitments of States to the following principles of
the Charter of the United Nations and other international law: sovereign equality; the settlement of
international disputes by peaceful means in such a manner that international peace and security and
justice are not endangered; refraining in their international relations from the threat or use of force
against the territorial integrity or political independence of any State, orin any other manner
inconsistent with the purposes of the United Nations; respect for human rights and fundamental
freedoms; and non-intervention in the internal affairs of other States;

e State sovereignty and international norms and related international norms and principles apply to state
conduct of ICT-related activities;

e States have jurisdiction over the ICT infrastructure located within their territory;

¢ Intheiruse of ICTs, States must observe among other principles of international law, state
sovereignty, sovereign equality, the settlement of disputes by peaceful means and non-intervention in
the affair of other States. Existing obligations under international law are applicable to State use of
ICTs. States must comply with their obligations under international law to respect human rights and
fundamental freedoms;

e States have an inherent right to take measures consistent with international law and as recognized in
the UN Charter. The Group recognized the need for further study on this matter;

e The Group noted the established legal principles, including, where applicable, the principles of
humanity, necessity, proportionality and distinction;

e States must not use proxies to commit internationally wrongful acts and ensure their territory is not
used by non-state actors to commit such acts;
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States must meet their international obligations regarding internationally wrongful acts attributable to
them under international law. However, an indication that an activity was launched or originates from
the territory or the ICT infrastructure of a state may be insufficient to attribute the activity to that State.
Accusations of organizing and implementing internationally wrongful acts should be substantiated;
Common understandings on how international law applies to State use of ICTs are important for
promoting an open, secure, stable, accessible and peaceful ICT environment.

Voluntary norms

Consistent with the purposes of the United Nations, including to maintain international peace and
security, States should cooperate in developing and applying measures to increase stability and security
in the use of ICTs and to prevent ICT practices that are acknowledged to be harmful or that may pose
threats to international peace and security;

In case of ICT incidents, States should consider all relevant information, including the larger context of
the event, the challenges of attribution in the ICT environment and the nature and extent of the
consequences;

States should not knowingly allow their territory to be used for internationally wrongful acts using ICTs;
States should consider how best to cooperate to exchange information, assist each other, prosecute
terrorist and criminal use of ICTs and implement other cooperative measures to address such threats.
States may need to consider whether new measures need to be developed in this respect;

States, in ensuring the secure use of ICTs, should respect Human Rights Council resolutions 20/8 and
26/13 on the promotion, protection and enjoyment of human rights on the Internet, as well as General
Assembly resolutions 68/167 and 69/166 on the right to privacy in the digital age, to guarantee full
respect for human rights, including the right to freedom of expression;

A State should not conduct or knowingly support ICT activity contrary to its obligations under
international law that intentionally damages critical infrastructure or otherwise impairs the use and
operation of critical infrastructure to provide services to the public;

States should take appropriate measures to protect their critical infrastructure from ICT threats, taking
into account General Assembly resolution 58/199 on the creation of a global culture of cybersecurity and
the protection of critical information infrastructures, and other relevant resolutions;

States should respond to appropriate requests for assistance by another State whose critical
infrastructure is subject to malicious ICT acts. States should also respond to appropriate requests to
mitigate malicious ICT activity aimed at the critical infrastructure of another State emanating from their
territory, taking into account due regard for sovereignty;

States should take reasonable steps to ensure the integrity of the supply chain so that end users can
have confidence in the security of ICT products. States should seek to prevent the proliferation of
malicious ICT tools and techniques and the use of harmful hidden functions;

States should encourage responsible reporting of ICT vulnerabilities and share associated information on
available remedies to such vulnerabilities to limit and possibly eliminate potential threats to ICTs and
ICT-dependent infrastructure;

States should not conduct or knowingly support activity to harm the information systems of the
authorized emergency response teams (sometimes known as computer emergency response teams or
cybersecurity incident response teams) of another State. A State should not use authorized emergency
response teams to engage in malicious international activity.

The Group observed that, while such measures may be essential to promote an open, secure, stable,
accessible and peaceful ICT environment, theirimplementation may not immediately be possible, in
particular for developing countries, until they acquire adequate capacity.

Given the unique attributes of ICTs, additional norms could be developed over time.

The 2016—2017 GGE
No consensus for a report
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Figure 5. GGE recommendations on confidence building and cooperative measures

The 2004—2005 GGE
No consensus for a report

The 2009—2010 GGE
To reduce the risk of misperception stemming from ICT disruptions, the Group recommended that States:

e Implement confidence building, stability and risk reduction measures to address the implications of
State use of ICTs, including exchanges of national views on the use of ICTs in conflict;

e Exchange information on national legislation and national information and communications security
strategies and technologies, policies and best practices.

The 20122013 GGE
To increase transparency, predictability and cooperation, the Group recommended that States consider:

e The exchange of views and information on a voluntary basis on national strategies and policies, best
practices, decision-making processes, relevant national organizations and measures to improve
international cooperation. The extent of such information will be determined by the providing States.
This information could be shared bilaterally, in regional groups or in other international forums;

e The creation of bilateral, regional and multilateral consultative frameworks for confidence-building,
which could entail workshops, seminars and exercises to refine national deliberations on how to prevent
disruptive incidents arising from State use of ICTs and how these incidents might develop and be
managed;

e Enhanced sharing of information among States on ICT security incidents, involving the more effective
use of existing channels or the development of appropriate new channels and mechanisms to receive,
collect, analyse and share information related to ICT incidents, for timely response, recovery and
mitigation actions. States should consider exchanging information on national points of contact, in order
to expand and improve existing channels of communication for crisis management, and supporting the
development of early warning mechanisms;

e Exchanges of information and communication between national Computer Emergency Response Teams
(CERTSs) bilaterally, within CERT communities, and in other forums, to support dialogue at political and
policy levels;

e Increased cooperation to address incidents that could affect ICT or critical infrastructure that rely upon
ICT-enabled industrial control systems. This could include guidelines and best practices among States
against disruptions perpetrated by non-State actors;

e Enhanced mechanisms for law enforcement cooperation to reduce incidents that could otherwise be
misinterpreted as hostile State actions would improve international security.

Additional recommendations
e Enhance common understandings and intensify practical cooperation through regular institutional

dialogue with broad participation under the auspices of the United Nations, as well as regular dialogue
through bilateral, regional and multilateral forums, and other international organizations.

The 2014-2015 GGE
To enhance trust and cooperation, and reduce the risk of conflict, the GGE recommended:

e The identification of appropriate points of contact at the policy and technical levels to address serious
ICT incidents and the creation of a directory of such contacts;

e The development of and support for mechanisms and processes for bilateral, regional, subregional and
multilateral consultations, as appropriate, to enhance inter-State confidence-building and to reduce the
risk of misperception, escalation and conflict that may stem from ICT incidents;
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e Encouraging, on a voluntary basis, transparency at the bilateral, subregional, regional and multilateral levels,
as appropriate, to increase confidence and inform future work. This could include the voluntary sharing of
national views and information on various aspects of national and transnational threats to and in the use of
ICTs; vulnerabilities and identified harmful hidden functions in ICT products; best practices for ICT security;
confidence-building measures developed in regional and multilateral forums; and national organizations,
strategies, policies and programmes relevant to ICT security;

e The voluntary provision by States of their national views of categories of infrastructure that they consider
critical and national efforts to protect them, including information on national laws and policies for the
protection of data and ICT-enabled infrastructure. States should seek to facilitate cross-border cooperation
to address critical infrastructure vulnerabilities that transcend national borders. These measures could
include:

i.  Arepository of national laws and policies for the protection of data and ICT-enabled infrastructure
and the publication of materials deemed appropriate for distribution on these national laws and
policies;

i.  The development of mechanisms and processes for bilateral, subregional, regional and multilateral
consultations on the protection of ICT-enabled critical infrastructure;

iii.  The development on a bilateral, subregional, regional and multilateral basis of technical, legal and
diplomatic mechanisms to address ICT-related requests; and

iv.  The adoption of voluntary national arrangements to classify ICT incidents in terms of the scale and
seriousness of the incident, for the purpose of facilitating the exchange of information on incidents.

Additional recommendations

e Consider additional confidence-building measures to strengthen cooperation on a bilateral, subregional,
regional and multilateral basis, including through agreements to:

0 Strengthen cooperative mechanisms between relevant agencies to address ICT security incidents and
develop additional technical, legal and diplomatic mechanisms to address ICT infrastructure-related
requests, including the consideration of exchanges of personnel in areas such as incident response and
law enforcement, as appropriate, and encouraging exchanges between research and academic
institutions;

0 Enhance cooperation, including the development of focal points for the exchange of information on
malicious ICT use and the provision of assistance in investigations;

0 Establish a national computer emergency response team and/or cybersecurity incident response team or
officially designate an organization to fulfil this role. States may wish to consider such bodies within
their definition of critical infrastructure. States should support and facilitate the functioning of and
cooperation among such national response teams and other authorized bodies;

0 Expand and support practices in computer emergency response team and cybersecurity incident
response team cooperation, as appropriate, such as information exchange about vulnerabilities, attack
patterns and best practices for mitigating attacks, including coordinating responses, organizing
exercises, supporting the handling of ICT-related incidents and enhancing regional and sector- based
cooperation; and

o Cooperate, in a manner consistent with national and international law, with requests to investigate ICT-
related crime or the use of ICTs for terrorist purposes or to mitigate malicious ICT activity emanating
from their territory.

The 2016—2017 GGE
No consensus for a report
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number of reasons (some legal, some technical, and others more political)—leaving little doubt of
the significant differences in positions and interests between States or groups of States on how
the rules and principles governing State behaviour in the use of ICTs should be applied. Some
argue that one of the core problems of the Group vis-a-vis the international law discussion was the
over-emphasis by some experts on detailed legal technicalities, while others suggest that it was
likely the wrong forum for government experts to be discussing matters of international law.%>
Regardless, the exercise likely served the important purpose of allowing States to signal red lines
to each other on what they view as acceptable behaviour and how they will likely react in the
event of a serious ICT incident, part of the “gradual process of establishing shared expectations”.®

Confidence-building measures in the work of the GGEs

The UN GGEs themselves have demonstrated how trust among highly competitive actors is
difficult to build. It is particularly challenging in an environment where anonymity is perceived as
advantageous to only some States and where other geopolitical interests and concerns are
framing State action. Nonetheless, over the past few years, a range of international and regional
organizations—often supported by independent experts, universities, think tanks, and non-
governmental organizations—have established processes aimed at identifying measures that can
best help respond to the growing mistrust among States on their uses of ICTs and enable broader
adherence to norms. While at times slow to take root, these processes have served as a form of
pressure valve, allowing for more direct discussion on key issues, which can help create an
environment more conducive to implementing the binding and non-binding norms relating to
State uses of ICT discussed in the previous section.

Both the 2013 and 2015 GGE reports included several recommendations on confidence-building
and cooperative measures (figure 5). The wide range of measures addressed is aimed at those ICT-
related activities that risk leading to conflict between States. Their wide-ranging focus also
addresses the priorities of States not affected by the broader strategic concerns of the major
powers.

Importantly, as outlined in the following section, regional forums such as the OSCE, ARF, and OAS
have since taken up many of these confidence-building measures (CBMs).%” Regional and
subregional CBM processes are helping to strengthen the framework resulting from the work of
the GGEs. They have opened new channels for dialogue and experience-sharing and for identifying
obstacles to implementation, not only of the CBMs emerging within each regional and subregional
setting, but also the non-binding political norms of State behaviour recommended by the GGEs.
Providing greater guidance on and support to implementing the CBMs at the national level will be
key moving forward.

Whither the norm-shaping work of the First Committee GGEs?

The fact that the latest GGE could not reach consensus on a report does not necessarily impede
further discussion of ICT and international security. What future format such discussions would
take within the United Nations remains to be seen however. Another GGE at this stage is unlikely,
unless there is agreement that the core focus be the more difficult matters around which
consensus could not be reached in the 2016-2017 GGE. Before the current GGE had commenced
its work, some had suggested the adoption of a General Assembly resolution that would open the
discussions to a broader group of Member States through an open-ended working group of the
General Assembly’s First Committee.®® While this option would address the criticism that the GGE
format has been insufficiently inclusive, what it would focus on and how agreement would be
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reached among the entire General Assembly membership (i.e. 193 States) remains unclear. And
while others have in the past suggested the Geneva-based Conference on Disarmament (CD) as a
possible alternative venue for these deliberations, the limited membership of the CD, as well as its
character as a negotiating body, might undermine its role as an effective alternative.®® For some,
an arrangement similar to the Committee on the Peaceful Uses of Outer Space (COPUQS) or its
more narrowly focused Legal Sub-Committee could be the way forward.”® For yet others, moving
the discussion outside the UN—or supporting non-UN or parallel initiatives to develop new or
additional norms—could be a better option for the near to middle term, although the question of
how to best channel the results of these initiatives back into the multilateral space and thereby
ensure their legitimacy vis-a-vis the broader international community again arises.”* Possibly a
hybrid option which considers principles of transparency and inclusivity, while also advancing
more technical/substantive work, might be an option.”> Whatever the choice, both creativity and
openness on the part of all stakeholders to new alternatives will be necessary. In the meantime,
further efforts can be made to implement the recommendations on non-binding norms and
confidence- and capacity-building of earlier GGE reports.

2.2 The work of the Security Council

In addition to the different General Assembly bodies that have focused on ICTs in the context of
international peace and security, several UN Member States are keen to see the Security Council
play a stronger role on cybersecurity-related matters beyond the terrorism-related resolutions in
which ICTs are increasingly mentioned.

For instance, in November 2016, the Security Council was briefed for the first time, via an open
Arria-formula meeting chaired by the governments of Senegal and Spain, on cybersecurity. The
objective of the meeting, which involved the participation of representatives from governments,
regional organizations, the private sector, and civil society, was to broaden discussion beyond
terrorist use of the Internet to cover the potential of State use of ICTs in fuelling political or
military tensions and the importance of the protection of ICT-dependent critical infrastructure in
such cases.”?

As a sign of growing concern, another Arria-formula meeting organized in April 2017 on the topic
of “hybrid wars as a threat to international peace and security” and chaired by Ukraine, focused
on the changing character of warfare propelled by the “increasing use of new technologies and
strategies”.’* The concept note circulated ahead of the meeting discussed the theoretical
underpinnings of so-called hybrid warfare, citing “cyber technologies, interference with political
processes, and systematic dissemination of propaganda domestically and internationally, among
the means to achieve political objectives”, drawing attention to their use by States in recent
conflicts and their impact on international peace and security. Whether a more formal discussion
on State use of ICTs in the context of international peace and security will emerge on the Security
Council agenda in the future remains to be seen.

2.3 Select norm-shaping and confidence-building initiatives
outside the UN framework

Several other initiatives relating to ICTs and international security have emerged alongside the
work of the GGEs. Some are proposing normative solutions that are perceived as contradicting the
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recommendations of the GGEs. Others stem from the work of the GGE and involve follow-on work
beyond the UN to cascade the recommended norms across different groupings, including
collective security organizations such as the North Atlantic Treaty Organization (NATO), or those
focused on financial stability, trade, and economic development, for which a stable and secure ICT
environment is also viewed as key. Yet others are intended to study or propose additional norms
while bringing other actors such as the private sector, academia, and civil society into the
discussion. And in some cases, it is these other actors themselves who are proposing norms and
making suggestions on how to move their implementation forward.

The Shanghai Cooperation Organization

In 2011, some of the members of the SCO (China, the Russian Federation, Tajikistan, and
Uzbekistan) presented an “International Code of Conduct for Information Security” to the General
Assembly.”® The proposed code of conduct included voluntary provisions banning the use of the
Internet for military purposes, notably for the conduct of hostile activities or acts of aggression via
the proliferation of “information weapons” or related technologies. It also called for the respect of
existing norms such as sovereignty, territorial integrity, and political independence and
guaranteeing the supply chain integrity.”® Although it strongly emphasizes the importance of
countering terrorist and criminal use of ICTs, it is silent on the question of cross-border
cooperation, likely since the latter would require access to data and digital evidence located
within individual State jurisdictions. In addition, the document has been criticized by some on the
basis that human rights provisions in the document are linked to caveats making them contingent
on national security, without providing for the relevant protections.’’

In January 2015, China and the Russian Federation presented a revised draft of the Code of
Conduct to the General Assembly on behalf of the SCO, signalling their sustained interest in a new
binding instrument. While the revised draft no longer refers to the term “information weapons”, it
continues to reflect Russian and Chinese concerns regarding technological dependence and the
threat of sabotage.”’® It includes a new section recognizing, in accordance with a 2014 United
Nations Human Rights Council resolution, that human rights apply online as they do offline,
although it conditions this recognition on national security prerogatives. Western commentators
argue the draft Code reflects a vision of cybersecurity crisis management incompatible with the
recommendations of the 2013 and 2015 GGE reports.”® It is unclear whether the Russian
Federation will continue to pursue the Code of Conduct within the General Assembly, although its
continued attachment to the proposal was confirmed by the Russian expert to the GGE in a recent
interview.0

The OSCE

As discussed in the previous section, several regional organizations and fora have developed
working agendas on cybersecurity and ICTs in the context of international and regional security,
particularly through the lens of confidence-building and cooperative measures. The OSCE, for
example, commenced its work in this area in 2011, resulting in the establishment, by the OSCE
Permanent Council, of an open-ended informal working group (IWG) on CBMs under the auspices
of the OSCE Security Committee in 2012. The IWG was tasked with elaborating and building
consensus around CBMs that can enhance interstate cooperation, transparency, predictability and
stability, and reduce the risks of misperception, escalation, and conflict that may stem from the
use of ICTs, and to report on progress made.?! Since then, some sixteen CBMs have been
negotiated and adopted.®? Aimed principally at enhancing cooperation and transparency between
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OSCE participating States, the relevant Permanent Council and Ministerial Decisions stressed that
these efforts be “consistent with international law, inter alia, the [Charter of the United Nations]
and the International Covenant on Civil and Political Rights; the Helsinki Final Act; and their
responsibilities to respect human rights and fundamental freedoms”# and should complement
efforts by the United Nations, international and regional fora. Their importance confirmed at a
December 2016 OSCE Ministerial meeting, the IWG has since stepped up its deliberations on how
best to implement CBMs across the region. Indeed, a number of OSCE participating State
proposals on how to implement some of the CBMs are currently on the IWG agenda, while
broader CBM-related activities tend to feature in the annual OSCE Chairmanship conferences.%In
addition, and following an initial, informal assessment of implementation of the CBMs, the
Secretariat has requested an academic steering group to submit proposals that can support OSCE
efforts to implement the CBMs.

The ASEAN Regional Forum

In 2015, the ASEAN Regional Forum developed a “Work Plan on Security of and in the Use of
ICTs”.% It sets out several measures aimed at “promot[ing] a peaceful, secure, open and
cooperative ICT environment and prevent[ing] conflict and crises by developing trust and
confidence between States in the ARF region, and by capacity building”.8® Similar to the OSCE
process, it established an open-ended “Study Group” responsible for developing the processes
and procedures necessary for implementing the CBMs and for conducting workshops and
seminars on a number of topics aimed at enhancing cooperation and transparency and deepening
understanding of related issues such as norms of State behaviour. The actual work plan is focused
on developing measures that can promote transparency and build confidence to deepen
understanding of the ARF participating States as a means to reduce the risk of misperception,
miscalculation, and escalation of tension leading to conflict; enhancing practical cooperation
between ARF participating States to protect ICT-enabled critical infrastructure with the view to
also developing resilient government ICT environments; and improving cooperation including by
developing regional capacity to respond to criminal and terrorist use of ICTs. Renewed efforts are
underway to move the ARF process forward.

The OAS

More recently, the Organization of American States moved in a similar direction as the OSCE and
the ARF. Building on an earlier commitment to generate confidence-building measures that
enhance international peace and security and that increase cooperation, transparency,
predictability, and stability among States in the use of cyberspace, in May 2017 the OAS adopted a
resolution establishing a “Working Group on Cooperation and Confidence-Building Measures in
Cyberspace”. The task of the Group is to prepare a set of draft CBMs, based on the consensus
reports of the GGE to enhance interstate cooperation, transparency, predictability, and stability
and to reduce the risks of misperception, escalation, and conflict that may stem from the use of
ICTs.8” Meanwhile, the OAS is implementing a programme aimed at supporting OAS member
states in cyber security strategy development, awareness raising and capacity building.

NATO

ICTs in the context of armed conflict were first included on NATO’s political agenda during the
Prague Summit in 2002. This focus was ratcheted up in 2007 following the disruptive ICT incidents
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affecting Estonia, and this lead to the adoption of the organization’s first cyber defence policy in
2008. Cyber defence has received ever-greater attention since. Indeed, between the Lisbon
Summit in 2010 and the Wales Summit in 2014, cyber defence was included in NATO’s Strategic
Concept (i.e., linking it to collective defence, crisis management, and cooperative security) and
eventually was assigned its own policy slot via the NATO Policy on Cyber Defence. The latter
recognized the application of Article 5 of the Washington Treaty to “a major digital attack on a
Member State”, while also providing for improved information-sharing and mutual assistance
arrangements between NATO allies, as well as training, exercises, and relations with industry
actors. The 2016 Warsaw Summit saw NATO take up the recommendations of the 2015 GGE,
notably the commitment “to act in accordance with international law, including the [Charter of
the United Nations], international humanitarian law, and human rights law, as applicable” and
“follow the principle of restraint and support maintaining international peace, security, and
stability in cyberspace”. It also welcomed the work that had been achieved on voluntary
international norms of responsible State behaviour and confidence-building measures regarding
cyberspace. At the same time, NATO recognized cyberspace as an operational domain, committing
additional resources to defence capabilities and pledging to “further develop NATO-[European
Union] cyber defence cooperation”.®8 Conversely, many non-NATO States view this posturing as
acting contrary to goals and recommendations of the GGE, including the use of ICTs for peaceful
purposes and the peaceful resolution of disputes that might emerge around ICTs.

The European Union

The European Union (EU) has played an important role in shaping norms for behaviour in
cyberspace. Over the past few years and driven by the increased ability of State and non-State
actors to conduct malicious ICT activity, the European Union has adopted a “Framework for a Joint
EU Diplomatic Response to Malicious Cyber Activities” (referred to as the “EU Cyber Diplomacy
Toolbox”), which builds on the EU Cybersecurity Strategy and EU Cyber Diplomacy and reads as a
form of deterrent vis-a-vis malicious ICT activity.®®

Adopted in June 2017, the Cyber Diplomacy Toolbox endorsed the recommendations of the 2010,
2013 and 2015 GGEs, encouraging the 29 members of the EU to “strongly uphold the consensus
that international law is applicable to cyberspace” and that they “be guided by the UN GGE
reports’ recommendations in their use of ICTs”. The Council’s Draft Conclusions also take up the
GGE consensus that “malicious cyber activities might constitute wrongful acts under international
law” and that “States should not knowingly allow their territory to be used for internationally
wrongful acts using ICTs” (paragraphs 28e and f of the 2015 GGE report). On the thorny issue of
attribution, the Council notes that attribution is ultimately a “sovereign decision” based on all-
source intelligence and that any effort to attribute an incident should be established in accordance
with the international law of State responsibility.*°

Key elements of the “toolbox” include continued diplomatic engagement and dialogue as well as
support for filling capacity-building needs in third countries. In addition, it highlights the role that
signalling the likely consequences of a joint EU diplomatic response could have on influencing the
behaviour of potential aggressors in cyberspace. To this end, it concluded that leaning on existing
measures within the Common Foreign and Security Policy, including, if necessary, “restrictive
measures” (i.e. sanctions), in response to the malicious use of ICTs “would be suitable for a
framework of a joint EU diplomatic response to malicious ICT activity”, and encourage cooperation
and facilitating mitigation of immediate and long-term threats.’!
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Another significant development within the EU was the adoption, in August 2016, of the Network
and Information System (NIS) Directive, “the first EU-wide legislation on cybersecurity [to] support
and facilitate strategic cooperation between Member States as well as the exchange of
information”.92 The Directive provides legal measures to boost the overall level of cybersecurity in
the EU through a number of obligations relating to preparedness (establishment of cybersecurity
incident response team (CSIRTs) and a competent national NIS authority), national and regional
cooperative measures (national cooperation groups and a regional CSIRT network), promotion at
the member State-level of a culture of security across sectors, and compliance, by digital service
providers, of security and notification requirements. Importantly, it also includes a paragraph
requiring States to respect existing human rights obligations when implementing the Directive,
notably on privacy and data protection. While important challenges remain on this front, the EU
can establish effective mechanisms to monitor implementation of the instrument. Such
monitoring mechanisms can draw important lessons from EU member States’ implementation
efforts, which can in turn be shared more broadly.

The BRICS Grouping

For the BRICS countries—Brazil, Russia, India, China and South Africa—the UN and the principles
of the UN Charter remain pivotal to any normative action relating to the use of ICTs. BRICS leaders
commenced discussions on ICTs and norms of behaviour in 2013, its eThekwini Declaration and
Action Plan noting the importance of “contributing to and participat[ing] in a peaceful, secure, and
open cyberspace”, and emphasizing the “paramount importance” of “universally accepted norms,
standards and practices” for security in the use of ICT.?® Successive statements have captured
these issues, recommending, in addition to a number of practical cooperative measures, that the
grouping should also “focus its efforts on confidence-building measures, capacity-building, the
non-use of force, and the prevention of conflicts in the use of ICTs.”®* The more recent Xiamen
Statement re-emphasized the “central role of the UN in developing universally accepted norms of
responsible state behaviour in the use of ICTs to ensure a peaceful, secure, open, cooperative,
stable, orderly, accessible and equitable ICT environment”. In addition, it stressed “the paramount
importance of the principles of international law enshrined in the Charter of the United Nations”,
and “the need to enhance international cooperation against terrorist and criminal misuse of ICTs”.
Additionally, the Declaration promotes cooperation in accordance with “the BRICS Roadmap of
Practical Cooperation on Ensuring Security in the Use of ICTs or any other mutually agreed
mechanism” and acknowledged an [yet-to-be-unveiled] initiative of the Russian Federation on “a
BRICS intergovernmental agreement on cooperation in ensuring security in the use of ICTs”.%>

The Group of 20

In November 2015, the G20, comprising the leaders of the twenty largest economies in the world,
issued an important communiqué, affirming that existing international law, including the Charter
of the United Nations, applies to State behaviour in cyberspace and called on all States to “abide
by the norms of responsible state behaviour” recommended in the 2015 GGE report.®® The G20
leaders affirmed the norm that no State should conduct or support the ICT-enabled theft of
intellectual property, including trade secrets or other confidential business information, with the
intent of providing competitive advantages to companies or commercial sectors. The communiqué
also called on all States to “respect and protect the principles of freedom from unlawful and
arbitrary interference of privacy”, including in the context of digital communications. The G20
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communiqué and its endorsement of the 2015 GGE report in general, represent an important step
toward socializing and internalizing its recommendations.

More recently, in March 2017, G20 finance ministers and central bank governors committed to
strengthening the resilience of the global financial system against malicious uses of ICTs that could
“disrupt financial services crucial to national and international financial systems, undermine
security and confidence and endanger financial stability”.°’ The related communiqué requested
the Financial Stability Board to perform a stocktaking exercise of existing regulations and
supervisory practices in G20 jurisdictions, and of existing international guidance, including on
effective practices. The results of this initial stocktaking exercise will be presented before the end
of 2017. Some observers view this as an important step towards a new norm aimed at protecting
the integrity of financial data, suggesting that G20 efforts in this area build on the
recommendations of the 2015 GGE report on norms to prevent attacks on critical infrastructure in
peacetime and the work of other organizations such as the Committee on Payments and Market
Infrastructures and the International Organization of Securities Commissions (CPMI-IOSCO), which
released a “Guidance on Cyber Resilience for Financial Market Infrastructures” in 2016.%

The Group of Seven

The Group of Seven (G7), too, has focused significant attention on cybersecurity. While these
efforts commenced several years ago, the April 2017 Lucca Declaration on Responsible State
Behaviour in Cyberspace, builds on the “Principles and Actions on Cyber[space]” the grouping had
endorsed in Ise-Shima, Japan, in May 2016.%° Following from the recommendations of the 2013
and 2015 GGE reports, the Ise-Shima Principles had included recognition by the G7 of the inherent
right of individual or collective self-defence as recognized in article 51 of the Charter of the United
Nations as well as international humanitarian law, “in response to an armed attack through
cyberspace”. The 2017 Lucca Declaration specifically takes up a number of international law
guestions that reportedly impeded consensus in the most recent GGE, notably the use of non-
forcible countermeasures, including measures conducted via ICTs, in response to an
internationally wrongful act—in this case malicious ICT activities that do not amount to an armed
attack—committed by another State directly or via proxies. The Declaration also endorses and
promotes the 11 voluntary, non-binding norms of responsible State behaviour in cyberspace
recommended by the 2015 GGE, listing them alongside the norm endorsed by the G20 relating to
ICT-enabled theft of intellectual property.

State-led initiatives

As leading global powers, China, Russia and the United States play an important role in shaping
and adhering to norms. Smaller States, too, are increasingly engaging on these issues.

For its part, and mirroring its growing normative engagement on other issues, China is increasingly
involved in norm-shaping and trust-building initiatives relating to cyberspace and international
security. It is doing this through several forums including the SCO, the GGE, the G20, the BRIC
grouping, the Asian—African Legal Consultative Organization (AALCO), through its hosting of
international conferences relating to the Internet or cybersecurity and through a number of
Track 1 and 1.5 initiatives.'% China’s recently launched “International Strategy of Cooperation on
Cyberspace” is a first attempt to articulate an official policy on cyberspace and cybersecurity for a
global audience. The principle of sovereignty is the normative cornerstone of the policy and
related activities, which maintains that each State has the right to regulate cyber infrastructure

30



and activities within its territory.1°! The new strategy also presents an alternative to the Western
preference for multi-stakeholder governance of the Internet and ICT systems in general, proposing
instead principles of “shared governance” and “shared benefits” and alternative approaches to
international rules and cooperation.'%? China’s promotion of—and participation and investment
in—international organizations such as the United Nations, including in the area of international
peace and security, has also grown significantly at a time when the United States is divesting in the
Organization, and will likely increase in tandem with China’s efforts to shape global norms as they
apply to ICTs and in other, related areas.'%3

As discussed in section 2.1, the Russian Federation has been working via the First Committee of
the UN General Assembly to achieve its normative goals since the late 1990s and remains
steadfast on ensuring that any agreement pertaining to norms and ICTs is reached under the
auspices of the United Nations. It also works via the Shanghai Cooperation Organization and other
sub-regional fora, as well as the BRICS grouping to develop cooperative measures to respond to
information security threats.

For many years, the United States was steadfast in its position that existing global norms should
be the starting point for any discussion on ICTs in the context of international security and for
ensuring stability of the ICT environment. The Obama administration’s 2011 International Strategy
for Cyberspace was the first major outward-looking US cyberspace initiative in this regard, laying
out its vision of how the international community might proceed.’®® Centred on the need to
prevent States from “exerting traditional power in cyberspace” and the importance of
international consensus on “norms for responsible state behaviour”, the Strategy emphasized the
links between national and global cybersecurity, an approach that had already been embraced by
many EU States and that is largely influencing capacity-building efforts in this area.®®

As part of its longer-term approach, US government officials see value in building on the current
normative work on ICTs and international security via a mechanism similar to the Proliferation
Security Initiative (PSI).1% The emphasis on a PSI-like initiative stems from assessments of its track
record as a useful instrument for spurring rapid international cooperation on critical global
security challenges. In this regard, one commentator notes how it has “mobilized co-operative
nuclear non-proliferation activities, led to international legal developments, and has been adopted
to promote new non-proliferation initiatives” with initial resistance replaced by “acceptance
(albeit, in some cases, grudging) among governments and independent analysts, out of recognition
that its informal and flexible nature makes it a valuable complement to formal mechanisms”.1%7 In
the ICT area, it would involve working with groups of “like-minded States” that would “observe
international norms of appropriate state behaviour, cooperate seamlessly against common cyber-
threats, refrain from destabilising activity, and join together in the future to sanction bad actors
and to aid each other in mitigation and remediation”.1%® According to former US State Department
Cyber Coordinator Christopher Painter, the PSl is a useful analogy since “this is a long term process
where we’re trying to get countries around the world to adopt norms and every country has [its
own] self-interests”. Efforts, he suggested, will need to focus on socializing work underway and
building support “with an increasingly big tent of countries over time”.1%°

There are some indications that the Trump administration will continue the previous
administration’s policy of normative engagement. It will do so, however, not within the United
Nations, which it is placing “on the backburner”, but with “smaller groups of allied countries” and
will focus on “call[ing] out bad behaviour and impos[ing] costs on adversaries”.''® Without
significant investment in diplomatic action, however, including via the UN and beyond the “like-
minded”, it is unclear how the administration will attain its longer-term, “bigger-tent”
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objectives. ! Some have suggested a two-prong approach, leaning on both multilateral

engagement and working with like-minded partners.!!?

The Netherlands has invested significantly in influencing the normative environment, launching
initiatives ranging from the Internet Freedom Coalition to the Global Forum on Cyber Expertise
(GFCE) and supporting efforts such as the Tallinn Manual (discussed below), which is aimed at
deepening understanding of how international law applies to the use of ICTs in conflict and in
times of peace. More recently it launched the Global Commission on the Stability of Cyberspace
(GCSC), a body comprised of representatives from governments, the technology sector, civil
society, and academia drawn from different geographical regions. Focusing primarily on
“developing additional proposals for norms and policies to enhance international security and
stability and guide the responsible behaviour of state and non-state actors”, the initiative also
aims to identify linkages with other ICT-related regimes and promote a greater degree of regime
coherence.!? The composition of the Commission (key to its legitimacy), its work plan (particularly
in terms of setting priorities that can help bridge some of the significant gaps between the
positions and interests of different groups on norms of State behaviour), and how it channels the
outcome of its work back into the multilateral process will likely be the key things to watch out for
as the Commission gets underway.

The so-called “London Process” of Global Conferences on Cyberspace has also served as a
platform for governments to propose norms, principles, and measures. The United Kingdom
launched the initiative in 2011 with the aim of bringing a broader group of stakeholders into the
policy discussions and debates around cyberspace. For instance, the United Kingdom availed of
the opportunity to table a set of Principles for Cyberspace, confirming some of the principles
emerging in other forums.!!* Since then, the Conference has been hosted by the governments of
Hungary (2012), the Republic of Korea (2013), which presented a “Framework for an Open and
Secure Cyberspace”, and the Netherlands (2015), which used its conference to launch the GFCE
(discussed in more detail below). India is set to host a follow-on conference in 2017. It will be
important to determine the real contribution of the Global Conferences to broader stability and
security, beyond raising awareness and bringing together different stakeholders.

Bilateral processes

Bilateral processes of engagement have played an important role in shaping or promoting norms
of State behaviour as they apply to ICTs, or for building confidence and strengthening cooperation
between States, and their number continues to grow.%®

Russia and the United States have shared a fitful relationship on ICT and cybersecurity-related
matters, a first agreement on these matters signed between the two back in 1999 and leading to
initial confidence-building work—including the establishment of a crisis communications line—
between the two powers.® While the current context does not, however, appear to provide a
strong basis upon which the two countries can effectively cooperate,!’ these first steps to build
trust between them had an important influence on norms and confidence-building processes at
the regional and international levels. In addition, more recently Russia has signed cooperative
agreements with China, India and countries in Central Asia.

From a normative perspective, likely the most important development to date is the agreement
reached between the heads of state of the United States and China in September 2015. Against a
background of growing tensions on ICT-enabled intellectual property and trade secret theft,
bilateral talks between the two States let to an agreement whereby neither State would knowingly
support or conduct such activity, including as it relates to trade secrets or confidential business
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information. In addition to the intellectual property theft provisions, the two States also
committed to furthering the norms of State behaviour and a number of the cooperative measures
reflected in the 2015 GGE report relating to a duty to respond to reports of malicious activity in
cyberspace and cooperate in responding to cybercrime.'® Importantly, the two States also agreed
to a process of high-level, regular ministerial meetings that have helped to ensure follow-on
dialogues that can include discussions of conformance to these measures.

While some remain sceptical, the agreement has been viewed as an important step and a useful
example of how norms begin to spread.?® In this regard, it may be viewed as a limited “cascade”
in the sense that while the US—China agreement was immediately followed by similar agreements
between the United Kingdom and China, Germany and China, and shortly thereafter by the G20
communiqué discussed above, it has yet to be adopted universally by all States.

The research community

The United Nations Institute for Disarmament Research (UNIDIR) has focused significant energy on
broadening access to, and deepening understanding of, ongoing discussions relating to ICTs in the
context of international peace and security. To this end, it has conducted several studies on the
topic of international cybersecurity, including the Cyber Index report. Since 2012 UNIDIR has
hosted an annual conference on International Cyber Stability, which carries a strong normative
focus and brings together government representatives, academia, and industry actors.'? In 2016
it launched an “Expert Workshop Series on International Cyber Security Issues” in collaboration
with the Center for Strategic and International Studies (CSIS). The initiative includes a series of
roundtables aimed at identifying areas of common understanding and divergence on issues
relating to cyberspace and international security, notably norm development, legal measures, and
possible approaches to the malicious use of cyber tools. The aim of the project, now in its second
phase, is to provide Member States with the opportunity to engage with technical, academic, and
industry experts from across regions on a range of policy, legal, normative, and technical issues
relating to cyberspace and international security and stability.?!

Beyond the United Nations, several leading academic institutions have invested significant
resources in deepening understanding of norms and ICTs. For instance, since 2011, a Harvard—
Massachusetts Institute of Technology—University of Toronto consortium has hosted an annual
conference on norms, ICTs, and international stability and security covering a broad range of
normative issues spanning defence, diplomacy, trade, and human rights, resulting in policy-
relevant publications.'?> Other annual events on issues relating to norms and international
security and stability include the one organized by the International Information Security Research
Consortium (IISRC) in Garmisch-Partenkirchen, Germany.'?3

Organizations such as the East-West Institute have embarked on research initiatives on
universalizing the norms recommended by the 2015 GGE,'** while more recently Leiden
University’s “Programme on the Development and Implementation of Cyber Norms” together with
the ICT4Peace Foundation has put out a call for “an open consultation on how to implement the
GGE recommendations on responsible State behaviour in cyberspace”.1?®

More targeted initiatives include the Tallinn Manual on the International Law Applicable to Cyber
Warfare—developed by a group of independent legal scholars and coordinated by NATO’s
Cooperative Cyber Defence Centre of Excellence (CCDCOE). The first edition of the Manual,
published in 2013, explored the applicability of jus ad bellum and jus in bello principles to cyber
operations. It also considered the applicability of related bodies of international law, such as the
law of State responsibility, and offered a range of definitions, including the definition of the much-
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disputed term “cyberattack”. The Tallinn Manual was nonetheless dismissed by a number of
States and scholars on the basis that it was developed by a group of largely Western legal experts
and thus was not considered representative of the views of experts from other regions. To allay
some of these concerns, a process leading to the publication of a so-called “Tallinn Manual 2.0”
was launched in The Hague in February 2016, with much broader participation of legal experts
from across Europe, North and South America, Africa, and Asia and the Pacific, and the technology
sector. The process also engaged governments. The focus of this second edition of the Tallinn
Manual is “peacetime cyber operations”—those operations that fall below the threshold of armed
conflict—which may generate countermeasures or violate the principle of non-intervention.?®
While this version of the Manual also includes some revisions to the original, some non-Western
legal experts still view the effort with scepticism.?’

Beyond the CCDCOE initiative, other norm-related proposals have gained some traction in
international circles. One such proposal stems from a report by a Dutch academic entitled “The
Public Core of the Internet: An International Agenda for Internet Governance”, which argues for
committing States to protecting the core infrastructure of the Internet.'?8 Such an approach would
identify the “the legitimate domain of ... states, where they can stake a claim and take up their
role without harming the infrastructure of the Internet itself”.1?? It would similarly identify which
core functions of the Internet—the public core, so to speak—should be protected from State
action.’3% To this end, the proposed norm would involve States committing to refraining from
interfering with the “public core” of the Internet, declaring it a neutral space.

Other infrastructure-related research efforts include those by the Carnegie Endowment for
International Peace (CEIP), within the framework of its broader work on norms. CEIP experts have
been working with global financial actors to develop a “Global Norm Against Manipulating the
Integrity of Financial Data”, which would build on some of the actions taken or recommended by
the G20 and the GGE noted above.3!

Another proposal to gain some traction relates to the thorny question of attribution. In 2013,
experts at the Atlantic Council suggested the establishment of a “Multilateral Attribution and
Adjudication Council” as an example of an international mechanism that could help to reach
consensus on the attribution of illegal cyber campaigns by States and a formal process for
adjudicating associated interstate disputes.!32Since there is growing consensus that attributing an
attack will ultimately be a political or sovereign decision based on intelligence and forensics, it is
unlikely that States would agree to such a mechanism. Further study on the viability of
establishing an attribution body has since been conducted by experts at RAND Corporation, who
suggest that to be trusted, any such arrangement would need to focus on establishing standards
for reaching an attribution finding, on how to credibly communicate an attribution finding, and on
conducting effective attribution investigations. However, they do not believe that States should
play a role in such an arrangement. Instead, “to avoid an appearance of bias and to protect
transparency”, the proposed “Global Cyber Attribution Consortium” should be made up of
industry and academic experts.

Undoubtedly, standardization of and transparency in reaching attribution findings would find
many supporters, including among States, particularly if the geographical representation of its
experts is considered. It is, nonetheless, difficult in the current geo-political context to see how
such an arrangement would rally broad endorsement in the short-term. At the same time, making
practical progress in testing it would likely be an important contribution, as would using such
arrangements to build capacity and confidence so that existing imbalances in technical attribution
knowledge and capabilities can be gradually ironed out. In the longer term, some of the tested
working modalities might even be considered by States—including how they might be applied to
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the standing up of a panel of experts—in the event that an ICT incident is ever brought to the
attention of the Security Council under chapter VII of the Charter. Either way, the question of
attribution will likely figure strongly on the agenda of the UN and other bodies in the years to
come.

The private sector

Technology companies are becoming increasingly influential on the international stage and have a
vested interest in shaping norms of behaviour relating to the use of their products and services.
This interest is partly propelled by revelations of close collaboration by some companies with law
enforcement agencies in mass data collection and surveillance and by the growing realization that
ICT products and services are being used by States (or their proxies) to conduct or support
offensive activity against other States, with significant implications for users.

Efforts by technology companies include a range of voluntary measures. For instance, companies
such as Google and Facebook have adopted an approach whereby they notify users if their
account has been targeted or compromised by a State or a State-sponsored party in the hope that
these efforts will also help shape State behaviour.3® Approaching vulnerabilities from a
prevention perspective, a growing number of (largely US-based) companies are offering so-called
“bug-bounties”, rewarding friendly hackers who uncover critical security vulnerabilities in some of
the most important software supporting the Internet.’3* Managed by a panel of volunteers
selected from the security community, the programme is an interesting insight into how
“distributed resourcing approaches” may help both small and large companies, while also
preventing malicious actors from benefitting from vulnerabilities.'3> Also from a preventive
perspective, numerous technology companies are using their terms or conditions of service to
establish acceptable user behaviour on their platforms or products. This use of terms of service
tends to be aimed at content- or illicit funding-related issues, and underpinned by existing
principles and norms. Yet, important lessons can likely be garnered from these efforts for broader
international security purposes.

Other companies are linking their own experiences to current State-led norm-shaping processes.
For instance, in December 2014 Microsoft launched a report, International Cybersecurity Norms—
Reducing Conflict in an Internet-dependent World, proposing a set of six norms aimed at limiting
malicious activity below the threshold of armed conflict.’*® The suggested norms include
i) improving defences and reducing risk by developing national cybersecurity capacity, and
domestic, regional, and international organizational structures and approaches that increase
understanding among States; and ii) limiting conflict or offensive operations, with the aim of
avoiding escalation and limiting the potential for damaging impacts in or through cyberspace. The
Microsoft proposal suggests that implementation of these norms should be accompanied by
efforts to include cybersecurity issues in the United Nations draft articles on the Responsibility of
States for Internationally Wrongful Acts with the expectation that such an approach could
eventually help move emerging norms from politically to legally binding.*3’

Building on its earlier report, in June 2016 Microsoft launched a new publication recommending
additional norms relating to offensive and defensive practices in cyberspace. Importantly it also
included norms for global industry actors, notably supporting defence and refraining from offence,
with the overall aim of protecting users and enhancing their trust in technology.'3®

The company has since become more ambitious in its normative objectives, even calling for the
passing of a “Digital Geneva Convention” to protect civilians on the Internet.’®® The call
emphasizes the progress to date within the GGE, the G20, and other international, regional, and
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bilateral forums on setting the foundations for new and international norms. It suggests that the
time is ripe for renewed bilateral action between the Russian Federation and the United States,
with the aim of protecting both economic and political institutions from malicious State activity,
while also calling for a broader multilateral agreement affirming recent cybersecurity norms as
global rules; and for companies themselves—the “first responders” when it comes to cyber
incidents—to take responsibility and operate “as a neutral Digital Switzerland”. This “neutral
digital Switzerland” would “assist and protect customers everywhere; not aid in attacking
customers anywhere; and make efforts to retain the world’s trust”, not least because “every
government, regardless of its policies or politics, needs a national and global IT infrastructure that
it can trust”.'4? Critics have noted that the core principles of the proposed ‘Geneva Convention’
resemble a mix of existing public and private international law.*! Hence, it is unclear whether
States or companies will openly embrace the idea of the proposed “Convention”. Nonetheless, the
initiative, which Microsoft continues to adapt to evolving circumstances, remains important in
terms of advancing the debate on norms and shaping a role for—and responsibilities of—key
industry actors in the debate.
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3. Linkages and Lacunae:
Other ICT-Related Norm-Shaping Processes within the United Nations

Most of the normative discussions on ICTs and international security have taken place within the
General Assembly’s First Committee and its GGEs. There are, however, a number of other ICT-
related issues on the UN agenda with direct or indirect international security implications. UN
human rights bodies are working on the rights implications of the malicious use of ICTs by
different actors, while UN development bodies view cybersecurity preparedness at the national
level as key to economic growth and poverty alleviation. The Security Council and several other
UN entities are engaging on transnational threats such as the use of the Internet and ICTs for
terrorist and criminal purposes. The UN also remains involved in the highly charged debates over
Internet governance, which increasingly intertwine with those relating to international peace and
security (see figure 6). This section highlights progress on some of these inter-related normative
discussions, highlighting where progress has been made and where challenges remain.

Figure 6. Linkages between the international peace and security pillar and other pillars of the
United Nations’ work
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3.1 Transnational threats

3.1.1 Terrorism, ICTs, and international peace and security'4

Several international and regional organizations are focusing attention on the use of the Internet
for terrorism and violent extremism, viewing the issue as a threat to international and regional
security. These include the normative work of the European Union, the Council of Europe, the
OSCE, the SCO, the Global Counterterrorism Forum (GCTF) as well as the more operational focus
of the EUROPOL Internet Referral Unit (IRU) and INTERPOL’s capacity-building efforts, most of
them involving private sector and civil society actors to some extent or other.!43 Non State-led
initiatives are also shaping the normative environment on these issues.4

Within the UN, terrorism has long featured on the international peace and security agenda.
Recent developments, notably involving the Islamic State, have accelerated such attention. The
issue is not a traditional cybersecurity problem, since it is not concerned with protecting ICTs from
intentional interference, but rather with how ICTs, notably the Internet and social media
platforms, are used for propaganda purposes—to groom, radicalize, and recruit supporters, raise
funds, obtain embargoed items, and incite hatred and violence. Still, as evidenced in national
strategies, many States still view terrorist use of the Internet as a national and international
security threat with links—direct or otherwise—to cybersecurity.

As a result, international discussions on terrorist use of the Internet are often mired by tensions
on where the relevant policy discussions should take place and where responsibilities should lie.
This situation is compounded by problems that continue to hamper UN counter-terrorism efforts,
including long-standing disagreements between States on how to define terrorism,4> on how to
safeguard human rights and fundamental freedoms online while also ensuring public safety and
national security, and on the most appropriate global mechanism to respond to cybercrime, which
itself is key to investigating and prosecuting online terrorist activity.

Nonetheless, the following section highlights that despite this situation, significant work is
underway at the UN to respond to the use of the Internet for terrorist purposes, some of it directly
or indirectly linked to traditional cyber- or digital security efforts, particularly those related to
protecting rights and privacy, ensuring a safe ICT environment, and protecting critical
infrastructure. Moreover, it demonstrates that there is a normative framework emerging to
respond to such activity, even if the spreading or cascading of such norms at the global level
remains a significant challenge.

The Security Council, ICTs, and terrorism

The United Nations has adopted 19 binding instruments on the topic of terrorism. None mention
cyberspace, ICTs, or the Internet, even if several are indirectly relevant to ICTs.'#¢ The growing
importance of the issue to international security is nonetheless evident in the extent to which the
United Nations counter-terrorism bodies have engaged on the matter. Security Council resolutions
1267 (1999) and 1373 (2001) provide the framework for the Council’s wider counter-terrorism
regime that has since been refined through a series of follow-up resolutions, some of which
explicitly address terrorist use of ICTs.
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ICTs and resolution 1267

The Security Council’s most active phase on counter-terrorism began in 1998 with a resolution
responding to the 1998 bombings of the US embassies in Nairobi and Dar es Salaam, imposing
sanctions on the Taliban government of Afghanistan upon their refusal to hand over Osama bin
Laden who was held responsible for the attacks.!*” The scope of the resolution was expanded
following the September 2001 terrorist attacks on the United States to freeze the assets of,
impose a travel ban on, and penalize financial or material support to “Usama bin Laden, members
of the Al-Qaida organization and the Taliban and other individuals, groups, undertakings and
entities associated with them”.1*® After 2001, the “Consolidated List” and the financial sanctions
were explicitly broadened to cover the provision of Internet hosting or related services.'*° By the
end of 2015, concerns regarding the Islamic State in Iraq and the Levant (ISIL) had grown to the
extent that the Security Council expanded its sanctions framework to include it (now called the
ISIL and Al-Qaida Sanctions list).2° More specifically, it re-emphasized concerns relating to the
increased use of ICTs and the Internet by terrorists and their supporters, and the need to report
on and recommend measures to prevent the criminal use of the Internet by ISIL, Al-Qaida, and
associated individuals as it pertains to existing sanctions, issues currently being studied by the
1267 Sanctions Monitoring team.>?

An inter-governmental High-Level Review of United Nations Sanctions—established in 2013 “to
consider ways of updating and strengthening the implementation of sanctions”—captured some
of these developments (see Table 1).1%2 With regard to ICTs, the group highlighted how the
Internet, digital technologies, and mobile communications systems provide platforms for “inciting
hatred, raising funds, obtaining embargoed or otherwise restricted items, recruiting supports and
combatants into causes that contravene international norms and are targeted by sanctions”.1®3
Expected to infuse a new dynamic into UN sanctions implementation, the work of the High-Level
Review reportedly fell victim to “deteriorating P5 relations in the wake of the 2014 Crimea crisis”
and its recommendations did not receive much institutional backing.’>* Nonetheless, the rather
ambitious recommendations merit attention in light of the growing interest in applying sanctions
to individuals and entities providing material support to terrorists over the Internet or through
certain ICT products and services. In short, consideration of the application of such sanctions
would require a serious risk assessment to identify and address potential negative impacts on
other stakeholder activities and national economic and social prosperity.

ICTs and resolution 1373

Adopted in 2001, Security Council imposed a set of binding obligations on all Member States to
criminalize the financing of terrorism, freeze the assets of known terrorists and supporters, refrain
from providing “active or passive” support to entities or persons involved in terrorist acts, prevent
the movement and travel of known terrorists, and intensify law enforcement cooperation to
counter terrorism.*> A follow-up resolution called upon States “to take measures ... to prohibit by
law incitement to commit terrorist acts and to prevent such conduct.”*>® While neither resolution
explicitly refers to the Internet or ICTs, an agenda-setting counter-terrorism report by the
Secretary-General published in 2006 suggested they provide a basis for criminalizing incitement
through the Internet.!> A more recent resolution noted the evolving nexus between terrorism
and ICTs, in particular the Internet, and the use of such technologies to incite, recruit, fund, or
plan terrorist acts'®® and directed the Counter-Terrorism Committee Executive Directorate (CTED)
to address the issue in consultation with Member States, international, regional, and subregional
organizations; the private sector, and civil society, and to advise the Counter-Terrorism Committee
(CTC) on further approaches.>?
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Table 1. ICT-related recommendations of the High-Level Review on UN Sanctions

Member States should address transnational threats and new technologies, including the
use of the Internet for illicit activities, within existing frameworks, including under
i Security Council resolutions 2161 and 2178. Other stakeholders, including Internet users
and the IT industry, should be engaged to address such threats in the implementation of
sanctions. (rec. 146)

The Security Council should enhance investigative capacities and strengthen international
cooperation to determine which countries and/or individuals or entities are responsible
for abuses of cyberspace affecting international peace and security, facilitating the
imposition of UN sanctions. (rec. 147)

The Security Council should encourage adoption of relevant national legislation
criminalizing the use of the Internet for terrorist purposes (e.g. for recruitment,
fundraising, etc.) and encourage international cooperation between Member States as
well as with intergovernmental bodies in this regard. (rec. 148)

The Security Council should expand and extend to other sanctions regimes the
prohibition in the Al-Qaida and Taliban sanctions related to the provision of financial or

iv. economic resources for Internet hosting or related services for the purposes of
promoting terrorism or other norm-breaking activities, as a violation of the asset freeze.
(rec. 149)

The Security Council should ensure the provision of additional resources to meet the
technical and substantive skills needed to strengthen the Secretariat’s capacity to assist
V. sanctions actors, including expert groups, and for the groups themselves to have the
requisite resources and technical expertise to carry out the increasing demands of their
mandates. (rec. 150)

As the Council became increasingly sensitive to the challenges posed by ISIL’s success in online-
based propaganda and recruitment,!®® in 2014 Member States were urged to act cooperatively
when taking national measures to prevent terrorists—particularly foreign fighters—from
exploiting technology, communications, and resources to incite support for terrorist acts.®! With
respect to groups operating in Libya, resolution 2214 included any support provided to such
groups via “information and communications technologies, such as the Internet, social media, or
any other means”.1%? In 2015, the Security Council adopted another resolution®® linked not just to
existing counter-terrorism resolutions but also to resolutions on Women, Peace and Security and
on the Protection of Civilians in Armed Conflict.®* It focused on the need to protect youth from
terrorist groups intent on using the Internet to groom, recruit, and incite young people to
violence, including in post-conflict contexts, and called on Member States and United Nations
entities such as the Peacebuilding Support Office to pay special attention to the protection of this
vulnerable group and the engagement of young people in shaping solutions, including online.

At a more practical level, the Security Council’s subsidiary bodies have increased efforts to support
implementation of the aforementioned resolutions. For instance, CTED has engaged key
technology and social media companies and other stakeholders in the work of the CTC. This has
included working with the ICT4Peace Foundation on a project relating to “Private Sector
Engagement in Responding to Terrorist Use of ICT”, aimed at deepening understanding of the role
of technology and social media companies in responding to terrorist and extremist use of their
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products and services.'®® The results of the initial phase of this project—presented to the CTC in
February 2017—shed light on the norms and principles that a growing number of global
technology companies are using to frame their activity in this area. This emerging framework
recognizes the importance of enhancing public safety with actions that remain anchored in the
rule of law, protecting and respecting human rights and fundamental freedoms consistent with
international law, including international human rights law, and upholding core principles such as
transparency, accountability, predictability, and remedy. It also points to some progress in the
area of self-regulation by industry actors, notably with regard to using their terms or conditions of
service to shape user behaviour and in protecting privacy and core human rights principles.®

At the same time, the project highlighted several normative and technical challenges requiring
urgent attention, particularly trends of increasingly restrictive cybersecurity and counter-terrorism
legislation across different jurisdictions, suggesting the limited possibility of these norms cascading
and being internalized on a global scale, at least in the near future.®” A second phase of the
project, Tech Against Terrorism, focuses on working with technology start-ups and developing an
online knowledge-sharing platform through which support and guidance can be sought by those
companies struggling to deal with terrorist use of their products and services.68

In response to growing pressure from governments across the globe to regulate global companies
for failing to block violent extremist activity and propaganda on their platforms, Facebook
(including YouTube), Microsoft, and Twitter have created the Global Internet Forum to Counter
Terrorism, bringing together under one umbrella a series of initiatives including the EU Internet
Forum, the Shared Industry Hash Database, discussions with the United Kingdom, and the
conclusions of the recent G7 and European Council meetings.®® The objective of the Forum is to
“formalise and structure existing and future areas of collaboration between our companies and
foster cooperation with smaller tech companies, civil society groups and academics, governments
and supra-national bodies such as the EU and the [United Nations]”.'’? This it intends to do
through enhanced work on technological solutions, research, and knowledge-sharing (including
through the CTED—Tech Against Terrorism initiative mentioned above). Whether this will stop the
calls for government regulation is thus far unclear and it is hard to see how existing ethical
concerns will be reconciled.'’* In this regard, perhaps some form of independent oversight
mechanism could eventually be put in place to address the concerns of governments and citizens
alike.

Regarding other measures taken by the Security Council to counter terrorist use of ICTs, in
May 2016 the Security Council held an open debate focused on countering the narratives and
ideologies of terrorism. At that meeting, it adopted a presidential statement (S/PRST/2016/6)
requesting the CTC to present a proposal to the Council by 30 April 2017 for a “comprehensive
international framework” to counter the use of narratives by ISIL, Al-Qaida, and other terrorist
groups that encourage, motivate, and recruit members to commit terrorist acts.'’? The proposal
will consist of three core elements: legal and law enforcement measures in accordance with
obligations under international law, including international human rights law, and relevant
Security Council resolutions and in furtherance of General Assembly resolutions; public private
partnerships; and the development of counter-narratives.'’3

Needless to say, developing a “comprehensive international framework” for countering terrorist
narratives will be no easy task unless current challenges relating to existing counter-narrative
efforts are acknowledged and addressed, and the framework is underpinned by existing
principles.1’* In this regard, a potential model to follow could be that developed by the United
Nations Office on Genocide Prevention and the Responsibility to Protect aimed at preventing
incitement of atrocity crimes and the conditions that can lead to violence. Following from a series
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of expert consultation meetings, it produced a consensus list of some 40 policy options, laying the
basis for a comprehensive framework for States, civil society, media producers, and other
stakeholders, and placing an awareness of central issues such as identity, division, hate speech,
and incitement to violence at its heart. Evidently, such an approach would need to be adapted to
additional actors involved in the counter-narrative area, but can serve to underscore some of the
core norms and principles that should underpin this work.”>

The General Assembly, the Internet, and terrorism

Countering terrorism

In 2006, the General Assembly adopted a Global Counter-Terrorism Strategy and accompanying
Action Plan. The Strategy addressed countering the use of the Internet for terrorist purposes and
using the Internet as a tool to counter the spread of terrorism.’® The establishment of a
dedicated working group on terrorist use of the Internet within the Counter Terrorism Integrated
Task Force (CTITF)Y”—a United Nations interagency mechanism created by the Secretary-General
to promote the implementation of the Strategy—led to modest steps aimed at deepening
understanding of the issues and supporting States in their efforts to respond to terrorist-related
threats, including through the use of ICTs.'® The working group has since developed a
“Compendium on Legal and Technical Aspects of Countering the Use of the Internet for Terrorist
Purposes”,’® highlighting the instruments (laws and conventions), programmes, resources, and
technical means used by States to counter the use of the Internet for terrorist purposes and
identifying areas where future engagement may be necessary.

Building on Member State responses to an extensive survey, the Compendium confirmed that
States are responding to terrorist uses of the Internet by applying existing cybercrime and
counter-terrorism legislation to Internet-related acts or enacting specific legislation on terrorist
use of the Internet.® States identified challenges related to balancing protection of fundamental
rights, such as freedom of expression, opinion, and privacy, with efforts to criminalize certain
conduct or improve access to the tools needed to carry out investigations and prevent terrorist
activity online.® They also highlighted issues stemming from the absence of a global instrument
to respond to cybercrime (discussed below) such as exchange of information and cross-border
collaboration, as well as sovereignty and jurisdictional conflicts surrounding access to data and
digital evidence located in the territory of another State.

Preventing violent extremism online

In response to the growing trend in violent extremism and the minimal focus that was being
afforded to preventive efforts in the Counter-Terrorism Strategy, in January 2016 the United
Nations Secretary-General presented a Plan of Action to Prevent Violent Extremism to the General
Assembly.'82 In the Plan, the Secretary-General calls for a comprehensive approach encompassing
not only essential security-based counter-terrorism measures but also systematic preventive steps
to address the underlying conditions that drive individuals to radicalize and join violent extremist
groups. The Plan is an appeal for concerted action by the international community, providing
some 70 recommendations to Member States and the United Nations system to prevent the
further spread of violent extremism, and includes an entire section on “Strategic communications,
the Internet and social media”.!®3 A first conference was organized in Geneva in April 2016 for the
international community to share experiences and good practices on how to prevent violent
extremism. However, while there was certain emphasis on the need to engage with the online
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dimension of violent extremism and link it to off-line efforts, there was limited participation of
relevant technology and social media companies in the conference deliberations.

The newly established United Nations Office of Counter-Terrorism, which brings together the
existing CTITF and the United Nations Counter-Terrorism Centre under one Under-Secretary-
General, is expected to strengthen on-going work and drive more coherence in this area, including
in on-going work relating to preventing violent extremism.84

Terrorism and critical infrastructure protection

Scepticism still abounds as to whether terrorist groups will develop the capacity to conduct ICT-
enabled attacks against critical infrastructure providing essential services to citizens. Nonetheless,
several international and regional organizations have highlighted growing concern that such
attacks might eventually take place.'8> While not specifically referenced in the report, some of the
proposed norms in the 2015 GGE report have some relevance to State responsibilities in dealing
with the issue, since they fall into the general understanding of cybersecurity as the protection of
ICTs from unauthorized access or attempted access. These include the norms compelling States
not to conduct or knowingly support actions that intentionally damage critical infrastructure (Cl), a
State’s responsibility to secure its own infrastructure, the expectation that States support other
States that have fallen victim to attacks on their Cl, and the expectation of responsible reporting of
vulnerabilities and information sharing that could prevent or mitigate cyber-enabled attacks on
C|.186

Many of the efforts already being implemented by States to protect critical infrastructure from
malicious State activity are equally applicable to attacks perpetrated by terrorist groups. For
instance, the EU Network and Information Systems (NIS) Directive adopted in 2016 and discussed
above, can serve to bolster the preparedness of States against such threats, as can other
cooperative and capacity building measures being promoted by the International Atomic Energy
Agency (IAEA) or the Meridian Process within the GFCE. Furthermore, in February 2017, Ukraine—
victim of an attack against its electric grids—successfully tabled a resolution at the Security Council
on the “Protection of Critical Infrastructure Against Terrorist Attacks”. While it does not
specifically reference cyber- or ICT-enabled attacks against critical infrastructure or essential
services, the resolution does refer to the threats and vulnerabilities posed by growing inter-
connectivity and the new security concerns they raise. It also mentions cybersecurity among the
range of domestic measures required to protect critical infrastructure.®” It will be important to
monitor implementation of this resolution, notably the inter-linkages with other developments
relating to cybersecurity and critical infrastructure protection such as the ones mentioned above,
as well as the growing number of capacity-building initiatives aimed at strengthening government
preparedness in light of cyber-enabled critical infrastructure threats and vulnerabilities, some of
which are being tied to development assistance cooperation. It will be equally important to
encourage United Nations legal and counter-terrorism structures and Member States to consider
work underway outside the United Nations—for instance, by the International Law Association—
to understand how existing international law applies to such terrorist activity, and where potential
gaps in existing instruments might lie.188
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3.1.2 Crime, ICTs, and international peace and security*®’

Ever since the invention of the optical telegraph at the end of the eighteenth century, those with
illicit intent have been quick to take advantage of information technology.®® Over time, and as
crime has become more organized, ICTs and cyberspace have provided criminal groups with
important advantages, enabling the shift of their operations from the purely local to the national
and global. Over the past two decades, cybercrime—which refers to offences against and by
means of computer systems—has become an increasing source of concern considering the huge
financial costs and social harm associated with activities such as computer-related fraud, forgery,
and copyright offences, illegal access to or interference with computer systems or data, sale of
illicit goods, online distribution of child pornography, and violations of network security. Today,
effectively responding to online criminal activity is a major challenge for States. Yet, shaping or
implementing norms to mitigate illicit online behaviour is complicated by attribution challenges
and requires significant cross-jurisdictional law enforcement cooperation and collaboration, which
is not always forthcoming.

In addition, States are availing of some of these same illicit capabilities, creating important
tensions and undermining trust since, in many instances, victims (whether States, private sector
actors, civil society, or other) do not know whether they are a victim of crime or a State-sponsored
operation. Indeed, concerns have mounted that hackers with sophisticated ICT skills are being
used by States to meet broader political and military goals. While State use of proxy actors to carry
out covert activity is hardly new, the nature of more recent shifts has sounded alarm bells, largely
because the tools and techniques originally the preserve of States “are starting to make their way
into the broader communities of criminals” who are shifting from large-scale financial theft to
providing services ranging from sabotage and intelligence-gathering to data breaches and data
manipulation.’®> Moreover, the use of criminal “cyber proxies” has been identified as an
important advantage in armed conflict, not least because of the additional element of plausible
deniability that using such criminal actors provides, and in terms of bolstering the capabilities of
the State.'®? Qutside the realm of conflict, States are increasingly relying on these modern-day
“privateers” for a range of objectives such as power balancing and cutting costs, providing them
with lists of targets and the resources to carry out their operations.'®> The main concern is that
these actions can potentially lead to miscalculations in terms of attribution and scale of response,
thereby increasing risk for all States and posing a threat to international peace and security.**

The United Nations response to criminal use of cyberspace and ICT

Since the early 2000s, the criminal use of ICTs has been on the agenda of the General Assembly,
first within the Second Committee and later the Third Committee, where discussions have focused
predominantly on establishing a normative base to respond to computer and cybercrime.'®> The
United Nations First Committee GGEs have also stressed the need for enhanced cooperation for
exchanging information, mutual assistance, the prosecution of terrorist and criminal use of ICTs,
and other cooperative measures to address such threats, and has also made recommendations on
the normative basis for responding to State use of proxies to conduct internationally wrongful
acts.1%

Undoubtedly, measures to respond to criminal use of ICTs require significant cross-border
cooperation, including exchanges of information and intelligence. The question of a global
convention to enable such cooperation and exchanges of information to tackle cybercrime was
centrally discussed at the twelfth United Nations Congress of the Commission on Crime Prevention
and Criminal Justice (CCPCJ) in 2010.%°7 However, the Congress revealed limited consensus among
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States regarding the most appropriate way forward. A number of States advocated for
“globalizing” the existing Council of Europe Convention on Cyber Crime (also known as the
Budapest Convention), which criminalizes (that is, delineates as improper) certain forms of human
behaviour for individuals and includes norms for law enforcement cooperation.®® The Convention
is seen as the most comprehensive instrument in place, has the highest number of State Parties
(53 to date), and is open for signature to non-members of the Council of Europe. Some analysts
have noted the difficulty of scaling up to the global level the procedural and cooperation
commitments as well as the comparatively high standards agreed upon in a European context.®®
Moreover, several States and groupings, including the Russian Federation, the BRICS and many
developing countries, object to signing a convention in the drafting of which they had not been
involved, and to some provisions relating to cross-border access to data to which they object on
procedural and substantive grounds. Emerging at the same time as a strong re-emphasis on
guestions of sovereignty, these States continue to call for the negotiation of a new mechanism
under the auspices of the United Nations.?%

The likelihood of agreement on a new global mechanism remains low for the foreseeable future.
The 2010 CCPCJ nonetheless resulted in a General Assembly resolution that called for an open-
ended intergovernmental expert group to study the problem of cybercrime and international
responses to it.2%! Three sessions of the open-ended working group have been held to date—in
2011, 2013 and 2017—the first resulting in a draft “Comprehensive Study on Cybercrime”
produced by the United Nations Office on Drugs and Crime (UNODC) and the International
Telecommunication Union (ITU), which provides an important reference framework for Member
States on a number of issues relating to trends, legislation, law enforcement and investigations,
electronic evidence and criminal justice, international cooperation, and the role of the private
sector.?’?2 The “Comprehensive Study” has also served as a framework for UNODC’s Global
Programme on Cybercrime, established in 2013 to support Member States in “prevent[ing] and
combat[ting] cybercrime through crime prevention and criminal justice technical support”
implemented with key partners, and through the development of a growing Cybercrime
Repository which hosts case law, legislation, best practices, and lessons learned from Member
States.?03

Nonetheless, the reports from the second and third sessions of the CCPCJ expert group suggest
that persistent disagreements among States on some of the normative issues underpinning the
response to cybercrime, including cooperation between States, cross-border access to data, and
differing capacities between States, will continue to hamper efforts in the coming period.?%*
Moreover, while the number of States that have ratified the Budapest Convention has increased,
the deliberations from the latest meeting of the CCPCJ expert group on cybercrime note how
some experts continue pushing for “a strengthened international legal framework for combating
cybercrime”, while others “expressed the view that the Budapest Convention was becoming
outdated”.?%°

The absence of a global mechanism has not prevented the emergence of regional instruments
aimed at tackling cybercrime. For instance, over the past decade and a half, several regional
organizations—including the African Union, the Arab League, and the SCO—have adopted legal
instruments promoting international cooperation and harmonization of national legislation to
combat cybercrime. Yet, these instruments do not always have the backing needed to support
implementation at the national level. For instance, the African Union instrument was finally
adopted in 2014 after a lengthy drafting process, yet it has only nine signatories and one
ratification, potentially “diminish[ing] its prospects for spurring national cyber policy development
and the subsequent harmonization of regional policy”.2°¢ This is problematic for a region where
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Internet growth is highest and where online criminal activity is increasing, with repercussions for
both public and private sectors and, of course, users—not just in Africa but across the globe.

Elsewhere, regional organizations have established practical mechanisms to support member
States in their response to cybercrime. For instance, since 1999, member States of the OAS have
participated in a dedicated working group on cybercrime, principally focused on strengthening
judicial and law enforcement cooperation within the region and with other organizations and
mechanisms.?%” Specialized State-led agencies such as EUROPOL and INTERPOL have dedicated
significant resources to establishing in-house capacity to support member States’ efforts in
investigating online criminal activity, while other organizations such as the EU, the Council of
Europe, and the OSCE have established normative frameworks or support capacity-building efforts
in this area. Recent years have seen an increase in collaborative efforts between law enforcement
agencies, leading to a renewed, yet still obstacle-ridden, focus on mutual legal assistance treaties
(MLATSs).208

Important collaborative efforts have also emerged between law enforcement agencies,
technology and social media companies, and specialized technical groupings such as computer
emergency response teams (CERTs) and cybersecurity incident response team (CSIRTs) in both
understanding and responding to existing and emerging methods of online criminal activity.?®®
This underlines the importance of continuing engagement of non-State actors—particularly IT
product and service providers and public interest groups—in seeking solutions to cybercrime at
the normative level, and in supporting efforts aimed at law enforcement cooperation and
capacity-building at the operational level.2%°

A highly complex area of online criminal activity is the growing State use of proxies for political
and military purposes. The 2015 GGE report called attention to this concern, recommending in its
section on how international law applies to State uses of ICTs, that “States must not use proxies to
commit internationally wrongful acts using ICTs, and should seek to ensure that their territory is
not used by non-State actors to commit such acts”.?!! Implementing this recommendation is
difficult, not least because of the attribution challenge, i.e. difficulties inherent in determining
whether a given individual or entity is working at the behest of a State. While the increasing use of
circumstantial evidence in the forensics process may help temper some of these challenges, as
discussed earlier, attributing an incident to an individual or entity acting on behalf of State will
ultimately be a political decision.?!?

Moving forward, and in the absence of a global cybercrime mechanism, the United Nations
Secretary-General could further encourage sustained dialogue on the measures required to
enhance law enforcement and prosecutorial cooperation and collaboration on cybercrime. On
some of those issues that evidently have clear implications for international security and on-going
normative processes, efforts can be made to encourage, at minimum, General Assembly cross-
committee engagement and targeted research. At a more practical level, the Secretary-General
and the relevant United Nations leadership can encourage Member States to support UNODC's
Global Programme on Cybercrime, make more use of its “Comprehensive Study” and its growing
cybercrime repository, which includes databases on cybercrime case law, legislation, and practical
lessons. These are useful initiatives which are being used to exchange experiences and deepen
understanding on how States can overcome some of the legal and technical challenges in
responding to online criminal activity.?!® Similarly, lessons from the support of the ITU to
governments in harmonizing cybercrime policies and legislation and in the area of capacity-
building might be reported on more regularly and disseminated more broadly, as might research
by institutes such as the United Nations Interregional Crime and Justice Research Institute
(UNICRI).2%4

46



3.2. Cross-cutting issues

3.2.1 Human rights, ICTs, and international peace and security®®

Since the end of the Second World War, protecting fundamental rights from State abuses of ICTs
has been a priority for many actors, influencing efforts to include basic principles such as freedom
of expression and opinion in the core human rights instruments.?’® During the 1970s, the
emergence of the first networked computers and unprecedented transnational data transfers,
coupled with the commercialization of new capabilities enabling remote processing and storage of
citizens’ private information, led to fierce debates within the General Assembly on questions of
individual privacy and data protection, in turn related to some of the first discussions on data
sovereignty.?!’

Today it is impossible to ignore the human rights issues that have developed alongside, or as a
result of, the malicious use of ICTs by both State and non-State actors. The misuse of ICTs by
terrorists and criminals has served in a number of States—including well-established
democracies—as justification for mass surveillance, censorship, curbs to freedom of opinion and
expression, even the legitimization of crackdowns on internal opposition, undoing decades of
work by rights and pro-democracy groups around the globe. Revelations of US surveillance
practices, as well as lingering perceptions of technological and informational/knowledge economy
imbalances, have also led to the re-emergence of a data sovereignty debate that first emerged in
the 1970s, with a number of States determining how to ensure that the personal data of their
citizens can be stored within State borders.?!® The lack of transparency regarding much State
action on ICT-related capabilities and their uses has also meant that legitimate tensions between
human rights and national security concerns are harder to resolve.

Within the United Nations, principal norm setters on these issues are the Third Committee of the
General Assembly, and its subsidiary body, the Human Rights Council and its Special Procedures—
specifically, the Special Rapporteurs on the Promotion and Protection of the Right to Freedom of
Opinion and Expression and the Protection of Privacy. Indeed, these and other bodies have
produced a number of important resolutions, declarations, sets of principles, and reports over the
past five years.?!® The most recent United Nations resolutions include the Human Rights Council
resolution on the Promotion, Protection, and Enjoyment of Human Rights on the Internet,??° and
the General Assembly resolution on the Right to Privacy in the Digital Age,??! the latter propelled
by the reactions of the governments of Brazil and Germany to the Snowden revelations of mass
data collection and surveillance practices in the United States.??? This resolution pitted traditional
allies against each other while also reawakening Cold War-era concerns regarding State
surveillance practices and over-dependency on US IT products and services, and highlighting
important differences in how States approach and interpret questions relating to data protection
and privacy.

Beyond the United Nations, regional organizations have taken strong normative stances on the
implications of restrictive government techniques applied in response to public safety and national
security concerns. For instance, in 2014, the Council of Europe’s Commissioner for Human Rights,
Nils MuiZnieks, released a paper on “The Rule of Law on the Internet and in the Wider Digital
World” urging member States to:

Ensure that any restrictions on access to Internet content affecting users under their
jurisdiction are based on a strict and predictable legal framework regulating the scope
of any such restrictions and affording the guarantee of judicial oversight to prevent
possible abuses. In addition, domestic courts must examine whether any blocking

measure is necessary, effective and proportionate, and, in particular, whether it is
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targeted enough so as to impact only on the specific content that requires blocking.
Member states should not rely on or encourage private actors who control the
Internet and the wider digital environment to carry out blocking outside a framework
meeting the criteria described above.??3

The report was followed by an in-depth report on the “State of Democracy, Human Rights and the
Rule of Law”, and a comparative study on “Filtering, Blocking and Take-Down of lllegal Content on
the Internet”. This latter study compares policy and practice across the organization’s 47 member
States, describing and assessing both the legal framework and the relevant case law and practice
in the field and the impact of those measures on freedom of expression.?24

Major technology companies have also taken strong normative stances on the question of
encryption in communications technology, pushing back against calls by law enforcement agencies
for access to encrypted devices and arguing that government efforts to bypass or disallow
encryption through legislative means would render communications more vulnerable and place
citizens and ICT systems at risk.?2> Furthermore, influential reports, such as that published by
leading encryption experts in 2015 criticizing the viability of government efforts to legitimize
backdoors to encrypted communication, have helped bolster the case of privacy advocates,
notably the assertion that “such access will open doors through which criminals and malicious
nation-states can attack the very individuals law enforcement seeks to defend”.?%® Another useful
contribution to the debate includes a report by the Berkman Center, which explores the
significance of encrypted communications technologies and their impact on legitimate
government interests. The report found that it is unlikely that encrypted technologies will become
the norm, noting instead that a combination of market forces and commercial interests “will likely
limit the circumstances in which companies offer encryption that obscures user data from the
companies themselves”. It also noted that trends in technological development suggests “a future
abundant in unencrypted data, some of which can fill gaps left by the very communication
channels law enforcement fears will ‘go dark’ and beyond reach”.??” Nonetheless, draft legislation
on this issue is currently under consideration in a range of jurisdictions, strongly influenced by the
surge in terrorist-related incidents across the globe.??8

In light of some of the human rights challenges such legislation might pose, the most recent report
of the Special Rapporteur on the Freedom of Expression, “The Use of Encryption and Anonymity in
Digital Communications”, attempts to reconcile tensions between States’ obligations to ensure
privacy and freedom of expression and opinion on the one hand, and national security and public
safety prerogatives on the other.??° It suggests that restrictions for the purpose of guaranteeing
public safety and national security should be guided and limited by existing norms and core
principles such as legitimate aim, necessity, and proportionality,?3° as well as principles of State
responsibility such as transparency and accountability. The recently launched “13 Principles on the
Application of Human Rights to Communication Surveillance” —a civil society initiative—can also
be considered as a normative guide for State action.?3!

Private companies themselves have increasingly been called to task by United Nations human
rights bodies (as well as non-United Nations groups) for the role they play in exacerbating human
rights and privacy concerns, particularly during moments of political instability and crisis. These
concerns have multiplied as companies are increasingly compelled to take action, particularly
against terrorist use of their online products and services, through proactive content removal
policy and practice or by acquiescing to government demands to remove or block certain
applications that permit users to circumvent government censorship. Apple’s recent decision to
remove virtual private network (VPN) software from its App Store in China is a case in point.?3?
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Such actions have led to the emergence of a rich debate regarding the roles and responsibilities of
the private sector and the emergence of new standards and principles aimed at shaping private
sector behaviour in the use of ICTs. In particular, the Guiding Principles on Business and Human
Rights endorsed by the Human Rights Council in 2011 provide “a global standard for preventing
and addressing adverse effects on human rights linked to business activity”.?33 Beyond the United
Nations, the European Commission has developed an “ICT Sector Guide on Implementing the UN
Business Principles”.?3* Other self-regulating efforts or efforts to shape behaviour in this area
include the Telecommunications Industry Dialogue’s “Guiding Principles on Freedom of Expression
and Privacy”, also based on the Business and Human Rights Principles.?3> Many of these initiatives
are captured by the broader work of the Global Network Initiative, a multi-stakeholder body
established to provide informed guidance to ICT companies in view of increasing pressure from
governments “to act in ways that may impact the fundamental human rights of privacy and
freedom of expression”.?3®

Other measures informed by human rights concerns include those introduced by the United
Kingdom and France to the Wassenaar Arrangement—the multilateral arms export control
regime—aimed at restricting exports of network intrusion and IP surveillance products to
authoritarian regimes. Some members of the Arrangement are already implementing the controls.
In other States, such as the United States, technology and telecommunications companies, human
rights groups, and technology researchers have voiced important concerns relating to the manner
in which the controls might be interpreted and implemented and are working to shape a more
informed approach to their application.?3” These and other concerns are shared beyond the US.
Viewing the Wassenaar Arrangement as an outgrowth of the Cold War expert controls regime,
some observers believe that such controls today will further impact the “digital divide” and the
much needed transfer of knowledge and technology, and are calling for caution with regard to
their implementation.?38

The emergence of these new norms, principles and standards relating to ICTs and human rights
are important in themselves, but equally important for the maintenance of international peace
and security and, as discussed in the next section, sustainable development. The United Nations
Secretary-General could play an important role in promoting the socialization and implementation
of these norms within the UN, by ensuring they are streamlined across the capacity-building and
technical assistance work of the Organization, as well as encouraging engagement with other
organizations and initiatives. Moreover, the United Nations could also help to ensure that human
rights groups are part of the discussions and encourage globally recognized technology companies
and ICT service and product providers to lead by example by standing by the principles and
standards they publicly claim to defend.

3.2.2 Development, ICTs, and international peace and security

Few States today would dispute the links between development and security. A recent report
noted how “economic development is the area where the UN has come the farthest in integrating
new technologies into its discussions and work”.?3° This work, which commenced with the
2000 Millennium Declaration, now covers a range of policy areas including sustainable
development, disaster risk reduction, climate change, financing for development and the work of
the World Summit on the Information Society. While most of this work emphasizes the
opportunities of ICTs, it just as often signals the risks posed by vulnerable ICT systems to realizing
such opportunities.

The last two GGE reports on ICTs in the context of international peace and security emphasized

these links, as have efforts by other groups such as the G20 and G7. This emphasis reflects a broad
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acknowledgement that attaining stability in this area will be difficult if there are notable
imbalances in capacity and system security across the globe, and affirms that security and stability
remain at risk if vastly different levels of capacity for ICT security among States persist.?*° The
OECD has also emphasized the links between ICT security and development, initially in its 2002
Security Guidelines which, following review, have resulted in the 2015 OECD Recommendation on
“Digital Security Risk Management for Economic and Social Prosperity”.24! The 2030 Sustainable
Development Goals (SDGs) re-emphasize these links. Indeed, Goal 16 of the SDGs, which is centred
on peaceful and inclusive societies, clearly articulates that peace, development, and human rights
are indivisible and interrelated, a point since picked up by several United Nations development
programmes and specialized agencies in efforts to frame ICT-related capacity support and
technical assistance to Member States.

Certainly today, cybersecurity capacity-building and technical assistance support is on the agenda
of every international ICT security-related regime within and beyond the United Nations and is
becoming increasingly difficult to delink from international security and global development
debates. Indeed, both emerging and developing economies have long insisted that a persisting
“digital divide” prevents major progress in governing cybersecurity risk at the global level.

Within the United Nations’ economic and social development pillar, ECOSOC has engaged on ICT-
related issues for more than a decade,?*? as have the General Assembly’s development-oriented
Second and Third Committees. Specific US-backed resolutions were adopted in 2002, 2004,
and 2009, each referring to cybersecurity-related resolutions adopted in the First and Third
Committees and the links between them. The first of these resolutions was broad in scope and
included references to the importance of fostering “a global culture of cyber security in the
application and use of information technologies”.?*® It emphasized factors such as awareness,
responsibility, response, ethics, democracy, risk assessments, security design and implementation,
security management, and international cooperation; and called for technology transfers and
capacity-building efforts to bridge the emerging digital divide. The second resolution, for which
the United States was joined by 69 co-sponsors, including China (but not the Russian Federation),
highlighted key elements needed for effective cybersecurity, proposed specific steps to protect
critical infrastructures, and emphasized the role of the private sector.?** The third resolution,
adopted in 2009, did not receive the backing of either China or the Russian Federation, but
proposed a voluntary and useful self-assessment tool to help States take stock of i) cybersecurity
needs and strategies, ii) stakeholder roles and responsibilities, iii) policy processes and
participation, iv) public-private cooperation, v) incident management and recovery, vi) legal
frameworks, and vii) the means to develop a global culture of cybersecurity.?*> Today, this
guidance serves as a basis for States as they move to develop national strategies. Indeed, the
2015 GGE (which included both China and the Russian Federation) recommended that efforts by
States to enhance cooperation and build capacity should stem from the provisions of this
resolution.?4®

Strategy development and capacity-building

A growing body of different tools and methodologies are being developed to support national
cybersecurity policy and strategy formulation and implementation at the national level. Within the
United Nations system, UNIDIR has played an important role in building the capacity of States to
engage with the high policy and strategic issues under discussion within the First Committee,
including its GGEs, on issues relating to international peace and security. On the development
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side, several United Nations agencies and programmes, including the ITU, have long realized the
importance of capacity-building and technical assistance.?4’

Beyond the United Nations, and as policy and practice in this area have matured, a growing
number of actors have sought to realign their actions in this area, strengthening the links between
security in the ICT environment and social and economic development, and anchoring the
response to risk management. For instance, at the inter-governmental level, the OECD
Recommendation on Digital Security Risk Management makes an interesting departure from
traditional approaches to cybersecurity, placing economic prosperity and not just stability and
security as its end goal. This is key as many States are more concerned about the economic and
social development challenges posed by ICT threats than the strategic issues on the agenda of
some of the major powers.

Building on some three decades of experience in developing policies and instruments for
innovation and trust in the digital economy, including the 2002 Council Recommendation
“Guidelines on Security of Information Systems and Networks” which influenced the
aforementioned United Nations resolutions on a Culture of Cyber Security, the 2015
Recommendation is centred around some eight inter-dependent principles (general, operational,
and security specific) that should form the basis of national strategy development for digital risk
management.?*® The justification for shifting to a digital security risk management approach are
manifold, including the fact that the term “cybersecurity” tends to convey a sense of specificity
which is often misleading, and can have important implications for policy and related measures.
Furthermore, the OECD argues, the term does not necessarily convey the dynamic nature of digital
risk nor the economic and social dimensions of the risk.?*® In contrast, a risk-management
approach implies a rational and proportioned analysis of the subject matter, and helps identify the
use of the right tools for managing risk, and the incorporation not only of “a preventive notion in
relation to ... incidents, but also a ‘resilience’ or recovery capacity in response to them”.2° The
guidance provided by the OECD redirects earlier thinking by its member States to a more holistic
and cyclical public policy approach to managing digital security risk involving strategic and
economic decision-making; this ensures that related “security measures” fully support the
economic and social activities at stake and do not undermine them, and that digital risk
management is an integral part of the State’s overall risk management framework, rather than a
separated, isolated silo. A review of the OECD Recommendation will be carried out in 2018 and
will likely turn up some interesting lessons and good practices.

Other efforts in this area include those supported by the Oxford Martin School’s Global Centre for
Cyber Security and the Potomac Institute for Policy Studies. Both have worked in partnership with
governments and international or regional bodies, including the ITU, to develop methodologies
that assess or support self-assessment of national cybersecurity “maturity” or “readiness”. They
are developed on the basis of set criteria and also anchored in the concept of risk management. 2°1

Developing and implementing national cybersecurity or digital risk management strategies
requires significant capacity. To this end, capacity-building efforts have mushroomed over the past
five years implemented through a number of international and regional organizations,?>?
international financial institutions (e.g. the World Bank), technical bodies,?*®> government
agencies, universities and research bodies, dedicated institutions (for example, EUROPOL’s
Cybercrime Centre, INTERPOL’s Centre of Excellence in Singapore, NATO’s Cooperative Cyber
Defence Centre of Excellence, the Marshall Centre’s Program on Cyber Security Studies), or via a
growing number of dialogue processes, supported intellectually by think tanks and non-
governmental organizations, technically by experts in the public and private sectors, and
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financially by international or regional organizations, governments, industry actors, or a mix of
these.?>*

More recently, the Netherlands launched the Global Forum for Cyber Expertise (GFCE), grouping
together under one umbrella a number of existing capacity-building initiatives.?>> The general idea
behind the initiative is that States with limited capacity (policy or technical) will be able to draw
from a pool of expertise (public and private). Its launch was accompanied by a political declaration
emphasizing the need for more capacity-building, exchange of good practice, and enhanced
international cooperation on cybersecurity matters.2°®

Several of these capacity-building efforts clearly push certain interests and values, but just as
many are policy neutral.?>” Over time, capacity-building can contribute to international peace and
security while also enabling economic growth. Moving forward, the United Nations can help raise
awareness among Member States and within and beyond the United Nations system of the
growing need to streamline, structure, and bring coherence to these efforts and encourage
effective monitoring and assessment of results.?>®

3.2.3 Internet governance and international peace and security

Questions relating to the Internet and how the functions and resources it is comprised of are
governed or managed have become enmeshed with some States’ strategic interests and, to some
extent, some of the normative discussions relating to cyberspace or ICTs and international peace
and security.?*® A number of States, including China, the Russian Federation and many developing
countries, openly insist that States should play a key role in governing Internet policy and the
Internet’s critical resources, i.e. “the globally unique virtual identifiers—including domain names,
Internet Protocol (IP) addresses, and autonomous system numbers—necessary for the day-to-day
operation of the Internet, as well as the Domain Name System (DNS), a distributed set of servers
that translates domain names into associated IP addresses for routing information to its

destination”.260

Other States, including the United States, EU members and others, believe that efforts should be
made to maintain what is generally referred to as the “multi-stakeholder model” of Internet
governance, defined often as “a form of participatory and diverse form of governance”, and try to
keep discussions on Internet governance separate from discussions on international peace and
security.?®! These very different stances on Internet governance and where it should sit on the
international policy agenda reflect important power struggles that followed from the
commercialization of the Internet in the late 1990s. They might also be viewed as an extension of
age-old tensions that have tended to emerge whenever new information technologies have
threatened traditional notions of sovereignty.25?

States, sovereignty, and Internet governance

Policymakers and scholars have often approached Internet governance as a monolithic system.
Yet, the Internet does not represent one single, unitary function or resource meaning, first, that it
cannot be easily regulated and, second, that its governance is distributed across actors responsible
for certain functional areas and associated tasks. More accurately its management involves a
complex matrix, which Raymond and deNardis have very helpfully broken down into six core
functional areas:

= control of “critical internet resources”;
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= setting Internet standards;

= 3access and interconnection coordination;

= cybersecurity governance;

= information intermediation; and

= architecture-based intellectual property rights enforcement.263

In each functional area they have defined administrative tasks and identified the primary
institutional actor responsible for each task. While acknowledging that their taxonomy might be
incomplete, they demonstrate how the functions are not only performed by different types of
actors, but also involve “a variety of distinct governance activities such as contracting,
deliberating, legislating, standard setting, regulating, adjudicating and enforcing”.?%* The actors
involved range from the private sector owners and operators of products, services, platforms, and
infrastructure, to voluntary technical and standard-setting bodies, to governments, inter-
governmental bodies, and civil society groups. Moreover, not all the arrangements meet the
criteria of multi-stakeholder governance, in that many of the specific functions of Internet
governance are not (and should likely not be) multi-stakeholder at all in that they “only involve

one actor or a single class of actor”.26°

Despite the layered and distributed character of the Internet, over the past decade some States
have developed a vested interest in playing a greater role than they already play in Internet
governance. The justifications are manifold, although of late they tend to be increasingly linked to
geopolitical and economic interests and concerns. They also stem from a perceived imbalance in
the control of decision-making and critical Internet resources.

The fact that the office of National Telecommunications and Information Administration in the
US Department of Commerce maintained, until recently, an oversight role over a small number of
key Internet functions—including the Internet domain name system root zone, which “definitively
tracks the list of names and IP addresses of all the authoritative servers for top-level domains (for
example, .com, .edu., .uk etc.) and other core Internet infrastructure registries”—gave rise to
significant international tension, with many States arguing that the Internet was “controlled” by
the United States. Since the Internet Corporation of Assigned Names and Numbers (ICANN) was,
again, until recently, contracted by the US government (via the Internet Assigned Numbers
Authority—(IANA)) to administer the Internet’s root and is also responsible for allocating IP
address blocks to the five regional IP address registries and managing the database for Internet
protocol numbers for the Internet Engineering Task Force (IETF), it too became the source of
tension. So, too, did the domination by US companies of the privately owned digital networks,
technology, and social media platforms that underpin the Internet and, by extension, economic,
social, and political life across the globe and that are playing a greater role in some of the
decisions relating to public safety, and national and international security discussed in previous
sections. 266

In addition, and as discussed earlier in this report, while the low-barrier access to the Internet and
the capacity to communicate and transfer information and ideas across borders has brought
significant economic benefits, it has also enabled a seemingly unprecedented dispersion of
power—much to the alarm of many States. Certainly, this dispersion of power has combined with
a range of other non-technological factors to dilute, to some extent, the influence of the State and
its role in exercising authority (or in some contexts, control) over social, political, and economic
life within its territory.2%” At times it has also hindered the State’s capacity to guarantee public
safety and national security, particularly with regard to online criminal activity and terrorist use of
the Internet and, more recently, State-backed efforts to influence the domestic political process of
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other States. These and other related issues have propelled several States to reassert sovereignty
and control, including by seeking a more prominent or equal role in Internet governance-related
policy—particularly with regard to the management of critical Internet resources—using different
forums, including within the United Nations, to this end.

The United Nations and Internet governance

Within the United Nations, the initial push for a greater role for States in Internet governance
emerged via the ITU at the end of the 1990s.2%® The ITU organized the first World Summit on the
Information Society (WSIS) in Geneva in 2003 and a second in Tunis in 2005, attended by
thousands of participants and scores of Heads of State.?®® The Geneva and Tunis Summits
represented the first steps in what would become years of diplomatic wrangling over the aim of
some States to “mak[e] State actors pre-eminent in the formulation of global internet policy”,
particularly with regard to critical Internet resources.?’° Russian experts, for example, argue that a
core objective of the Russian Federation’s national information security strategy was achieved
with the “adoption of the provision recognizing the lead role of governments in the WSIS process”,
and “the confirmation of the importance of international law, national legislation and sovereignty
in developing the international information society”.?’! Notwithstanding, the WSIS process also
opened the door for greater participation of non-governmental actors in multilateral policy
discussions relating to the “information society”. This greater participation included public interest
advocacy groups that brought technical and normative concerns to the table for the first time,
including the fact that the Internet was being used for malicious purposes by a growing number of
actors, including States.?’? In addition, the multi-stakeholder dimension of the WSIS was
formalized through the establishment of the Internet Governance Forum (IGF), an annual multi-
stakeholder event during which key Internet governance issues are discussed.?’3

Recent WSIS developments reveal continuing tensions. In 2014, the General Assembly requested
ECOSOC to conduct a 10-year review of the implementation of WSIS outcomes and report on its
findings at its seventieth session.?’* The process was complicated by some States’ refusal to
include any reference to multi-stakeholder governance that would involve the participation of
industry, civil society, or academia. For instance, some countries suggested the report was an
“unbalanced view of perspectives on WSIS implementation”,?’> and their intransigence on this
point (and others) reportedly led to lengthy discussions on both content and process, including
tense discussions on the annexed report on enhanced cooperation entitled “Mapping of
International Internet Public Policy Issues”.?’®

Notwithstanding, a WSIS review Outcome Document was finally approved by the General
Assembly in December 2015. While the reference to the multi-stakeholder model was maintained
and efforts to include strong references to multilateralism were unsuccessful, the report
nonetheless stressed that any future efforts “should continue to follow the provisions set forth in
the outcomes of the summits held in Tunis and Geneva” and extended both the WSIS and the IGF
for another 10 years.?”” While many welcomed this outcome, others interpreted it as a prominent
role for States in Internet governance moving forward, not least because the Tunis agenda, while
recognizing a role for non-State actors in Internet governance, had also placed strong emphasis on
States and the multilateral process.?’®

Beyond WSIS, the ITU itself has become the focus of some States’ interest in playing a greater role
in shaping Internet governance policy, leading to suggestions that the United Nations was “taking
over the internet”.?’”? While this claim is largely exaggerated, not least since, as discussed, the
Internet is not a monolithic system and the ITU is just one small specialized agency of the United
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Nations, the positioning of ITU member States has given rise to concern. Already in 2003, a
number of States unsuccessfully called for the Internet—by then described as a public resource—
to be governed by States at the national level and the ITU at the international level.?®% The
proposal would have restricted the role of the private sector, technical organizations, and civil
society to technical and business development of the Internet.?! While many governments’
positions on Internet governance has since shifted significantly, differences between governments
on the ITU’s role in Internet governance were again pushed to the fore at the ITU World
Conference on International Telecommunications (WCIT) in Dubai in December 2012. The aim of
the conference was to update existing regulations, yet it was used by a group of States—emerging
and developing economies in particular—to push a vote on a role for the ITU in Internet
governance.?®? Indeed, while the number of ITU member States that signed the treaty was
significant, the refusal by an equally significant group of States led by the United States to sign the
new International Telecommunication Regulations agreement rendered the effort moot.?%3
Nonetheless, it is obvious that the rift remains and that efforts to shape the future of Internet
governance continue. China, for one, has confirmed its position on Internet governance with its
insistence on shaping a norm of “Internet sovereignty” during the World Internet Conferences
(WIC) it has hosted in Wuzhen and in other forums.?®* This concept maintains that each State
should have the right to regulate cyber infrastructure and activities in its territory, interpreted as
“including the ability to control the content and flow of information within and across its
borders”.?®°> The increase in recent years in the use of the Internet to promote terrorism or violent
extremism and the use of the Internet by States or State proxies to propagate false news and
information has only served to bolster such arguments.

Some steps are being taken to build confidence among various actors moving forward and to
ensure that any changes to the current modes of Internet governance do not overly affect the
overall functionality of the Internet and its associated benefits and freedoms. A first step included
the Global Multistakeholder Meeting on the Future of Internet Governance Conference
(NETMundial) hosted by Brazil in 2014 at which some 1,500 representatives from civil society,
academia, technical communities, governments, and international and regional organizations
participated. Its concluding statement contained a shared set of principles and a roadmap to guide
the evolution of Internet cooperation and governance.?®® However, while a “NETmundial
Initiative” involving several parties was established to carry forward the outcome of the
conference, it too has been criticized on several fronts, including for a lack of transparency and
accountability, duplicating the work of existing multi-stakeholder forums such as the IGF, and
perceived hidden agendas and interests.?8’

Separating the governance of core Internet coordinating functions from a US government
oversight role has also been perceived an important step in allaying some of the persisting (and
more strategic) concerns voiced by States relating to perceived US control of core Internet
functions. Indeed, in March 2014 the US Commerce Department’s National Telecommunications
and Information Administration announced it would hand over oversight of the Internet domain
name system root zone and other core Internet infrastructure registries under IANA to ICANN,
whose governance structure includes governments. A broad range of actors from across the
Internet’s core operational communities worked to develop consensus proposals regarding the
nature of the transition, “to ensure that ICANN remains accountable and the internet remains
stable, secure, and resilient absent US oversight”.?88 Despite much domestic pressure in the
United States, the IANA transition was completed on 1 October 2016, its services transferred to
Public Technical Identifiers (PTI) “a purpose-built organization affiliated to ICANN, responsible for
providing the IANA functions to the community”.?®° As a nod to those States pushing for a greater
role in Internet governance, under the revised ICANN governance mechanisms the Government
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Advisory Committee will have more power, yet it will only able to exercise that power through
consensus.

How the IANA transition will influence the positions of those States still calling for a greater role in
Internet governance matters remains to be seen. At least for now, it does not seem to have
dispelled earlier concerns. Looking forward, it remains unclear whether the debate on Internet
governance will be resolved by normative considerations, technological innovation, weighted
national interests, the subtleties of international politics, market dynamics, or business concerns.
Most likely, it will be a combination these, informed by ongoing and emerging initiatives underway
both within and beyond the United Nations aimed at producing legitimate solutions to ongoing
Internet governance dilemmas, including, but not limited to, how they relate to international
peace and security.?
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4. Concluding Remarks

State and non-State uses of cyberspace and ICTs for malicious purpose are considered among the
top threats facing States in recent years. Failure to respond to these “cyber insecurities” are
expected to carry important implications for international peace and security. At the national
level, formulating policy and strategy to shape a coherent response is already complex. Scaling this
up to regional and international levels is doubly so, not least because of different State positions
and interests. Exacerbating this situation is a shifting geopolitical environment, which makes
consensus on normative issues difficult, though not impossible, to reach.

As discussed in this report, the current normative framework for dealing with our common “cyber
insecurities” is very broad, with responsibilities and interests spanning different policy areas as
well as different regimes, many of which fall under the purview of the United Nations and which
have direct or indirect implications for international peace and security. These include:

= The discussions on how international law—including the Charter of the United Nations,
customary international law, human rights, and international humanitarian law—applies to
cyberspace and ICTs;

= The character of voluntary non-binding political norms aimed at shaping State behaviour in
the use of ICTs;

= The growing number of initiatives aimed at building confidence and trust among States to
reduce the risks of conflict stemming from the use of ICTs;

= The even broader number of capacity-building initiatives on both policy and technical issues
pertaining to the security of ICTs and cyberspace at all levels;

= Multilateral and multi-stakeholder efforts to respond to terrorist use of the Internet;

= |nternational discussions regarding the most effective global policy framework for combating
cybercrime and measures to provide legislative and capacity-building support to States;

= |nternational efforts implemented via voluntary bodies such as the Wassenaar Arrangement
to apply export restrictions to designated dual-use technologies and software; and

= |nternational efforts to protect user privacy and human rights, including the protection of
basic rights such as freedom of opinion and expression, when responding to threats to public
safety and national security.

Combined, these different processes, measures, and initiatives are helping advance the discussion
on norms of responsible behaviour. As discussed, a key question moving forward is how to best
leverage the progress already achieved and ensure a shift from the mere articulation of norms to
their implementation, while also keeping existing channels open for dialogue on those normative
issues giving rise to tensions and where there continues to be limited consent. An equally
important challenge is ensuring the coherence and legitimacy of follow-on normative work within
and beyond the United Nations. This in turn, requires significant levels of collaboration,
cooperation, and trust-building within and among States and, importantly, the engagement of a
broad range of actors.

What role for the United Nations?

The United Nations can play a significant role in supporting many of the on-going normative,
confidence-building, and capacity-building processes—however, in order to do so, the United
Nations’ leadership will need to scale up the attention required to drive the different processes
forward. The following recommendations identify several areas on which that attention can be

focused.
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Internal arrangements: Within the United Nations, the Secretary-General can play an important
role preparing the Organization for the likelihood that matters relating to cyberspace and ICTs
will increasingly figure on the United Nations peace and security agenda, with important
overlaps with human rights and development issues. Shaping coherent responses will require
an important degree of awareness-raising and capacity-building within the Organization. It will
also require mechanisms to determine the United Nations’ comparative advantages, as well as
the roles and responsibilities of United Nations departments, programmes, funds, and agencies
on cybersecurity matters. The establishment of an internal arrangement within the Office of the
Secretary-General tasked with advising the Secretary-General on these issues would be a useful
first step in this regard, as would strengthening on-going work of the CEB.

International peace and security: As noted in the 2015 GGE report, and bearing in mind efforts
underway in other international and regional organizations and forums, the United Nations
should play a leading role “promoting dialogue on the security of ICT in their use by States and
developing common understandings on the application of norms, rules and principles for
responsible state behaviour”.?°?

The organization can use existing forums to support continued dialogue, coordination, and
cooperation at the high policy level and serve as a platform for exchanges of information and
experience involving the work of the GGE and related processes.

Since norms themselves do not create a stable and secure environment, significant effort will
be required to foster a conducive environment for their acceptance and implementation. The
United Nations can leverage existing mechanisms to help resolve tensions and conflict
provoked or exacerbated by State use of ICTs. Given current geopolitical tensions, this will likely
be the most challenging aspect of the United Nations’ work in contributing to international
peace, stability, and security in the coming years. Hence, promoting confidence, trust-building
efforts, and enhancing political and technical cooperation among States and between States
and other actors will remain crucial moving forward.

Efforts can also be made to determine how to better integrate ICTs into its broader conflict
management toolbox.

Human rights and development: The emergence of new norms and principles, and debates and
proposals relating to the use of information technologies by States and non-State actors, and
the human rights implications are important. The United Nations can play a crucial role in
ensuring the dissemination and socialization of these norms and principles by working with
other organizations and initiatives to ensure they are streamlined across their capacity-building
and technical assistance work. Moreover, it can strengthen efforts to ensure that core human
rights groups are actively engaged in on-going normative discussions, while also encouraging
globally recognized technology companies and ICT service and product providers to lead by
example and adopt and implement the principles and standards that can best protect user
rights.

Efforts can also be made to strengthen on-going initiatives to integrate ICTs and emerging
technologies into the UN’s work on economic and social development, while also highlighting
the benefits of these efforts for broader peace and security and the protection of human rights.
In this regard, encouraging the effectiveness and coherence of UN capacity-building efforts,
while also identifying complementarity between UN efforts and those of non-UN entities, will
be key moving forward.



Similarly, the Secretary-General might also consider how to best diffuse tensions on Internet
governance related issues, notably by supporting efforts aimed at ensuring the engagement of
all relevant actors in UN-centred Internet governance-related discussions.

Finally, achieving an “open, secure, stable, accessible and peaceful ICT environment” requires the
engagement of actors with different capacities and capabilities from across different sectors at all
levels of the global ICT chain. This is a highly complex endeavour, often exacerbated by different
levels of economic development across the globe and requiring a significant injection of capacity
building and technical assistance resources. The United Nations (and its Member States) can do
much more to help ensure coherence of efforts among the range of United Nations entities
engaging in cyber/ICT security or digital risk management capacity-building, while also tying these
efforts to the Organization’s broader goals.
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The United Nations, Cyberspace
and International Peace and Security

Responding to Complexity
in the 21st Century

ICT-related issues have been on the agenda of the United Nations for almost two
decades, driven by both the positive benefits and the malicious purposes they can
be leveraged for. This report is concerned with the UN’s response to the latter in
the context of international peace and security. It focuses principally on the norm-
setting work currently underway within the General Assembly. It outlines where
progress has been made in developing a normative framework to shape
behaviour in the use of ICTs and ensure stability of the ICT environment,
highlighting where challenges and on-going sources of disagreement lie.

The report also discusses linkages and complementarities with other non-UN
processes, as well as linkages and complementarities with other items on the UN
agenda, directly or indirectly linked to international peace and security. Finally, it
identifies how the UN, particularly the UN Secretary-General, might play a role
in raising awareness of, supporting and strengthening this on-going work.
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