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Executive summary

Attribution – the process of allocating responsibility for a malicious cyber operation – is  
comprised of three distinct and intertwined aspects: factual or technical, legal, and political. This 
paper analyses these three aspects through the prism of the normative expectations of responsi-
ble State behaviour in cyberspace. As a result, the paper makes a number of suggestions of how  
to consider the challenges of attribution and how to operationalize norm B of the 2015 Group of 
Governmental Experts on Developments in the Field of Information and Telecommunications in the 
Context of International Security.

To this end, and with a view to facilitating non-escalatory reaction to an information and communi-
cations technology (ICT) incident, the prevention of conflicts and the peaceful settlement of  
disputes, this paper suggest that States consider the following measures: 

a)	 Developing technical capacity to enable investigation of ICT incidents. This  
includes capacities related to the collection and custody of evidence.

b)	 Establishing and institutionalizing mechanisms for cooperation between rele-
vant domestic stakeholders. The attribution process would benefit from  
engaging the policy and political community, law enforcement, the intelligence 
apparatus, the private sector, academia, the diplomatic community and legal 
experts.

c)	 Establishing cooperative mechanisms with international partners. This will  
facilitate cooperation when an incident occurs, facilitate prevention of poten-
tial escalatory mis-attribution and facilitate trust among States.

d)	 Indicating the degree of confidence in the conclusions of technical or factual 
investigation and the analysis of the cyber incident. This will enable the decision 
makers to make an informed decision regarding the communication of the  
attribution claim and its format. It will also assist them as they consider the  
response.

e)	 Approaching the attribution in law in accordance with the provisions of the  
international law of State responsibility if the cyber operation in question is 
deemed to be internationally wrongful. 

f)	 Developing interpretation of the international law of State responsibility in the  
context of ICT operations.

g)	 Sharing those interpretations with the wider international community. This 
would contribute to the progressive development of the international law  
applicable to State conduct in cyberspace.

h)	 Engaging in dialogue with all the States involved, and only resorting to any inter- 
national reactions by way of, for example, retorsion or countermeasures when 
the dialogue fails.
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i)	 Taking into account the respective benefits and potential pitfalls of public and 
private attribution, when deciding on the format of attribution based on its  
desired effects, each State should critically in cases the evidence before joining 
a declaration of attribution, just as they would in cases where attribution rests 
on claims reported by private enterprises. 

j)	 Aiming to substantiate the attribution claims, regardless of whether the cyber 
operation constitutes a breach of international law.

k)	 Striving to rest the attribution claims on multiple sources of reliable and  
objective evidence, prioritising outcomes of technical forensic analysis, to be 
supplemented by circumstantial evidence.

l)	 Continuing to engage in international discussions related to the standard of 
proof expected in the context of attribution.

m)	 Resorting to various confidence-building measures and sharing the standards 
of proof with the international community. This would contribute to defining  
the limits of acceptable attribution practice and to the development of the  
customary international law.

n)	 Using various international forums to further discuss the proposal for an inter- 
national attribution mechanism, including the envisioned benefits and pitfalls.
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1.  Introduction  and content

Information and communications technolo-
gies (ICTs) have endowed our societies with 
immense opportunities.1 The challenges of 
the digital domain to international peace and 
stability however “risk overshadowing [the] 
benefits”.2 Malicious cyber operations are 
more and more frequent3 and so are the  
accompanying attribution claims.4 Attribu-
tion of malicious cyber operations, however, 
is a challenging endeavour and erroneous 
claims of responsibility “could result in signi- 
ficant consequences, including in unintended 
armed responses and escalation”.5

Building on the work of past United Nations 
processes on international ICT security6 and 
acknowledging the challenges of attribution, 
the 2021 Group of Governmental Experts on 
Advancing Responsible State Behaviour in 
Cyberspace in the Context of International 
Security (GGE) suggested:

“In case of ICT incidents, States should 
consider all relevant information, includ-
ing the larger context of the event, the 
challenges of attribution in the ICT envi-
ronment, and the nature and extent of the 
consequences.”7 

This norm sets an expectation that a State 
targeted by a malicious cyber operation will 
consider the context of the incident when 
deliberating its reaction, as accurate attribu-
tion is key to a non-escalatory response to a 
malicious inter-State cyber operation. This is 
particularly the case in the context of an ICT 
incident that amounts to a breach of interna-
tional law, especially when the initial mali-
cious cyber operation is considered to have 
amounted to an armed attack, triggering  
the right to self-defence by cyber as well as  
other means. 

In order to facilitate implementation of the 
norm, this paper elaborates on:

–	 The concept of attribution, including  
its purpose and the related challenges 

–	 The three aspects of attribution: technical 
or factual, legal, and political, which,  
despite the doctrinal demarcation  
between them, are very much related  
and often intertwined8  

–	 Aspect-specific suggestions for  
operationalization of the norm

–	 The proposals for an international  
attribution mechanism

    1  	 UNGA (2021a, Sec. II).
   2  	 UNSG (2021, 62).
   3  	 UNGA (2021a, Sec. II).
   4  	 Egloff and Wenger (2019, 1); Tsagourias and Farrell (2020).
   5  	 UNODA (2021).
   6	 UNGA (2015a); UNGA (2013).
   7  	 UNGA (2021a, Norm 13 (b)).
  8  	 Lin (2016, 13).





UNIDIR  NON-ESCALATORY ATTRIBUTION OF INTERNATIONAL CYBER INCIDENTS 5

   9  	 UNGA (2002, Annex, Art. 22).
10  	 UNGA (2002, Annex, Art. 50, para. 1(a)).
11  	  ICJ (1997); ILC (2001, 312).
12  	 Case concerning the Air Service Agreement of 27 March 1946 between the United States of America and France 

(1978, Paras 83–90); ICJ (1997).
13  	 For example, “Belgium’s cybersecurity policy also provides for a new attribution mechanism which is conceived  

as a deterrent tool. If we want to effectively prevent and deter malicious cyber activities in an environment where 
cyber attacks are growing in number and in complexity, formal attribution of malicious cyber activity targeting a 
vital organization in Belgium is an important instrument.” Kingdom of Belgium (2021, 2). Consider also the positions 
of the United States Department of Defense (2015, 11): “Attribution is a fundamental part of an effective cyber 
deterrence strategy”; and the United Kingdom (Foreign and Commonwealth Office (2019)): “[attribution] can be  
a powerful deterrence tool when deployed effectively”. 

2.  The concept of attribution 

Attribution denotes the allocation of direct 
or indirect responsibility for a malicious cyber 
operation. It involves the determination of 
the origin or authorship of the cyber opera-
tion. Generally, thus, a cyber operation can be 
attributed to a natural person or a group of 
natural persons, an ICT system of origin, or  
a State. Given the context of advancing  
responsible State behaviour in cyberspace, 
the primary focus of the norm and therefore 
of this paper is the attribution of a malicious 
cyber operation to a particular State or group 
of States.

Attribution involves a process of several dis-
tinct and potentially overlapping elements:

– Evidence collection and analysis
– Legal analysis
– Decision-making and communication

Evidence collection and analysis are part of 
the fact-finding stage of attribution, provid-
ing the foundation for the legitimacy of the 
following political act of attribution of a mali-
cious cyber operation. In the event that a  
cyber operation amounts to a breach of the 
international rights of a State, technical  
or factual investigation and analysis are key  
elements in the legal test of attribution,  
in invocation of State responsibility and in  
employment of countermeasures as autho-
rized by customary international law.

 

2.1.  The purpose of attribution 

The ultimate purpose of attribution is to  
induce compliance either by deterrence or 
by imposing costs on the wrongdoing party. 
This promotes accountability and the rule of 
international law.

In pursuing deterrence, attribution could be a 
way of signalling the limits of expected State 
behaviour in cyberspace.13 The limits may  
be the universally agreed voluntary norms  

Countermeasures are non-punitive, 
compliance-inducing measures intended 
to secure cessation of and reparation for 
internationally wrongful conduct. Other-
wise unlawful, wrongfulness  of a counter-
measure taken in response to an inter- 
nationally wrongful act is precluded  
according to the customary international 
law of State responsibility.9

Countermeasures must be 

•  non-forcible in nature10 
•  reversible as far as possible11 
•  quantitively as well as qualitatively 
    proportionate to the initial wrongdoing12 

The methods of countermeasures are  
not limited to the methods of the initial 
wrongdoing or, in other words, if an inter-
nationally wrongful act is perpetrated by 
way of a cyber operation, countermea-
sures need not be a cyber operation. 
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adopted by the United Nations General  
Assembly in 201514 or other arbitrary limits 
of acceptable behaviour.15 Additionally, attri-
bution may signal the attribution capabilities 
of the targeted State, thus dispelling the 
popular notion that attribution is nearly  
impossible and the myth of the anonymity of 
malicious cyber deeds.

Malicious cyber operations can also be  
attributed with a view to imposing costs  
on the wrongdoing party16 and in doing so  
alter its rational choice calculus.17 Attribution  
coupled with a detailed description of the 
malicious cyber operation can expose the 
exploits used, giving the opportunity to the 
ICT community to patch the vulnerabilities, 
and so rendering the malicious tools less  
effective in the future. Moreover, public attri-
bution claims may impose reputational costs 
on the responsible party. Scholarship has 
emphasized the importance of reputation  
in international relations.18 However, the  
potential for compliance to be induced by 
reputational costs incurred due to public  
ascription of responsibility for non-conform-
ist behaviour remains seriously disputed.19

Beyond reputational costs, attribution is key 
to legitimate imposition of reparations, which 
is another form of cost for wrongdoers. Being 
the necessary element of State responsibility, 
attribution legitimizes the injured State to take 
countermeasures in order to secure cessation 
of the internationally wrongful cyber opera-
tion and reparations for its consequences.20

2.2.  Attribution challenges 

Several States have pledged investments  
in their attribution capabilities in the past  
decade.21 Nevertheless, the challenges asso-
ciate with attribution22 of cyber operations 
persist and stem from the technological 
structure of ICT systems. The origin of a  
malicious cyber operation can be obfuscated 
by such underlying technology mechanisms 
as: 

–  Use of botnets23 
–  The privacy of domain registration24 
–  Various spoofing and false flag techniques25  
–  Use of proxies, virtual private networks   
    (VPNs) and onion routing26 
–  Dynamic allocation of Internet Protocol 
    (IP) addresses 
–  Covert communication, including 
     encryption27

–  Using compromised third-party 
     infrastructure

14  	 UNGA (2015b).
15  	 Fischerkeller (2021).
16  	 According to the Kingdom of the Netherlands (2021). “There must be consequences for bad behavior in cyberspace.” 
17  	 The Council of the European Union (2017a) has stated that “clearly signaling the likely consequences of a joint  

EU diplomatic response to such malicious cyber activities influences the behavior of potential aggressors  
in cyberspace thus reinforcing the security of the EU and its Member States.” 

18  	 “The extent to which a violation is known by the relevant players affects the reputational consequences of the 
violation. Obviously, if a violation takes place, but no other state has knowledge of it, there is no reputational loss. 
The reputational consequences will also be less if only a small number of countries know of the violation.”

19  	 Guzman (2002, 1863). 
20  	 Huth (1997, 72–99).
21  	 See section 4.
22  	 Federal Council (2018, 10); United States Department of Defense (2015, 11–12).
23  	 See, for example, Mission of Brazil to the UN New York (2021, 1); China (2021).
24  	 Boebert (2011, 45).
25  	 Kaspersky (2021c); Kaspersky (2021b); Skopik and Pahi (2020).
26  	 “Onion routing is a technique by which a series of routers participation in an encryption network. Any client who 

seeks to conduct online activity with anonymity then sends their internet communications through the onion 
routing network. The client secures their online communication with several layers of encryption, and selects a set 
of onion routers that will each individually have the key to decrypt one layer of encryption on the communication, 
until the communication ultimately reaches its destination fully decrypted. Because each router only has a single 
layer of decryption, no single router knows the overall path that the communication takes.” Tran (2018, 389 fn51).

27  	 Boebert (2011, 43–47); Khraisat et al. (2019). For an overview of defence evasion techniques of cyber operations, see, 
for example, MITRE (2021). Note that not all techniques on this list are aimed specifically at obfuscation of the origin.
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Further analysis of the range of obfuscation 
techniques is beyond the scope of this paper 
and a wealth of dedicated literature exists on 
this particular topic;28 suffice to say that the 
techniques are plentiful, diverse and, much 
like the threat landscape, ever evolving.29  
This is also one of the reasons why the  
development of attribution capabilities may 
require a significant and continuous invest-
ment, which may not be available to all States.

Even with the growing number of cases of 
public attribution of malicious cyber opera-
tions, “the lack of accountability in cyber-
space”30 appears to be a challenge. The  
consequent absence of deterrence may  
encourage the proliferation of offensive  
cyber capabilities.31 

2.3.  Misattribution and the potential 
for escalation

The challenges of attribution elaborated 
above mean that the likelihood of misattribu-
tion should not be dismissed. Although there 
are perhaps endless theoretical scenarios 
with the potential to lead to misattribution, it 
can simply result from an inadequate quality 
or quantity of evidence, which fails to provide 
sufficient proof of origin or authorship. Mis- 
attribution can also result from hasty or biased 
political decisions before completion of the 
factual investigation, which can be a lengthy 
procedure.32 

In the initial stage of attribution, the investiga-
tors and analysts can be deceived by various 
spoofing and false flag techniques employed 
by the author of the malicious cyber opera-
tion.33 Moreover, the political decision-making 
phase may lead to erroneous attribution con-
clusions based on a disproportionate reliance 
on circumstantial evidence and on conclusions 
by inference. Legal operation of attribution 
can lead to incorrect results if the nexus  
between the responsible natural person and a 
State is not established in line with the rele-
vant provisions of the customary law of State  
responsibility. This includes attribution claims 
based on the inaccurate assumption that the  
geographic origin of a cyber operation auto-
matically entails responsibility of the State 
with jurisdiction over the particular territory34 
or that the responsible group of individuals 
acted on behalf of that particular State.

In certain circumstances, “misattribution is a 
real possibility and can carry serious conse-
quences for international relations, peace 
and security”.35 For instance, if a State injured 
by a cyber operation reacts with measures of 
retorsion taken against the innocent State, 
this may result in deterioration of the bila- 
teral relationship.36 This potential for deterio- 
ration is further envisioned in the case where 
the innocent State decides to respond to  
misattribution with more than rejection of  
responsibility.

28  	 See, for example, Wheeler et al. (2003); Nicholson et al. (2012, 188–197).
29  	 Egloff (2020).
30  	 UNSG (2021, 62).
31  	 “The political and technical difficulty of attributing and assigning responsibility for cyber-attacks encourages 

actors to adopt an offensive posture.” UNSG (2018, 8–9). 
32  	 “Identifying a targeted attack, profiling the attackers and creating attribution factors for the different threat  

actors is a long and in depth task; it can take years. Attribution that works is always based on many years worth  
of previously accumulated data and involves a highly-skilled team of researchers with experience in forensics  
and Investigation.” Kaspersky (2021a).

33  	 Note, for example, the position of Brazil arguing “cyber operations can be designed to mask or spoof the perpe- 
trator, which in turns increase the risks of miscalculated responses against innocent actors.” UNGA (2021b, 22). 

34 	 “[T]he Group recalls that the indication that an ICT activity was launched or otherwise originates from the territory or 
the ICT infrastructure of a State may be insufficient in itself to attribute the activity to that State.” UNGA (2021a, 71(g)).

35  	 UNSG (2018).
36  	 Note, for example, the position of Estonia, arguing “States have the right to apply these measures as long as they 

do not violate obligations under international law. These measures could, for example include the expulsion of 
diplomats or applying restrictive measures to officials of a third country such as asset freezes or travel bans.” 
UNGA (2021b, 29).
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A threat to peace and security can material-
ize when the initial cyber operation deprives 
the targeted State of its international rights. 
If, for instance, the State injured by the  

malicious cyber operation launches counter-
measures based on erroneous attribution, 
those countermeasures in themselves con-
stitute a violation of the international legal 
obligations.

What is more, a self-defence response to a 
cyber operation amounting to an armed  
attack based on misattribution can trigger a 
forcible response and thus considerably 
worsen international peace and security;39  
in the event of a cyber operation of sufficient 
scale and magnitude, such a response  
could potentially include the use of nuclear 
weapons.40

37  	 Joyner (2006).
38  	 UNGA (2002, Annex, ch II cmt 3).
39  	 Kastelic (2020); Wan et al. (2021).
40  	 United States Department of Defense (2018, 38).

Measures of retorsion are unfriendly 
but lawful reaction measures, intended to 
compel another State to cease behaviour 
that is considered unfriendly or undesired 
but is still consistent with the inter- 
national obligations of the State. “Acts of  
retorsion involve non-violent, lawful acts 
by both parties, without resort to armed 
force.” 37 Retorsion can manifest in, for  
instance, various forms of sanctions,  
embargoes or severing of diplomatic ties 
among others.38
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41  	 Nicholson et al. (2012, 191–196).
42  	 See, for example, Hackdig (2021); Mandiant (2013); Burt (2021); Bencsáth et al. (2011); Marczak et al. (2021).
43  	 Seitz (2019).
44  	 Romanosky and Boudreaux (2021).
45  	 “Attribution could be established, based on an analysis of technical data and all-source intelligence, including  

on the possible interests of the aggressor”. Council of the European Union (2017a, 13). See also, for example,  
House of Representatives (2010).

46  	 National Institute of Standards and Technology (n.d.). 
47  	 Baezner and Robin (2017, 8). 
48  	 Kaspersky Lab (2017).
49  	 FireEye (2014).
50  	 Tsimperidis et al. (2021, 835); Keromytis (2016).
51  	 Fire Eye (2018, 27).

3.  Technical and factual aspects of attribution

Following an ICT incident, the attribution  
process begins with the technical or factual 
investigation of the incident. Investigation 
predominantly focuses on uncovering the  
origin of the malicious cyber operation  
and the natural person in control of the orig-
inating ICT system. As such it seeks to esta- 
blish responsibility in fact.

Technical aspects of attribution frequently 
consider such elements of the incident as 
malware (signatures, complexity, code clues) 
and the systems used by the malicious cyber 
actors, paying particular attention to ele-
ments such as command and control  
servers, domains used, IP addresses, and 
traffic analysis among other things.

Scholarship has developed a taxonomy of 
technical investigation techniques that lists 
the following clusters of technical attribution 
methods:

–  Manual attribution 
–  Traceback mechanisms
–  Stepping-stone attribution 
–  Payload attribution 
–  Honeypots
–  Internet redesign41 

The technical investigation part of attri- 
bution is not the exclusive domain of the  
competent national authorities. Non-State 
actors, such as private enterprises as well as 

academia, frequently publish technical  
reports detailing the operation or operators 
of malware.42 This may be used in the investi-
gation efforts of the competent national  
authorities.43 The above-mentioned analysis 
may indeed aid the official investigation  
of the incident although it does also carry  
associated risks.44 

In an attempt to attribute a malicious cyber 
operation, technical analysis of the incident 
is supplemented with other sources of infor-
mation that are not strictly focused on the 
technology and malware at the centre of the 
cyber operation.45 

3.1.  Socio-political methods  
of investigation 

The investigation of tactics, techniques and 
procedures focuses on the methods of the 
malicious actors.46 Additional socio-political 
and behavioural methods of investigation 
complement the technical analysis; these 
can seek to establish attribution based on in-
dicators such as who benefitted from the 
malicious operation;47 language (mis)used  
by the malware authors;48 keyboard layout; 
domain registration information;49 behavioural 
biometric data (keystrokes, mouse and touch 
input);50 and the operating hours of the  
alleged orchestrators of a cyber operation.51
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3.2.  Suggestions for operationalization 

In order to strengthen the technical or factual 
investigation of the incidents and to facilitate 
accurate and non-escalatory attribution, 
States could consider the following measures: 

a)	 Developing technical capacity to enable 
investigation of ICT incidents. This includes 
capacities related to the collection and 
custody of evidence. Given the intercon-
nected nature of ICT systems and the 
fact that the investigation would be likely 
to benefit from international cooperation 
mechanisms, States should consider  
assisting other countries with the devel-
opment of relevant investigation capaci-
ties.52  

b)	 Consider establishing mechanisms for 
cooperation between relevant domestic 
stakeholders. While the technical and  
intelligence authorities should probably 
be the leading entities in the investigation 
efforts,53 the process should be inclusive 
and would benefit from the engagement 
of representatives of the political and  
policy, diplomatic and legal communities. 
Investigation efforts could also benefit 
from the insight of the private sector.54 

Some States have officially recognized 
the value of the private sector and have 
pledged to collaborate in attribution  

efforts.55 States should also consider  
engaging with academia, which can  
support the incident investigation with  
advanced and impartial attribution  
advice.56 To enable a multi-stakeholder 
approach to incident investigation, States 
should enact the relevant enabling  
domestic legal and policy frameworks.

c)	 Moreover – and as suggested by the addi-
tional layer of understanding in the 2021 
GGE report – States “are encouraged  
to consult among relevant competent  
authorities”.57 This may contribute to the 
prevention of potentially escalatory mis-
attribution and facilitate trust among 
States. To enable such communication, 
States should consider establishing  
cooperative mechanisms with inter- 
national partners, which will facilitate  
cooperation when the incident occurs. 

d)	 Technical or factual investigation and 
analysis of the cyber incident should indi-
cate the degree of confidence in the con-
clusions. This will enable the decision 
makers to make an informed decision  
regarding the communication of the attri-
bution claim and its format. It will also  
assist them as they consider the response 
to ICT incidents.

52  	 UNGA (2015a, para 21) does encourage States to assist in capacity-building, although attribution is not mentioned.
53  	 “After an attack has been detected, technical agencies have the responsibility to come up with an assessment of 

the nature of the incident.” G7 (2019).
54  	 While attribution process may indeed benefit from the insights of the non-State actors, States wishing to attribute 

a cyber operation should bear in mind that “the motivations for private attributions and governmental attributions 
may differ.” Eichensehr (2019, 213–217).

55  	 See, for example, United States Department of Defense (2015, 12): “The Defense Department will continue to 
collaborate closely with the private sector and other agencies of the U.S. government to strengthen attribution.”

56  	 Egloff (2019).  
57  	 UNGA (2021a, 13b, para 23).
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58  	 Brazil, for instance, argued that “[i]n the absence of any lex specialis for cyberspace, the customary norms  
concerning the attribution of conduct to a State are also applicable to the State’s use of ICTs.” UNGA (2021b, 21). 
See also United States (2020, 2); Canada (2019, 2); Australia (2021, Annex B, 1); Romania (2021, 3); Finland (2020, 
3). Note that some States maintain reservations about the aspects of the international law of State responsibility  
in the context of cyber operations. See, for example, Ministry of Foreign Affairs of Japan (2021); China (2020); 
United Nations General Assembly (2021c, 60).

59  	 UNGA (2002, Annex, art 2). See the concurring national positions of, for example, Brazil and Norway (UNGA, 2021b).
60  	 UNGA (2002, Annex, Arts 30 & 31).
61  	 “In certain circumstances, the commission by one State of an internationally wrongful act may justify another State 

injured by that act in taking non-forcible countermeasures in order to procure its cessation and to achieve repara-
tion for the injury.” ILC (2001, Art 22, cmt 1).

62  	 “The Group reaffirms that States must meet their international obligations regarding internationally wrongful acts 
attributable to them under international law.” UNGA (2021, para. 71(g)).

63  	 Cf. UNGA (2015a, paras 28(f) and 13(b)).
64  	 See section 2.3.
65  	 See section 2.

4.  Legal aspects of attribution

While the technical or factual investigation 
seeks to indicate the responsible natural  
person or the territory of origin and thus to esta- 
blish responsibility in fact, the legal analysis 
aims to establish attribution in law. The  
aim of attribution as a normative operation is 
to establish the legal responsibility of a State.

Until special rules are agreed upon or the 
progressive development of international 
law gives rise to a context-specific frame-
work, the customary international law of 
State responsibility is considered to be the 
applicable regime governing the legal attri-
bution of the wrongful cyber operations. The 
applicability of this particular international  
legal regime to wrongful cyber operations 
has been confirmed by several States.58 

According to the international law of State 
responsibility, conduct attributable to a State 
and amounting to a breach of international 
obligations results in State responsibility.59 

This triggers the emergence of the second-
ary obligations of cessation, non-repetition 
and reparation.60 When the State responsi-
ble for the internationally wrongful act fails 
to comply with the resulting secondary obli-
gations, the injured State is legally empow-
ered to take countermeasures.61

Indeed, legal attribution is an important legit-
imizing factor for reparations as well as,  
potentially, countermeasures, both of which 

inflict costs on the responsible State and 
have an impact on more than its reputation. 
According to the international law of State 
responsibility, any State responsible for inter- 
nationally wrongful cyber operations is under 
an obligation to cease the non-compliant 
conduct and to provide reparations to the  
injured State.62

Not all cyber operations and not all responses 
dictate legal considerations of attribution. In 
the context of attribution, the 2021 GGE  
report distinguishes between two types of 
malicious cyber operation targeting States: 
cyber operations that amount to a breach of 
international obligations of States and cyber 
operations that do not. The normative  
expectations imply that the former type of 
operation necessitates legal considerations 
in the process of attribution.63 But whether 
the targeted State should consider the inter-
national law of attribution further depends 
on the desired response to the cyber opera-
tion. If the State is considering taking mea-
sures of retorsion in response to a cyber  
operation64  – whether or not it amounts to 
an internationally wrongful act – legal con-
siderations of attribution are not necessary. 
In contrast, if a State is contemplating taking 
countermeasures,65 the law of State respon-
sibility prescribes an attribution framework 
that is designed to prevent the escalation of 
tension.
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One of the elements of the law of State  
responsibility intended to prevent escalation 
is the obligation of the injured State to invite 
the responsible State to return to com- 
pliance and to notify it of its intention to take  
countermeasures. In the Case Concerning 
the Gabčíkovo-Nagymaros Project, the Inter- 
national Court of Justice (ICJ) argued that, 
“the injured State must have called upon the 
State committing the wrongful act to dis- 
continue its wrongful conduct or to make 
reparation for it”.66 The expectations of  
engagement in dialogue prior to a reaction to 
a wrongful cyber operation is repeated in the 
additional layer of understanding found in 
the 2021 GGE report.67

4.1.  The nexus between a State  
and a natural person 

To proceed with the legal attribution analysis 
of a cyber operation, the injured State would 
normally need to be in possession of factual 
evidence implicating the natural person per-
petrating the operation. This is not a require-
ment of the relevant international law or  
the voluntary norms of responsible State  
behaviour in cyberspace. It is purely a practi-
cal consideration – as the Permanent Court 
of International Justice put it in 1923, “States 
can act only by and through their agents and 
representatives”,68 that is, persons in flesh 
and blood.69

Attribution in law and the responsibility of  
a particular State cannot be automatically 
established based on the nationality of the 
natural person perpetrating the act or the 
territorial origin of the cyber operation.70 To 

establish attribution in law, the injured State 
should be able to establish a nexus between 
a natural person perpetrating the cyber  
operation or the territory of origin and a  
particular State.

Cyber operations conducted by a State organ, 
even if not legally empowered to conduct 
malicious cyber operations, can be legally  
attributed to a particular State. The same is 
true for cyber operations conducted by a  
foreign organ placed at the disposal of  
another State and operations conducted by 
entities empowered to exercise government 
authority. According to the law of State  
responsibility, an entity being instructed, 
controlled or directed by a State can also  
result in State responsibility.71 The juris- 
prudence of the ICJ indicates that an act  
conducted by a non-State actor and later  
adopted by a State organ as its own can 
equally amount to the international respon- 
sibility of a State.72 

It remains unclear what degree of control 
over a non-State actor would constitute a 
sufficient attribution nexus and allow for the 
invocation of State responsibility. Jurispru-
dence suggests two possible interpretations 
of the law. 

On the one hand, the ICJ has argued that 
States are responsible for the conduct of  
a non-State actor only when the State in  
question is found to have directed or  
enforced the perpetration of the specific 
acts contrary to international law.73 A number 
of States argued for the adoption of this  
control standard in relation to the legal attri-
bution of cyber operations.74

66	 ICJ (1997, para 84).
67	 UNGA (2021a, paras 24–25).
68	 PCIJ (1923).
69	 Lauterpacht (1968, 40).
70	 “[T]he indication that an ICT activity was launched or otherwise originates from the territory or the ICT  

infrastructure of a State may be insufficient in itself to attribute the activity to that State.” UNGA (2021, para 71(g)).
71	 UNGA (2002, Annex, ch II). 
72	 See UNGA (2002, Annex, art 11); ICJ (1981).
73	 ICJ (1986, para. 115).
74	 See, for example, Norway, Netherlands and Brazil in UNGA (2021b, 71, 61 & 20).
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On the other hand, it may be possible to esta- 
blish international responsibility of the State 
when it is considered to have exhibited over-
all control over the non-State actor. While  
deliberating on the question of international 
criminal responsibility, the International 
Criminal Tribunal for the former Yugoslavia 
(ICTY) also touched upon State responsibility. 
In a 1999 judgement, the tribunal argued that 
the overall control test would be satisfied  
(so giving rise to State responsibility) when a 
State is found to have been “not only … equip-
ping and financing the group, but also … coor-
dinating or helping in the general planning of 
[the malicious] activity”.75 However, overall 
control is considered to be sufficient only for 
the purpose of establishing State responsi-
bility in the event of cyber perpetrators being 
found to have acted in an “organized and  
hierarchically structured”76 manner. Despite 
these limitations to applicability, scholars 
such as Shackelford and Tsagourias have  
argued against disregarding the overall  
control standard in the context of cyber-
space.77 States currently remain hesitant  
to endorse the use of this standard in the 
context of cyber operations.

4.2.  Suggestions for operationalization 

Considering this, implementation of the  
following suggestions will facilitate non- 
escalatory attribution of ICT incidents and 
contribute to the progressive development 
of the relevant international law.

a)	 If the cyber operation in question is 
deemed to be internationally wrongful, 
the injured State should approach the  
attribution in law in accordance with the 
provisions of the international law of 

State responsibility. By following the  
letter of the law, the potential for the  
injured State to take wrongful counter-
measures and thus contribute to aggra-
vating international relations is reduced. 

b)	 States should develop interpretation of 
the international law of State responsibil-
ity prior to the occurrence of any mali-
cious ICT incident. In particular, each 
State should consider legal standards 
emerging from the existing jurisprudence 
and develop a national interpretation of 
the relevant international law of attribu-
tion. Note, however, that outside the  
judicial setting, the standard of control 
sufficient to establish a nexus between 
the natural person perpetrating a cyber 
operation and a State remains a political 
decision.

c)	 To facilitate transparency and predict-
ability of international relations, States 
should share their interpretations of the 
international law of State responsibility 
with the wider international community.78  
This would contribute to the progressive 
development of the international law  
applicable to State conduct in cyber-
space.

d)	 Before reacting by way of retorsion or 
countermeasures, the injured State should 
engage in dialogue with all the States in-
volved. This is an expectation of the norm 
and also a requirement of the law of State 
responsibility.79 The dialogue will provide 
the opportunity for the allegedly respon-
sible State or States to challenge the  
attribution claims and provide evidence in 
rebuttal. 

75	 ICTY (1999, para 131).
76	 Cassese (2007).
77	 Tsagourias (2012); Shakelford (2010).
78	 They could do this, for example, by using the Cyber Policy Portal (www.cyberpolicyportal.org), a confidence-build-

ing tool and a repository of national policies and legislation of all the United Nations Member States. The Portal has 
been officially recognized by the 2021 consensual reports of both the Open-ended Working Group and the GGE.

79	 UNGA (2021(a), 13(b)); UNGA (2002, Annex, art 52(1)).
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80	 Egloff (2019); Global Commission on the Stability of Cyberspace (2019, 24).
81	 Individual State positions, such Australia’s, have also argued that assigning responsibility to a particular State is  

a political decision; “Australia will, in its sole discretion, and based on its own judgement, attribute unlawful cyber 
activities to another State.” Commonwealth of Australia, Department of Foreign Affairs and Trade (2021, 100) 
[emphasis added]. Note also the position of the G7 (2019, 2) countries considering “that attribution is sovereign 
political decision, taken on a case-by-case basis with due consideration for all relevant information”.

82	 Public versus private is a simplified dichotomy for the purpose of this paper. See, for example, UNITAR (n.d.); 
Berridge (2015); Collins and Packer (2006).

83	 Collins and Packer (2006, 10).
84	 Collins and Packer (2006, 11).
85	 European Parliament (2021, para 33). “The imposition of consequences will be more impactful and send a stronger 

message if it is carried out in concert with a broader coalition of like-minded States.” United States (2018). See also 
Stilgherrian (2018).

86	 Ivan (2019).
87	 Ivan (2019).

5.  Political aspects of attribution

Political aspects of attribution materialize in 
the act of allocating responsibility. Indeed, 
some scholars have labelled this as “an inher-
ently political act”.80 In fact, States are under 
no obligation or expectation to attribute  
a malicious cyber operation, and assigning  
responsibility remains a sovereign preroga-
tive of every State.81  

5.1.  Format of attribution 

One political decision related to attribution  
is the choice of the format of attribution.  
Depending on the purpose of attribution, it 
can be made in private or in public.82 Public  
attribution relies on publicity,83 which may  
impose reputational costs on the accused 
State, and overtly signal a particular norma-
tive interpretation or technical capability for 
attribution. On the other hand, public attribu-
tion may carry a risk of deterioration of inter-
national relations. In these cases, States  
injured by a malicious cyber operation may 
wish to communicate the attribution claims 
in private, which is likely to inflict less strain 
on the relationships. As is the case with  
public attribution, private attribution signals 
attribution capacities and an interpretation 
of the norm. However, since the audience is 
limited to the allegedly responsible party,  
private attribution can reduce the reputa-
tional impact. Moreover, by communicating 
attribution in private, the parties can present 
evidence and confront arguments surround-
ing attribution.84 

In recent years, public collective attribution 
claims have emerged as the preferred attri-
bution format for some coalitions of States.85 
Collective action may raise the perceived 
level of confidence in the attribution and 
therefore increase the reputational costs  
inflicted. However, it is possible that not all 
coalition members share the same attribu-
tion capabilities and so may not be able to  
independently verify the assertions of the 
State that claims to have proof of attribution 
or has initiated the collective attribution. In 
such a case, the attribution process rests  
on trust.86  Additionally, collective attribution  
requires the alignment of strategic interests 
and may be slowed by the alignment process 
needed for the coalition’s collective attribu-
tion.87 

5.2.  Confidence in the attribution 

An important part of the relevant political 
considerations is confidence in the factual 
underpinning of the attribution claims. Attri-
bution based on proof of dubious quality may 
carry the risk of misattribution, leading to  
deterioration of international relations or 
worse. Whether or not a cyber operation was 
in violation of the rights of a State, the quality 
of proof and consequentially attribution  
confidence should be proportional to the risk 
carried by the planned response. 
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88	 See Finland, United States and the Netherlands in UNGA (2021b).
89	 UNGA (2021d) [emphasis added]. Similar argument advanced by Islamic Republic of Iran (2021).
90	 Consider, for example, the position of Finland (2020, 6) arguing for an “adequate proof of the source of the opera-

tion and convincing evidence of the responsibility of a particular State.” See also Government of the Netherlands 
(2019, 9); Global Commission on the Stability of Cyberspace (2019, 24).

91	 United States and Germany in UNGA (2021b, 141 & 40).
92	 “Claims against a State involving charges of exceptional gravity must be proved by evidence that is fully conclu-

sive” ICJ (1949).
93	 “[T]here is no international legal obligation to reveal evidence on which attribution is based prior to taking  

an appropriate response.” Council of the European Union (2017b).
94	 “[A]ccusations of organizing and implementing wrongful acts brought against States should be substantiated.” 

UNGA (2021a, 71(g)). Note that some States consider the expectation to substantiate attribution claims to be an 
international obligation. See, for example, the position of Brazil (UNGA (2021b, 21): “difficulties must not serve as  
a justification to lower the bar for determinations on attribution, which must be substantiated.” [emphasis added]

95	 UNGA (2021a).

The burden of the decisions related to confi-
dence and therefore the adequate standard 
of proof substantiating the aforementioned 
legal nexus between a State and a perpetrat-
ing entity is on the State targeted by a mali-
cious cyber operation. Standards of proof 
supporting legal attribution outside a judicial 
setting are not exact; this has been reiterated 
by a number of States.88 However, this may 
very well change in the future; during the 
OEWG 2021, “some States highlighted the 
importance of genuine, reliable and adequate 
proof in this context”89 while other individually 
argued in favour of adequate, convincing90  
and sufficient evidence.91 Until then, whether 
the evidence available amounts to a credible 
attribution is a matter of political deliberation 
and subject to self-imposed standards of 
proof. 

The standard of proof should be proportion-
ate to the gravity of the alleged wrong- 
doing.92 It also depends on the nature of the 
malicious cyber operation and the intended 
reaction of the victim State. If the cyber  
operation qualifies as internationally wrong-
ful conduct and the injured State wishes to 
employ countermeasures, the self-imposed 
standards of proof related to attribution 
claims should be as high as possible in order 
to avoid misattribution and unlawful counter-
measures, which could lead to the deteriora-
tion of international relations, including neg-

ative impacts on international peace and 
security. Particularly high self-imposed stan-
dards should be considered when the mali-
cious cyber operation reaches the threshold 
of an armed attack and the targeted State is 
contemplating self-defence measures. Con-
versely, more lenient standards of proof can 
be followed in the event that the reaction of 
the targeted State is within the realm of 
merely unfriendly acts.

In establishing attribution for the purpose of 
invoking State responsibility, the injured State 
is under no obligation to provide evidence 
and to prove its attribution claims.93 Never-
theless, in line with the 2021 GGE report, the 
State targeted by an internationally wrongful 
cyber operation “should substantiate”94 the 
attribution claims. In consideration of a non- 
escalatory response and the aforementioned 
challenges of technical attribution, sub- 
stantiation of the attribution claims would  
offer the accused State an opportunity for a  
rebuttal and to scrutinize the evidence pre-
sented. Attribution claims substantiated  
by credible evidence would also facilitate  
dialogue between the States engaged in an 
exchange about the ICT incident, which is 
also a recommendation provided by the addi-
tional layer of understanding provided by the 
2021 GGE report.95 
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Much of the evidence collected by socio- 
political and behavioural methods of inquiry 
into attribution96 can be considered as  
circumstantial. The 2010 GGE report argued 
that the perpetrating party can often be  
established through a combination of circum- 
stantial evidence and reasoning by inference.97 
Similar appreciation for circumstantial evi-
dence can be found in ICJ jurisprudence. In 
fact, in the Corfu Channel Case, the ICJ  
allowed for “a more liberal recourse to infer-
ences of fact and circumstantial evidence”98  
given that the direct evidence of the alleged 
wrongdoing was only available on territory 
under exclusive foreign jurisdiction, prevent-
ing the injured State from pursuing effective 
investigation. However, in subsequent cases, 
the court has shown prudence when accept-
ing circumstantial evidence and reasoning 
with inference.99 To avoid erroneous, and 
thus potentially escalatory, claims of attribu-
tion, States should also exhibit caution when  
asserting attribution based on circumstantial 
evidence.

5.3.  Suggestions for operationalization 

In light of the arguments above, implementa-
tion of the following suggestions related to 
the political aspect of attribution will facili-
tate non-escalatory attribution of ICT inci-
dents.

a)	 States should decide on the format of  
attribution based on the desired effects 
of the attribution, taking into account the 
benefits and potential pitfalls of public 
and private attribution. When attribution 
is jointly made by a group of States, each 
State should critically assess the evidence 

before joining a declaration of attribution, 
just as they would in cases where attribu-
tion rests on claims reported by private 
enterprises. To strengthen a joint attri- 
bution, some scholars have suggested 
greater transparency by the involved 
partners.100

b)	 States should aim to substantiate their 
attribution claims, regardless of whether 
the cyber operation constitutes a breach 
of international law. This will not only  
facilitate the stability of international  
relations and the dialogue between the 
involved States, but would also allow the 
allegedly responsible State to review the 
evidence and possibly provide counter- 
arguments.

c)	 Factual investigation is frequently supple- 
mented by outcomes of socio-political  
attribution methods or even considered 
to be an alternative to computer science. 
In asserting attribution, States may resort 
to circumstantial evidence. While these 
considerations are not without merit, 
their utility remains limited as the out-
comes of socio-political methods of attri-
bution should not be the sole basis for 
any unfriendly reaction by the injured 
State. Circumstantial evidence can only 
serve as a supplement to evidence col-
lected by way of technical forensic analy-
sis. In any case, State should strive to rest 
the attribution claims on multiple sources 
of reliable and objective evidence, priori-
tising outcomes of technical forensic 
analysis, to be supplemented by circum-
stantial evidence.

  96	 See section 3.1. 
  97	 “Often, the perpetrators of such activities can only be inferred from the target, the effect or other circumstantial 

evidence.” UNGA (2010).
  98	 ICJ (1949, 18).
  99	 Teitelbaum (2007, 157).
100	 “To be sure, some States and other constituencies may credit even unsupported attributions, such as those made 

by their allies. But such ‘trust us’ attributions are unlikely to fully persuade anyone besides close allies. Building 
broader coalitions to accept attributions and ultimately condemn the underlying cyberattacks will require greater 
transparency.” Eichensehr (2020).  
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d)	 The self-imposed standard of proof 
should be commensurate to the gravity 
of the malicious cyber operation and the 
planned reaction by the injured State. 
However, it is advisable for the State  
making the attribution claims to aim for 
the highest standard possible to avoid 
potential misattribution and any conse-
quent straining of international relations.101 
Additionally, States should continue to 
engage in international discussions related 
to the standard of proof expected in the 
context of attribution.

e)	 States should consider resorting to various 
confidence-building measures and share 
their standards of proof with the inter- 
national community. This would contrib-
ute to defining the limits of acceptable 
attribution practice and to the develop-
ment of the customary international law.

101	 “[D]ifficulties must not serve as a justification to lower the bar for determinations on attribution.” Brazil in UNGA 
(2021b, 21).
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6.  A possible international attribution mechanism?

In response to these challenges, several 
scholars and civil society organizations have 
proposed the establishment of a special  
international attribution mechanism. Such a 
mechanism draws inspiration from fact- 
finding mechanisms like those envisioned 
under the Organisation for the Prohibition  
of Chemical Weapons (OPCW), the Inter- 
national Atomic Energy Agency (IAEA) and 
the Comprehensive Nuclear-Test-Ban Treaty 
(CTBT).102 

The proposal envisions an independent and 
impartial body, be it ad hoc or regular, that 
complements sovereign attribution preroga-
tives. The mechanism would have investi- 
gative and assistance roles and would not 
amount to international arbitration. Accor- 
dingly, the mechanism should not make any 
claims of a breach of the primary international 
obligations of States or international respon-
sibility.

It is envisioned that the utility of this mecha-
nism would be attractive notably to States 
with less advanced attribution capabilities. 
The independence of the mechanism could 
assist with attribution upon request when a 
State injured by a cyber operation does not 
have sufficient capacity to attribute or when 
its attribution claims remain contested by 
the accused party. The conclusions of the  
attribution body’s analysis could also be used 
outside the bilateral setting or by interna-
tional adjudication entities when requested 

to adjudicate a conflict related to a cyber  
operation.103

The mandate of such a body would therefore 
be limited to the collection and appraisal of 
the technical, factual evidence; evaluation 
would be conducted by a multi-stakeholder 
body, and the process would allow for a rigor-
ous peer review process. Additionally, trans-
parency of the investigation process would 
be imperative as other investigation mecha-
nisms, such as those of the OPCW, have been 
openly criticized by some States for their  
alleged lack of transparency,104 have been 
seen as biased,105 and their findings described 
as “unreliable and technically unconvincing”.106

Several questions surrounding the proposed 
mechanism remain. There may be hesitation 
on the part of States to allow the fact-finding 
body to investigate the networks or systems 
on their sovereign territory. There may also 
be limited willingness to cooperate over con-
cerns related to national security or sover-
eign prerogatives. 

International discussions about such a mech-
anism appear to have been limited and  
relevant official State positions hardly ubiq-
uitous. Some reservations have already been 
voiced.107 This perhaps warrants additional 
research as well as an international debate to 
scrutinize the established fact-finding mech-
anisms and evaluate whether the potential 
issues can be ironed out.

102	 Healey et al. (2014, 10–12); Mueller et al. (2019); Eichensehr (2019, 213–217); Tsagourias and Farrell (2020);  
Shany and Schmitt (2020); Egloff and Wenger (2019); ICT for Peace Foundation (2019); Reaching Critical Will 
(2021); Charney et al. (2016). 

103	 Tsagourias and Farrell (2020).
104	 People’s Republic of China (2020).
105	 UNSC (2020, 11).
106	 UNSC (2020, 10).
107	 Japan, for example, argued that it “has reservations to the idea of establishing a new international mechanism for 

attribution.” Permanent Mission of Japan to the United Nations (2021, 2). Other States seem to have been more receptive 
to the proposal; Pakistan, for instance, took the position that “[d]eveloping a common approach to attribution in a 
universal setting under the UN auspices remains the most effective way forward in this regard”. UNGA (2021d, 20).
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7.  Conclusion

Attribution – the process of assigning respon- 
sibility for a malicious cyber operation – 
seeks to deter such operations or to legiti-
mize the imposition of costs for the wrong- 
doing in order to promote accountability in 
international relations. Attribution is a pro-
cess with several aspects – factual, legal and 
political. This paper reviews these three  
aspects in the context of the operationaliza-
tion of the norm of responsible State be-
haviour aimed at ensuring non-escalatory 
attribution.108 

These three aspects of attribution are inter-
twined: technical or factual investigations 
underpin the legal analysis and relevant  
political considerations. Therefore, factual 
attribution is a crucial element of accurate, 
non-escalatory attribution that facilitates 
stability in international relations. Legal  
examination of the malicious cyber operation 
establishes the legal responsibility of a State. 
Attribution in accordance with the rules and 
principles of the customary international law 
of State responsibility allows the injured 
State to employ reaction beyond retorsion. 
Political aspects of attribution take into  
account the outcomes of the factual and  
legal analyses and include decision-making  
related to the format of attribution and  
standards of proof. 

However, factual attribution remains challen- 
ging, which hinders attribution as a norma-
tive operation and prevents States from  
invoking credible State responsibility. It is 

perhaps because of this that attribution 
claims “often remain contested”109 and “lack 
both transparency and verifiability”.110 

This is not to say that questions remain only 
related to factual aspects of attribution. In 
fact, several aspects of attribution could 
benefit from further research and inter- 
national discussions. This should include  
assessing the idea of an international attri- 
bution mechanism, which is envisioned to  
assist States with the evidence collection 
and analysis elements of the attribution  
process. 

Further clarity is also needed in relation  
to the legal aspects of attribution. Further  
research of opinio juris and State practice 
can contribute to the understanding of  
the degree of control required by the law of 
State responsibility to establish a legal nexus  
between the de facto responsible non-State 
actor and the de jure responsible State in the 
context of cyberspace. 

Moreover, States should continue discussing 
and sharing the interpretation of the stan-
dards of proof deemed sufficient to attribute 
a cyber operation to a particular State.  
Although these standards are subject to  
political considerations, relevant interna- 
tional legal doctrine can provide guidance. 

Finally, further consideration of the role of 
the attribution claims made by non-State  
actors would perhaps be in order. 

108	 UNGA (2015b, para. 13(b)).
109	 Egloff (2019).
110	 Egloff and Wenger (2019).
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Attribution – the process of allocating responsibility for a  
malicious cyber operation – is comprised of three distinct and 
intertwined aspects: factual or technical, legal and political. This 
paper analyses these three aspects through the prism of the  
normative expectations of responsible State behaviour in cyber-
space. As a result, the paper makes a number of suggestions  
of how to consider the challenges of attribution and how to  
operationalize norm B of the 2015 Group of Governmental  
Experts on Developments in the Field of Information and Tele-
communications in the Context of International Security.
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