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EXECUTIVE SUMMARY

Malicious cyber operations pose a threat to critical infrastructure and thus to the
well-being of our societies. Major incidents have the potential to both destabilize
States and endanger international peace and security.

To address the risk of increasingly complex and effective cyber threats aimed at
critical infrastructure, the international community uses norms of expected be-
haviour of States in cyberspace to promote cooperation. This report investigates
the norm - as proposed in 2015 by the United Nations Group of Governmental
Experts on Developments in the Field of Information and Telecommunications in
the Context of International Security - that urges States to respond to interna-
tional requests for assistance or mitigation in the event of malicious cyber opera-
tions against critical infrastructure.!

The report suggests the following measures that States and the international
community should take to implement this norm:

- States should develop a clear definition of their national and international
critical infrastructure, identify sectors whose products or services qualify as
critical infrastructure and maintain a list of critical assets. These definitions
and designations should be shared with the international community as a
confidence-building measure.

- States should establish crisis resolution networks among relevant domestic
actors.

- The international community should establish a network of single points of
contact within the competent national entities and authorize these points of
contact to communicate with their international counterparts.

- States should regularly test their capacity to communicate with other States,
as well as their capacity to respond to requests for assistance and mitigation
(particularly channels of communication, protocols and procedures), by way
of international cybersecurity exercises.

1 UNGA (2015b, IlI: para. 13(h)).
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When communicating requests for assistance or mitigation, States do not
need to seek the establishment of universal international protocols but
should follow existing best practices pertaining to incident reporting in the
relevant international and national contexts.

All States that may engage in cooperative efforts to respond to malicious
cyber operations against critical infrastructure should use pre-established
domestic multi-stakeholder crisis resolution networks and lean on the mit-
igation expertise provided by the State as well as non-State actors in the
event of a cyber operation of this type.

Note that normative expectations of assistance and mitigation are depend-
ent on the context. In the event of a malicious cyber operation against crit-
ical infrastructure, the State from which the operation is launched (in other
words, the State of emanation) should take reasonable measures to either
terminate the cyber operation in question or minimize the propagation of
malicious code central to the cyber operation itself.

Any State that receives a request to assist should do its utmost to provide
help in the form requested by the State affected. The concept of assistance
is not limited to direct action against the malicious cyber operation but can
entail any form of help that minimizes the consequences of the cyber oper-
ation against critical infrastructure.
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1. Understanding the context and the problem

Malicious cyber operations against critical infrastructure - that is, all assets essential for the
maintenance of functions vital to the well-being of a given society? - pose a threat not only to
the well-being of the targeted State but also to international peace and security.® Sectors that
typically fall within definitions of critical infrastructure include energy, transport, health care,
government, food production and supply, water supply, financial services, telecommunications,
and critical manufacturing.

Although the specific extent and effects of cyber incidents affecting critical infrastructure
cannot be reliably established, recorded instances testify to the devastating potential of such
incidents. Due to the essential nature of critical infrastructure, cyber incidents that impact it can
have dire consequences for our societies, including economic ramifications, material damage
and even injury to human beings.

In 2015, the United Nations Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security (GGE) proposed
an international norm aimed at facilitating international cooperation in the event of a cyber op-
eration against critical infrastructure. This report is intended to aid understanding of how to
operationalize said norm; the report is structured as follows:

- Theremainder of the first section details the challenges associated with protecting criti-
cal infrastructure from cyber threats and outlines the aforementioned norm.

- The second section enumerates preparatory steps that individual States should consider
implementing before a cyber incident occurs.

- The third section recommends actions to be implemented at the international level.

- The fourth section proposes measures for implementing the GGE norm after the occur-
rence of a cyber incident.

- The fifth section notes some unresolved questions and suggests directions for future
international discussion or research.

11 PREVALENCE OF CYBERINCIDENTS AFFECTING CRITICAL INFRASTRUCTURE

Recently, several notorious cyber operations have crippled various critical infrastructure.®
However, it remains challenging to ascertain the exact number of such incidents and, therefore,
whether they are becoming more common or disruptive. This challenge results from:

There is no internationally agreed definition of critical infrastructure. This report adopts a working definition inspired
by the Council of the European Union (2008, art 2(a)), although some alternative examples are given (see section 2.1).
OEWG (2021, para. 18).

Which sectors are considered critical depends on the context. See section 2.2.

See, for example, Steffen (2016) on a string of cyber operations against German hospitals; Gallagher (2020) on cyber
operations against health care institutions around the world; the US Cybersecurity and Infrastructure Security
Agency (2020) on cyber operations causing loss of productivity and revenue at a natural gas compression facility; and
Statt (2021) on a cyber operation interfering with a water treatment plant.
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Definitional variations among countries and sectors
Different approaches to measuring the frequency and impact of cyber operations
High uncertainty on the actual number of cyber operations

The first reason for this challenge of quantification is that the concept of critical infrastructure
is not clearly or universally defined; its meaning depends significantly on the national context.
For example, while some States rely on the tourism sector for a sizeable portion of their gross
domestic product and might therefore qualify the underpinning infrastructure as critical,® the
same sector may not be as crucial for other States. Thus, any statistics indicating trends of
cyber incidents against generally defined “critical infrastructure” should be read with caution.

What is more, critical infrastructure is a multifaceted concept, and different sectors exhibit dif-
ferent cyber incident trends. It would be a generalization to say that malicious cyber operations
targeting every sector of critical infrastructure are on the rise or in decline: a more granular, sec-
tor-specific analysis is required to fully assess the evolution of the threat landscape.

Lastly, many of the malicious cyber operations affecting critical infrastructure can go either
undetected or unreported. As such, the number of recorded cyber incidents affecting critical
infrastructure could be higher than available statistics and reporting would indicate. Kaspersky
reports that the majority of cyber incidents affecting critical infrastructure remain undisclosed
and unknown to the public, be it a result of explicit requests from the infrastructure operators
or because infrastructure operators are precluded from disclosing such incidents by local leg-
islation.” Similarly, the International Committee of the Red Cross emphasizes “the difficulty of
assessing how many operations remained undetected, how much reach the attackers really had
into the infrastructure, or whether backdoors had been established for future use, for example
as kill switches”.®

It is thus perhaps unsurprising that that research by different security companies reflect differ-
ing, at times contradictory, trends. For instance:

IBM reports that the number of cyber incidents affecting industrial control systems and
operational technology networks - frequently used by critical infrastructure - was higher
in 2019 than in the previous three years combined.®

Research done by Kaspersky indicates that the proportion of industrial control system
computers targeted by malicious code has actually been in decline in the second half of
2019 and the first half of 2020. The trend has reversed only in the second half of 2020.1°

See, for example, Republic of Mauritius (2014).

Personal correspondence with Evgeny Goncharov, Head, Kaspersky Lab ICS CERT, October 2020.
Gisel & Olejnik (2019, 25).

IBM X-Force Incident Response and Intelligence Services (2020, 6).

Kaspersky ICS CERT (2020b, 13, 15); Kaspersky ICS CERT (2021).
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1.2 CONSEQUENCES OF A DISRUPTION OF CRITICAL INFRASTRUCTURE

Regardless of the exact number of cyber operations against critical infrastructure, enough real
incidents have occurred to justify broad concern over maintaining the security of increasingly
connected critical infrastructure. In early 2020, for example, a malicious cyber operation aimed
at the Brno University Hospital in Czechia forced the facility to suspend its scheduled surger-
ies and divert patients to nearby facilities.!* Four years prior, Ukraine’s electricity distribution
company reported a network outage of several hours’ duration due to a cyber operation tar-
geting their computers and supervisory control and data acquisition systems. Approximately
225,000 customers experienced power shortages.'?

Not all cyber operations against critical infrastructure cause outages of critical services, al-
though they do offer an insight into possible grave consequences. For instance, in April 2020,
Israel’s authorities reported a cyber operation against the country’s water treatment systems,
attempting to spoil the regional waterways.!? A similar incident was recorded in early 2021 at a
water treatment facility in Florida.!4

Over the last decade, an increasing number of national governments have joined private en-
terprises!® and security professionals!® in recognizing these types of incident among the most
prominent cybersecurity issues. In 2015, the GGE noted in its report that “the risk of harmful
[information and communications technology] attacks against critical infrastructure is both real
and serious”.'’

By definition, the disruption of critical infrastructure could have wide-reaching consequences
and dangerously undermine vital functions that societies rely on, as well as potentially result in
physical destruction and human injury or death.'® For example, a well-executed cyber operation
against key energy distribution elements could, at least in theory, deprive an entire country of
electricity.’® Although the exact consequences of the aforementioned cyber operation against
the Ukrainian electricity supply system remain unknown, the economic ramifications following
other past local?® and nationwide® power outages have been well documented. Power outages
have also been proven to result in an increase of the levels of non-accidental mortality.??

Cyber operations targeting other infrastructure may not directly result in injury to human beings
but can severely cripple a society. For instance, if used to target national and international finan-
cial systems, malicious use of information and communications technology (ICT) could “endan-
ger financial stability”?® and thus all the aspects of a functioning society relying on stable finan-

11 Khalili (2020).

12 Lee et al. (2016).

13 Cimpanu (2020).

14 Statt (2021).

15 Siemens Gas & Power (2019).

16 ENISA (2019, 109); Security Magazine (2020)

17 UNGA (2015b, lI: para. 4).

18 During the 2020 Open-ended Working Group on developments in the field of information and telecommunications in
the context of international security meeting, States emphasized that attacks on critical infrastructure “pose a threat
not only to security, but also to economic development and livelihoods, and ultimately the safety and wellbeing of
individuals” (OEWG, 2020, para. 22).

19 Smith et al. (2019).

20 Shuaia et al. (2018).

21 Schmidthaler & Reichl (2016).

22 Anderson & Bell (2012).

23 G-20 (2017, para. 7).
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cial flows. The 2007 cyber operation against, inter alia, the banking sector of Estonia prevented
the population from using online banking. Even though the Estonian computer network infra-
structure sustained no physical damage, the country, where 97% of bank transactions occur
online,?* was said to be temporarily crippled.?®

1.3

CHALLENGES OF MANAGING CYBER THREATS AGAINST CRITICAL
INFRASTRUCTURE

The risk of dire consequences following a critical infrastructure incident is exacerbated by the
evolving cyber threat landscape, which is characterized by a range of factors:

New and increasingly complex attacks.?®¢ Malicious actors are continuously devising new
attack vectors and developing corresponding exploitations. Nowadays, malicious soft-
ware targeting critical infrastructure is becoming more and more tailored to the target
and thus more sophisticated.

Rapid expansion of the attack surface.?” This is mostly due to the growing interconnect-
edness of ICT systems employed in critical infrastructure assets. Teleworking arrange-
ments implemented as a response to the COVID-19 pandemic have accelerated or com-
pounded this problem.?®

Outdated legacy systems that are not sufficiently resilient to new threats and contrib-
ute to the expanding vulnerability of critical infrastructure. For example, according to a
US congressional report, industrial control computer systems, an integral part of critical
infrastructure, are “specific points of vulnerability, as cyber-security for these systems
has not been previously perceived as a high priority.”?° Similar assessments have been
advanced by, for example, Microsoft3° and scholarship contributions.3!

Insufficient resources allocated to prevention efforts.3? For instance, the 2018 cyber op-
eration that severely affected the ability of the UK National Health Service to provide

24
25
26

27

28
29
30

31

32
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Herzog (2011, 51).

llves (2007).

“The threat landscape is becoming extremely difficult to map. Not only attackers are developing new techniques

to evade security systems, but threats are growing in complexity and precision in targeted attacks” (ENISA, 2020c¢).
And as Kaspersky notes, “threats are becoming more targeted and more focused, and as a result, more varied and
complex” (Kaspersky ICS CERT, 2020b).

For example, according to Bhunia & Tehranipoor (2019, ch. 1), “Attack surface is the sum of all possible security risk
exposures”. In other words, attack surface represents the set of potential access points that malicious actors can
exploit in the course of the perpetration of a cyber operation. See also the predictions by ENISA (2020c¢, 10).

See, for example, US CISA (2020b)

Shea (2004).

“Operational technology (OT) networks used in industrial and critical infrastructure environments have traditionally
been air-gapped from corporate IT networks and the internet, but digital transformation has increased both the
connectivity and number of devices in these environments, leading to higher risk. Further increasing risk, many of the
legacy loT [Internet of Things]/OT protocols and embedded devices in these environments were designed years
ago—lacking modern controls such as encryption, strong authentication, and hardened software stacks” (Microsoft,
2020, 31).

For example, “healthcare organizations and universities often lack resources to protect against cyber-attacks”, as
argued by Muthuppalaniappan & Stevenson (2020).

BBC (2017); Maglaras et al. (2018, 42).
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care33 might have been prevented had the operators dedicated resources and patched
(and thus immunized) the computer systems prior to the incident.3* Lack of diligence is
certainly not unique to this example; it can also be observed in other jurisdictions and
critical infrastructure sectors.3> According to Microsoft, 71% of industrial control systems
rely on outdated versions of the Windows operating system that are no longer regularly
updated with security patches by Microsoft.3®

Unpredictability of effects, including their reach. The interdependencies between critical
infrastructure is a well-documented phenomenon, and cyber incidents can have unpre-
dictable and wide-reaching negative consequences, stretching well beyond the territorial
borders of one country. The effect of such interdependencies can be seen in the Novem-
ber 2006 failure of the electric grid element in Germany, which resulted in power short-
agesin 20 countries in Europe and beyond, impacting around 15 million households.3” Al-
though this incident was not a result of a cyber operation, it is illustrative of the potential
widespread disruption cyber operations against critical infrastructure could cause.

33
34
35
36
37

Ghafur et al. (2019).

Morse (2017).

See, for example, US DOE (2019).
Microsoft (2020, 31).

Van der Vleuten & Lagendijk (2010).
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1.4 PROTECTING CRITICAL INFRASTRUCTURE: THE INTRODUCTION OF NORMS

All the factors described in the preceding section point to the need for international collabo-
ration to prevent or mitigate malicious cyber operations aimed at critical infrastructure. One
approach the international community has been pursuing in the past decade to secure criti-
cal infrastructure, elevate (inter)national security and prevent possible devastation and harm to
human beings is centred on norms of responsible behaviour in cyberspace.3®

To “reduce risks to international peace, security and stability”3® and, in particular, to minimize
the impact of malicious cyber operations against critical infrastructure, the 2015 GGE proposed
three specific norms of responsible State behaviour in cyberspace, elaborating the expecta-
tions of the behaviour of States in relation to the security of critical infrastructure in the cyber
era. These norms indicate that States should:

- Refrain from conducting cyber operations against critical infrastructure under a foreign
jurisdiction

- Protect their own critical infrastructure from malicious cyber operations

- Consider international cooperation in the event of a malicious cyber operation against
critical infrastructure 4°

—OTHER NORMS OF RESPONSIBLE STATE BEHAVIOUR IN THE
CONTEXT OF CRITICAL INFRASTRUCTURE

The fact that the international community puts critical infrastructure protection at the top of
the list of international cybersecurity concerns is evident also from the emergence of similar
or related norms envisioned and promoted by various consortiums. For instance, members of
the Paris Call for Trust and Security in Cyberspace pledged to work together, in the existing
forums and through the relevant organizations, institutions, mechanisms and processes, to
assist one another and implement cooperative measures, notably to prevent and recover from
malicious cyber activities that threaten or cause significant, indiscriminate or systemic harm
to individuals and critical infrastructure.* These norms would help bridge the digital divide, ex-
emplify good neighbourliness, increase the effectiveness of incident responses*? and gener-
ally contribute to the stability and security of the interconnected world. This is especially so if
the critical element of the infrastructure stretches beyond the borders of one nation, as is the
case with international or supranational critical infrastructure,* such as the public core of the
Internet.*

38 Technological solutions, international law, capacity-building and confidence-building measures, and so on, also play
an important role, although the exploration of these is beyond the scope of this report. See, for example, Baker et al.
(2020, 503); Gusev (2020, 314); UNGA (2015b, V).

39 UNGA (2015b, para. 10).

40 UNGA (2015b, para. 12(f)-(h)).

41 Ministry of Europe and Foreign Affairs, France (2018).

42 NIST (2012, 45).

43 OEWG (2020, 17).

44 Government of the Netherlands (2017; 2020, 2).
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1.5 DEFINING THE SCOPE OF THIS REPORT

While the three norms included in the 2015 GGE report, and described above, are interconnect-
ed and mutually reinforcing, this report focuses on the issue of international assistance and
more specifically on how States can be better prepared to request or respond to such assis-
tance when necessary.

Although a wealth of research on critical infrastructure protection exists,*> the international as-
sistance and mitigation requirements in the context of critical infrastructure protection have
not been recorded, especially not in the context of the relevant GGE norm. While the focus of
this norm is on the response to malicious ICT acts against critical infrastructure, its implemen-
tation relies on a series of actions and activities at the national, regional and international levels
undertaken before and after the incident takes place. Such activities, which are discussed in
detail throughout the report, are summarized in Figure 1.

Many of the actions and activities discussed in this report are relevant to achieving an en-
hanced national capacity to prevent, mitigate and respond to or recover from malicious cyber
acts against critical infrastructure. However, the focus of the report remains on the modalities
of international cooperation, and as such the measures described do not cover the whole range
of factors to consider in the broader context of cyber capacity development. In particular, the
report does not discuss the preventive measures States could put in place in order to avoid the
cyber incident from materializing in the first place.

FIGURE 1:
Actions suggested by this report to ensure operationalization
of the analysed GGE norm

45 See, for example, ENISA (2020a).
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2. Implementing the norm: national
preparatory actions

Operationalization of the GGE norm requires the development of enabling national structural
frameworks in advance of any potential malicious cyber event to ensure a sufficient level of
preparedness. As such, States should adopt a general definition of critical national infrastruc-
ture, identify qualifying (sub)sectors and compile a list of relevant assets; they should also
establish domestic crisis resolution networks.

States seeking guidance on the process of defining critical national infrastructure, sectors and
assets can make use of various assistance programmes,*® guiding documentation*’ and collec-
tions of existing national good practices*® compiled by international organizations.

2.1 WHICH INFRASTRUCTURE IS IN FACT CRITICAL?

It is every State’s sovereign prerogative to determine the scope of critical infrastructure. Not
only does this align with the principle of sovereignty in international law but it has also been ex-
plicitly confirmed by United Nations Security Council resolution 2341, affirming that “each State
determines what constitutes its critical infrastructure”.*®

That said, infrastructure may be classified as critical on the basis of its purpose, on the basis
of the effects of a disruption to the assets or services that the infrastructure enables, or on
the basis of a hybrid of the two principles.>® Several regional attempts to specify the scope of
critical infrastructure have been proposed and may provide guidance to States. For instance,
the Agreement on Cooperation in Ensuring International Information Security between the
Member States of the Shanghai Cooperation Organization defines critical infrastructure as
encompassing “facilities, systems and institutions of the state, the impact on which may have
consequences directly affecting national security, including the security of an individual, society
and the state”.> Similar general definitions of the concept are provided by other international
and regional frameworks, such as the Organization of American States’ Declaration on Protec-
tion of Critical Infrastructure from Emerging Threats®? and the African Union Convention on
Cyber Security and Personal Data Protection.>3

46 See, for example, CICTE (2015, para. 9)

47 OECD (2008b); Suter (2007).

48 UNCTED & UNOCT (2018).

49 UNSC (2017, 2). The national prerogative has been adopted by certain regional frameworks, such as African Union
(2014, art. 24). See also, for example, ITU (2010).

50 UNCTED & UNOCT (2018, 58).

51 Shanghai Cooperation Organization (2009, 10).

52 CICTE (2015, para. 11).

53 African Union (2014, art. 1).
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2.2 DESIGNATING RELEVANT SECTORS AND SUBSECTORS

Following the adoption of a definition, States should designate qualifying sectors (and pos-
sibly, subsectors) that are to be considered critical national infrastructure. While the defini-
tions of critical infrastructure will probably exhibit a degree of coherence among nations, the
lists of sectors designated as critical will undoubtedly be different.

Sectors considered critical are often those whose disruption would likely lead to human harm,
widespread material damage, and economic and social instability. In this context, sectors such
as energy, finance, water and food supply, transportation, ICT, and government are likely to be
considered critical by most States.>* However, sectors such as tourism may be identified as crit-
ical only by a selection of States whose economies heavily rely on those sectors.>®

2.3 COMPILING AND MAINTAINING A LIST OF CRITICAL ASSETS

States should compile and maintain a list of national critical assets. This list should include
specific entities or assets that enable the functioning of the previously determined critical (sub)
sectors. Taking into account the sensitive nature of such a list due to its potential national se-
curity implications, States should ensure proper communication and information-sharing with
relevant parties, including the asset owners or managers. The list should also be organized into
different priority groups based on the vulnerability of the assets and the gravity of the impact
the malfunctioning of one would have. The list can also include assets qualifying as international
critical infrastructure, located outside the jurisdiction of a particular State yet considered to be
critical to the functioning of its society. It is imperative that States regularly review their lists of
critical assets, along with priority group allocations, to remain abreast of changing national cir-
cumstances as well as the evolving cyber threat landscape.>®

FIGURE 2:
Theoretical structure of national critical infrastructure
(sectors, subsectors, assets), showing interdependencies

54 See, for example, Federal Office for Civil Protection, Switzerland (2020).
55 See, for example, Republic of Mauritius (2014, 11).
56 Global Cyber Security Capacity Centre (2016).
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There may be interdependencies among certain assets. If, for instance, a cyber operation dis-
ables a specific high-voltage power transition facility, it is likely that assets belonging to a dif-
ferent sector will be severely affected, perhaps even disabled, in the absence of appropriate
redundancies.

FIGURE 3:

Example structure of national critical infrastructure,
showing sectors, assets and interdependencies

Inherent progress, consequential deflation of the prices of technology and the rapid digitaliza-
tion processes accelerated by the COVID-19 pandemic are driving the increase in the number
of assets considered critical, therefore expanding the scope of critical infrastructure. However,
States should avoid the temptation of stretching the concept of critical national infrastructure
beyond its limits: the more extensive the defined scope of critical infrastructure, the more ex-
tensive the strategic investment generally required by the government, as well as by critical
infrastructure operators, to protect that infrastructure.>” For this reason, States should consider
limiting the concept of critical infrastructure to the assets and sectors that are truly vital to the
well-being of society.

57 This report does not address the operationalization of the norm suggesting that States invest in protecting their
critical infrastructure. Many attempts to outline the protection of critical infrastructure exist. See, for example,
Federal Ministry of the Interior, Germany (2009); OECD (2008a).
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2.4 ESTABLISHING DOMESTIC CRISIS RESOLUTION NETWORKS

In addition to defining the concept of critical infrastructure, States should consider estab-
lishing multi-stakeholder crisis resolution networks among the relevant domestic actors.
These should be inclusive in nature and actively engage State entities and representatives of
the private sector, inter alia, critical infrastructure operators, private computer emergency re-
sponse team and other competent actors willing and able to contribute to the successful res-
olution of a cyber incident affecting critical infrastructure at home or abroad. Additionally, this
type of networks could also contribute to prevention efforts.

Aside from the established communications channels, documented lean domestic protocols
and procedures allowing for a swift flow of information from the critical infrastructure opera-
tor or national competent authority (for example, a computer emergency response team) to a
national point of contact are necessary for the effective issuance of a request for international
assistance or mitigation. Much like the collaborative entities in the international arena, domestic
stakeholders should be familiar with the agreed protocols and processes.>®

58 Similar suggestions are made in UNCTED & UNOCT (2018, 58).
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3. Implementation through international
community engagement

In addition to the internal efforts to establish domestic crisis resolution networks, the efficien-
cy, effectiveness and timeliness of international cooperation in response to a malicious ICT act
against critical infrastructure would benefit from the following actions at a regional and interna-
tional level:

- Increased transparency and information-sharing on the subject of critical infrastructure,
including on definitions and scope

- Establishment of dedicated channels for communication among clearly identified points
of contact

- Development of protocols and procedures to support information flows across national
and international communication channels

- Regular regional and international exercises to test the correct functioning of the net-
works of points of contact, protocols and procedures

3.1 TRANSPARENCY AND INFORMATION-SHARING

States should practice transparency and foster regular exchange of information pertaining
to the national conceptualizations of critical infrastructure. To that end, the 2015 GGE urged
States to subscribe to the “voluntary provision by States of their national views of categories of
infrastructure that they consider critical and national efforts to protect them, including informa-
tion on national laws and policies for the protection of data and ICT-enabled infrastructure”.>® In-
formation-sharing is one of the key enablers for international cooperation, assistance and miti-
gation in the context of critical infrastructure being disrupted by a malicious cyber operation. It
not only supports States in better communicating their needs in times of crisis but also enables
a better assessment of the required response by States receiving requests for assistance (or
mitigation).

Various regional and international repositories exist to facilitate this exchange of information.
One such project is UNIDIR’s Cyber Policy Portal,° a digital repository of the national cyberse-
curity policy landscape across United Nations Member States, regional intergovernmental or-
ganizations and multilateral frameworks. Another example is the National Cybersecurity Strat-
egies Repository, maintained by the International Telecommunication Union.%!

59 UNGA (2015b, para. IV(d)).
60 www.cyberpolicyportal.org
61 ITU (2020).
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3.2 SINGLE POINTS OF CONTACT

Established and institutionalized communication channels among the relevant members of the
international community will help ensure the effective and swift flow of information in the event
of a disruption of a member’s critical infrastructure. The international community should aim
to establish a global network of single points of contact within the competent national en-
tities, authorized to communicate with their international counterparts when the situation
calls for it.62 An example of such a network is the list of single points of contact established by
the European Union NIS Directive,®® which is regularly updated and freely available online.®*

The 2015 GGE report recommended that States consider establishing the directory of points
of contact “at the policy and technical levels.”®®> During the debate of the Open-ended Working
Group on developments in the field of information and telecommunications in the context of
international security (OEWG) in February 2020, several delegations®® spoke in favour of estab-
lishing a global list of points of contact but did not take a unified position on the nature or com-
petence of the entities in this directory. Some delegations argued in favour of political points
of contact; others preferred a list with multiple points of contact representing computer emer-
gency response entities, law enforcement and other relevant stakeholders.?” The final OEWG
substantive report included arecommendation that States establish a global directory of points
of contact.®®

Assistance and mitigation can take a multitude of other, non-technical forms.®® However, to
reduce the risk of confusion and uncertainty at times of crisis, it is suggested that any future
list of points of contact include only the officially endorsed national entities with adequate
technical and operational knowledge to either request or facilitate international assistance and
mitigation.

62 Proceedings of the Multi-stakeholder Dialogue on Operationalizing Cyber Norms: Critical Infrastructure Protection, 3
July 2020 [on file with the author]. The idea has also been advanced by the 2015 GGE report: see UNGA (2015b, IV
(@)

63 EU (2016, art. 8).

64 EC (2020). See also G-7 (2019); OSCE Permanent Council (2013, art. 8). Although in a slightly different, narrower
context, the Convention on Cybercrime also requires States to designate national points of contact in order to
facilitate the fight against cybercrime. See CoE (2004, art. 35).

65 UNGA (2015b, para. 16(a)).

66 Argentina, Australia, Brazil, Canada, Chile, Colombia, Ecuador, Estonia, France, Ghana, Malawi, Malaysia, Mexico, New
Zealand, Russian Federation, Slovenia, Switzerland and Syrian Arab Republic (Gavrilovi¢, 2020).

67 Gavrilovic (2020).

68 OEWG (2021, para. 51).

69 See section 4.3.
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3.3 CONDUCTING (INTER)NATIONAL CYBERSECURITY EXERCISES

Successful international cooperationis conditioned by functional crisis resolution networks and
by effective protocols and communication channels. It is therefore suggested that States regu-
larly conduct national and international cybersecurity exercises that will test their capacity to
communicate, or respond to, requests for assistance and mitigation.

National cybersecurity exercises will evaluate and strengthen the preparedness of domestic
crisis resolution networks and their capacity to relay appropriate requests for assistance and
mitigation to other States. Additionally, such exercises will strengthen capacity to assist another
State in the event of a cyber operation against critical infrastructure.”

International cybersecurity exercises also assist in building the capacity of States to effec-
tively communicate a call for assistance or mitigation but particularly to strengthen the chan-
nels of communication among the points of contact, as well as the international protocols and
procedures used. In addition to this, international cybersecurity exercises also facilitate confi-
dence-building among States. The International Telecommunication Union, for example, regu-
larly assists States in conducting regional cybersecurity exercises.”

70 OAS (2021) and OSCE (2018), for example, support States in conducting national cybersecurity exercises.
71 ITU (2021).
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4. Responding toacyberincidentinthe context
of the norm

As it stands, the GGE norm calling for international cooperation in an effort to stop a malicious
cyber operation against critical infrastructure indicates no expectations of due diligence and no
requirement for the international community to proactively communicate with the State affect-
ed. According to the norm, the State whose critical infrastructure has been targeted by a cyber
operation bears the responsibility of issuing an appropriate request for assistance or mitigation.

In this context, to ensure the operationalization of the norm, it has to be established what re-
quests constitute “appropriate requests for assistance [or mitigation] by another State whose
critical infrastructure is subject to malicious ICT acts”.”?

4.1 BEST PRACTICES GUIDING INTERNATIONAL COMMUNICATION

Points of contact should follow commonly recognized protocols and processes in their inter-
action. Given the challenges of creating universal protocols and processes for communication,
States should follow existing best practices pertaining to incident reporting in the interna-
tional and national contexts. This will allow for optimal communication between the parties
involved and therefore facilitate efficient incident resolution.

The European Union Agency for Cybersecurity’s Good Practice Guide on Incident Reporting”?
and the US Computer Emergency Readiness Team’s Federal Incident Notification Guidelines’
serve as examples of incident reporting frameworks that could be leveraged for this purpose.
Examples of technical protocols that could be used in the same context include the Information
Exchange Policy 2.0 and the Traffic Light Protocol, both published by the Forum of Incident Re-
sponse and Security Teams.”

In addition, an appropriate request for assistance and mitigation should include not only infor-
mation about the incident but also specific suggested actions to be taken by the State to which
the request is addressed.

4.2 INCLUSIVE, MULTI-STAKEHOLDER APPROACH TO RESPONDING

All States engaged in the cooperative thwarting of a malicious cyber operation against critical
infrastructure should use the previously mentioned domestic multi-stakeholder crisis reso-
lution networks and lean on the mitigation expertise provided by the State and by relevant
non-State actors. The private sector possesses a wealth of cybersecurity expertise and often
controls relevant critical infrastructure technologies. As such, any attempts of crisis resolution

72 UNGA (2015b, IlI: para. 13 (h)).
73 ENISA (2009).

74 US-CERT (2015).

75 FIRST (2019).
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without the involvement of the private sector are likely to achieve suboptimal results.”®* Once
again, it is important that States invest in establishing national networks of collaboration and
crisis resolution, with well-defined communication channels and clear roles and responsibilities
of the network members.

4.3 THEDIFFERENCE BETWEEN ASSISTANCE AND MITIGATION

As stipulated by the norm in question, States should respond to “appropriate requests for as-
sistance” or “appropriate requests to mitigate malicious ICT activity aimed at the critical infra-
structure of another State”.”” States that receive requests for assistance or mitigation are not
expected to act beyond their means; they are simply expected to do their utmost to provide
aid, with the resources available at the time. But what is the difference between assistance and
mitigation?

First, when the origin of a cyber operation cannot be determined or when a cyber operation is
emanating from the infrastructure of a State other than the one receiving the request, States
asked to assist are urged to provide any help or support they can to minimize the undesired
consequences of the malicious cyber operation against critical infrastructure. States canalso
provide assistance with terminating the cyber operation or hardening the computer network
systems of the affected critical infrastructure. The aid can be supplied in various forms and is
not limited to technical assistance. If a cyber operation, for instance, hinders the production of
electricity in a particular State, this State can request assistance in the form of an additional
supply of electricity. When assistance is requested, it is the State affected by the cyber oper-
ation that is expected to stipulate the needs or specify the request, including the extent and
methods of assistance. It isimportant that the interacting and cooperating States communicate
and actin good faith and within the boundaries of the international legal principle of sovereignty
and the resulting obligations.

Second, if the request is submitted to the State from which the malicious cyber operation is
believed to originate (the State of emanation), that State should respond by attempting to miti-
gate the cyber operation itself. Mitigation, compared with assistance, appears to be a narrower
concept and refers to the act of limiting”® the cyber operation against the critical infrastructure.
As such, mitigation is largely reserved to actions of a technical nature and related to the cyber
operation itself. In this context, States of emanation are expected to take reasonable meas-
ures to either terminate or minimize the propagation of the underlying malicious code. Al-
though narrower in its scope than assistance, mitigation points to the important role that States
of emanation have in limiting the propagation of the cyber operation and its resulting havoc.
Mitigation and assistance are not mutually exclusive; a State asked to mitigate a cyber opera-
tion originating from its territory could also be providing assistance.

That being said, the norm does not account for the role of States of transit, whose infrastructure
may be an important enabling link in the chain of the malicious operation and who will thus po-

76 See, for example, ITU et al. (2018, 44).
77 UNGA (2015b, para. 13(h)).
78 ICJ (1997, para. 80).
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tentially also be in a position to mitigate the cyber operation against another State’s critical in-
frastructure. The role of transit States could be further analysed by the international community
as it continues to advance discussions on norms of responsible State behaviour in multilateral
forums.

Third, assistance and mitigation efforts should not be centred on the issue of technical attri-
bution. In the immediate response to a cyber operation against critical infrastructure, activi-
ties aimed at discovering the culprit should only be conducted to the extent that they limit the
damage of the ongoing cyber operation. This does not mean that the actors joined in this collab-
orative response should neglect any digital evidence discovered during the incident resolution
phase; such evidence could prove useful at a later stage and allow them to take measures in
accordance with domestic criminal law or the international law of State responsibility. Never-
theless, by no means should attribution become the central effort of the cooperating parties,
as it may derail them from the primary goal of the cooperation - to stop the propagation of the
cyber operation and minimize its undesired consequences.
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Conclusion

To minimize the impact of threats to critical infrastructure, the international community seeks
to promote peace and security through voluntary norms of responsible State behaviour in cy-
berspace. In 2015, the United Nations General Assembly adopted a set of norms developed by
the GGE, promoting, inter alia, cooperation among States in the case of a disruptive cyber oper-
ation against critical infrastructure, stating that States should respond to appropriate requests
for assistance or, in certain cases, mitigation by another State whose critical infrastructure is
subject to malicious ICT acts.

To facilitate and support States in the implementation of that norm, this report elaborated
the scope and content of the norm, clarifying the normative expectations, State practice, and
emerging good practices pertaining to the norm. Specifically, the report suggests that States:

- Define critical infrastructure, including (sub)sectors and a database of qualifying assets
- Establish domestic, multi-stakeholder crisis resolution mechanisms

- Share information on the conceptualization of critical infrastructure with the internation-
al community

- Aim to establish a global network of contact points
- Regularly conduct (inter)national cybersecurity exercises

- Follow best practices related to communication when submitting or responding to a
request for assistance or mitigation

- Do their utmost to provide assistance to the affected State in whatever form requested
and, if recognized as a State of emanation of a malicious cyber operation, do their utmost
to mitigate the operation itself

Several aspects of the norm, however, remain to be further elaborated by the international com-
munity. Accordingly, States should continue expounding their views on the operationalization of
the norm or providing additional layers of understanding by sharing good practices and experi-
ences with implementing the norm.

Furthermore, the international community should consider exploring the role of transit States
as it reflects on the implementation of the current normative framework, paying particular at-
tention to transit States’ potential to contribute to mitigation efforts in the event of a cyber op-
eration against critical infrastructure.

The international community should also consider elaborating the concept of international or
transnational critical infrastructure and define the expectations towards different States in mit-
igating the malicious cyber operations aimed at such infrastructure.

Lastly, the international community should consider how to leverage current and future capac-
ity-building efforts’® in order to strengthen the national capabilities of individual States, ena-
bling them to protect their own infrastructure as well as to mitigate a malicious cyber operation
aimed at another State’s critical infrastructure or to assist the State in need.

79 UNGA (2015b, para. 23).
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