
STRENGTHENING SHARED 
UNDERSTANDING ON 

THE IMPACT OF THE ATT 
IN ADDRESSING RISKS 

OF DIVERSION IN ARMS 
TRANSFERS 

A COMPENDIUM OF KEY RESOURCES AND TOOLS



2

ABOUT THE RESEARCH

'Strengthening shared understanding on the impact of the Arms Trade Treaty (ATT) in addressing risks of diversion in 
arms transfers' is a joint research initiative by the United Nations Institute for Disarmament Research (UNIDIR), Conflict 
Armament Research, and the Stimson Center (jointly referred to as the Consortium). Through a series of Issue Briefs 
and dialogue events, the objective of the initiative is to enhance knowledge and facilitate dialogue among States to 
strengthen shared understanding on the impact of the ATT in addressing risks of diversion in arms transfers, and to 
identify options and avenues for more effective policies and practices under the Treaty moving forward. The Consortium 
highlights challenges for preventing diversion and generates ideas to strengthen counter-diversion measures. It seeks to 
contribute to efforts to tackle diversion risks associated with poorly regulated arms transfers at the national, regional and 
multilateral levels. Our research is intended to inform the development of good policies and practices to counter diver-
sion within the framework of the ATT and other relevant multilateral and regional instruments. The research is funded by 
the Governments of France and Germany. 

THE COMPENDIUM

During 2020–22, the Consortium, produced three Issue Briefs. In addition, at the Eighth Conference of States Parties to 
the ATT (ATT CSP8), the Consortium launched a new Counter-Diversion Assessment Tool1 that can assist States Parties 
in examining the existence and efficacy of an enabling environment to counter diversion, as well as a report containing 
the findings of an initial assessment of the ATT's impact on progress made by States Parties in implementing appropriate 
measures to address diversion risks.

This Compendium presents key findings, recommendations, resources and tools from the 4 publications mentioned 
above. Video recordings of the nine virtual dialogue events and three diversion case studies produced by the Consortium 
as of August 2022 can also be found on the partner organisations' websites.2 
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research partner until June 2021.
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THE ARMS TRADE TREATY: 

OBLIGATIONS TO PREVENT THE 

DIVERSION OF CONVENTIONAL ARMS
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EXTRACTS FROM 
ISSUE BRIEF #1

PURPOSE OF THE FIRST ISSUE BRIEF 

The first ATT Issue Brief examines the legal obligations of States Parties under the ATT to prevent, detect and eradicate 
the diversion of conventional arms transfers, including arms already transferred. This Issue Brief does not explore in de-
tail the examples of practical measures to address diversion included in the provision of the Treaty as these are addressed 
in a related paper. 

The ATT does not define diversion, nor does it specifically define any of the other key terms used in its provisions. Nev-
ertheless, the interlocking provisions of the Treaty do provide indications of how States Parties can interpret their inter-
national legal responsibilities regarding diversion in order to implement them at the national level. It is argued in this 
Issue Brief that such analysis by States Parties requires consideration not only of the ATT's core provision on diversion, 
namely Article 11, but also the Treaty's object and purpose, its scope and other key provisions, especially its prohibitions. 
Additionally, the analysis should take into account the relevant obligations in various international agreements that ATT 
States Parties have each entered into, in particular those relating to the transfer and illicit trafficking of conventional 
arms. In doing so, States Parties can address the shortcomings of basing a definition of 'diversion' entirely on the notion 
of 'authorisation' by one or more States involved in the transfer. Using these relevant international legal frameworks, 
States can also consider elements for a definition of an act of 'diversion' to develop in their national legislation, regula-
tions and administrative procedures.



4

7 Brian Wood, 'The Arms Trade Treaty: Obligations to Prevent the Diversion of Conventional Arms', Issue Brief no. 1, United Nations Institute for 
Disarmament Research with Conflict Armament Research, Small Arms Survey, Stimson, 2020, p. 33, https://unidir.org/publication/arms-trade-treaty-
obligations-prevent-diversion-conventional-arms.

8 Control lists for the most significant conventional arms export states have been developed in the Wassenaar Arrangement. These are updated 
regularly and can be found at https://www.wassenaar.org/control-lists/.

BOX 1. A DESCRIPTION OF DIVERSION

The ATT does not contain formal definitions of its key terms and therefore the precise meaning of diversion 
has to be derived from established international and national law and practice. To support the efforts of States 
Parties to implement the ATT provisions regarding the diversion of conventional arms, the first Issue Brief 
reviewed relevant international standards to elaborate key elements for a description of diversion as follows.7 

For the purposes of the ATT, 'diversion' is the rerouting and/or the appropriation of a transfer or of already 
transferred conventional arms or related items contrary to relevant national and/or international law lead-
ing to a potential change in the effective control or ownership of the arms and items.

Instances of such diversion can take various forms:

a An incident of diversion can occur when the items enter an illicit market, or when redirected to an un-
authorised or unlawful end user or for an unauthorised or unlawful end use. 

b The rerouting and misappropriation of the items can take place at any point in the transfer chain, includ-
ing the export, import, transit, trans-shipment, storage, assembly, reactivation or retransfer of the items.

c The transaction chain facilitating a change of effective ownership and/or control can involve various 
forms of exchange, whether directly negotiated or brokered – grant, credit, lease, barter, and cash – at 
any time during the life cycle of the items.

7

BOX 2. THE SCOPE OF ARTICLE 11

The obligations and measures to tackle diversion under the ATT apply to conventional arms covered by 
Article 2(1) of the Treaty. Ammunition/munitions and parts and components are not explicitly mentioned, 
but the largest arms exporting States Parties already apply their national control lists to the broadest range 
of conventional arms, ammunition, and other technologies with military applications.8 This is encouraged 
under Article 5(3) of the ATT. Moreover, under international agreements to which they are also party, most 
State Parties have accepted obligations to prevent the diversion of such items.

National legislation and regulations to address diversion must also define which activities of the interna-
tional trade are subject to the national arms control system. ATT Article 2(2) states that "for the purposes 
of this Treaty, the activities of the international trade comprise export, import, transit, trans-shipment and 
brokering, hereafter referred to as 'transfer'". Excluded from the activities constituting a 'transfer' are the 
movement of conventional arms beyond the borders of a State Party to its armed forces or law-enforce-
ment authorities operating outside national borders, provided the arms remained in the ownership of that 
State Party, as provided for in Article 2(3).

8  C

https://unidir.org/publication/arms-trade-treaty-obligations-prevent-diversion-conventional-arms
https://unidir.org/publication/arms-trade-treaty-obligations-prevent-diversion-conventional-arms
https://www.wassenaar.org/control-lists/


Article 11 (paragraphs) Examples of 
closely related 
ATT Articles

What type of action to 
take? (obligation or en-
couraged practice)

Transfer stage Which States Parties are 
obliged or 
encouraged to act?

What type of systemic and practical 
measures are listed in Article 11?

11(1) Each State Party involved in the transfer of conventional 
arms covered under Article 2(1) shall take measures to prevent 
their diversion.

5, 6, 7, 8, 9, 10, 12, 14 Prevent (obligation) All All States Parties Type of measures not specified

11(2) The exporting State Party shall seek to prevent the 
diversion of the transfer of conventional arms covered under 
Article 2(1) through its national control system, established in 
accordance with Article 5(2), by assessing the risk of diversion 
of the export and considering the establishment of mitigation 
measures such as confidence-building measures or jointly 
developed and agreed programmes by the exporting and 
importing States. Other prevention measures may include, 
where appropriate: examining parties involved in the export, 
requiring additional documentation, certificates, assurances, 
not authorising the export or other appropriate measures.

5(2), 7(1), 7(5), 7(7), 
8(1), 10, 15(4)

Prevent, including by considering 
risk mitigation (obligation)

Consider specific measures to 
prevent, including mitigation 
(encouraged practice)

Before Exporting and importing States 
Parties involved in the transfer 
chain

Systemic risk assessment measures; practical 
measures for prevention and risk mitigation; 
practical measures for bilateral cooperation and 
information exchanges

11(3) Importing, transit, trans-shipment and exporting States 
Parties shall cooperate and exchange information, pursuant 
to their national laws, where appropriate and feasible, in order 
to mitigate the risk of diversion of the transfer of conventional 
arms covered under Article 2(1).

7(6), 7(7), 8(3), 9, 
15(4)

Cooperate with other States 
involved in the transfer 
to mitigate diversion risk 
(obligation)

Before; during Exporting, importing, transit/
trans-shipment States Parties 
involved in the transfer chain

Systemic risk assessment measures and practical 
risk mitigation measures; practical measures for 
bilateral cooperation and information exchange

11(4) If a State Party detects a diversion of transferred 
conventional arms covered under Article 2(1), the State Party 
shall take appropriate measures, pursuant to its national laws 
and in accordance with international law, to address such 
diversion. Such measures may include alerting potentially 
affected States Parties, examining diverted shipments of 
such conventional arms covered under Article 2(1), and 
taking follow-up measures through investigation and law 
enforcement.

14, 15(5) Detect and address (obligation)

Consider specific measures to 
detect and address (encouraged 
practice)

All All States Parties Systemic and practical measures for detection, 
investigation, and prosecution; systemic and 
practical measures for bilateral cooperation and 
information exchange

11(5) In order to better comprehend and prevent the diversion 
of transferred conventional arms covered under Article 2(1), 
States Parties are encouraged to share relevant information 
with one another on effective measures to address diversion. 
Such information may include information on illicit activities 
including corruption, international trafficking routes, illicit 
brokers, sources of illicit supply, methods of concealment, 
common points of dispatch, or destinations used by organised 
groups engaged in diversion.	

7(1), 8(1), 8(3), 9, 10, 
13(2), 15(4), 15(6)

Comprehend and prevent 
(encouraged practice)

All All States Parties Practical measures for bilateral cooperation 
and information exchanges; systemic measures 
for multilateral cooperation and information 
exchange

11(6) States Parties are encouraged to report to other 
States Parties, through the Secretariat, on measures taken in 
addressing the diversion of transferred conventional arms 
covered under Article 2(1).

13(2) Report (encouraged practice) All All States Parties Practical measures for bilateral cooperation 
and information exchange; systemic measures 
for multilateral cooperation and information 
exchange

TABLE 1. UNPACKING ATT ARTICLE 11 AND CLOSELY RELATED ATT ARTICLES

Note: In column 3, the distinction between an 'obligation' and 'encouraged practice' is based on treaty language. This table uses 'obligation' when the Treaty declares that States Parties 'shall' take measures and 'encouraged practice' where it 
'encourages States Parties' to take or consider measures. 
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PURPOSE OF THE SECOND ISSUE BRIEF 

The second Issue Brief is intended to support the efforts of ATT States Parties to implement treaty provisions to tackle 
diversion and help to achieve one of the main objectives of the Treaty, which is to "prevent and eradicate the illicit trade 
in conventional arms and prevent their diversion". 

In order to achieve the objective, this Issue Brief approaches the issue of identifying effective measures to deal with di-
version, consistent with the ATT's provisions, in two broad inter-connected ways: 

Systemic Measures: mechanisms or comprehensive arrangements that are established and maintained for national 
control systems and international cooperation to prevent, detect, address, and eradicate diversion; and

Practical Measures: specific actions taken to prevent, detect, address, and eradicate diversion before, during, and 
after an international arms transfer has taken place. 

This Issue Brief examines treaty provisions and materials developed by ATT States Parties to support the implementation 
of Article 11 and related provisions, including the paper from the ATT Working Group on Effective Treaty Implementa-
tion (WGETI) on 'Possible Measures to Prevent and Address Diversion' [Paper on Possible Measures], in order to achieve 
two main objectives. First, the Brief provides detailed information and guidance on systemic and practical measures to 
prevent and address diversion that are already undertaken by ATT States Parties, which others may adopt, be required to 
adopt, or could develop further. Second, the Brief presents a potential analytical framework for examining/assessing the 
application by ATT States Parties of various systemic and practical measures designed to prevent, detect, address, and 
eradicate diversion. This framework can help to determine the direct and indirect impact of applying these measures to 
achieve the object and purpose of the Treaty.

THE ARMS TRADE TREATY: MEASURES TO PREVENT, 

DETECT, ADDRESS AND ERADICATE THE DIVERSION 

OF CONVENTIONAL ARMS

EXTRACTS FROM 
ISSUE BRIEF #2
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DIVERSION RISK INDICATORS

There is no internationally agreed upon common list of indicators to assess the risk of diversion of a potential arms ex-
port in any particular case. Since the 1990s, several multilateral export risk assessment guidelines to prevent proliferation 
have been developed that include diversion risk indicators. For example, in 1998 the participating States of the Was-
senaar Arrangement adopted the Elements for Objective Analysis and Advice Concerning Potentially Destabilising Ac-
cumulations of Conventional Weapons, which presents a series of questions to be addressed by national arms export li-
censing authorities when confronted with an application for an authorisation to export conventional arms. The Elements, 
which were updated in 2004 and again in 2011, call on States to consider a range of factors when determining whether 
there is a risk of diversion to unauthorised end use or end users, or to the illicit trade. Recommended key questions are 
posed for a more comprehensive assessment of whether the export would contribute to a potentially destabilising ac-
cumulation of conventional weapons, taking into account regional stability, the political, economic, and military status of 
the prospective importing State, and its record of compliance with transfer controls, among other issues. 

In addition, the European Union's User's Guide to Council Common Position 2008/944/CFSP defining common rules 
governing the control of exports of military technology and equipment provides recommended questions to help EU 
member States conduct export risk assessments, including assessing the risk of diversion. The latest version of the User's 
Guide notes that the risk of diversion needs to be considered as part of a holistic risk assessment of an arms export. It 
provides a list of questions that national export control authorities should ask in order to assess the risk of diversion 
when considering an application to export conventional arms and military equipment. 

Building on these multilateral efforts, the box below in this Issue Brief proposes a series of diversion risk indicators and 
questions in four main areas that national authorities of ATT States Parties can incorporate into their diversion risk as-
sessments for a potential export. The four main areas are:

The importing State's requirements and its capacity to control transferred conventional arms;

Risks associated with the type of conventional arms and related items;

Legitimacy and reliability of the intended end user/end use of the export; and

Legitimacy and reliability of the other entities involved in the transfer of the proposed export.

These four areas and a list of suggested questions to ask in regard to these risk indicators are further elaborated in the 
box below. The references to conventional arms may also apply to other items included in a national control list, such 
as ammunition/munitions fired, launched or delivered by the conventional arms, and to parts and components where 
the items to be exported are covered by the State's national control list. The list does not imply a fixed order of priority 
among the questions and answers to be taken into account because priorities may change depending on the specific 
case under consideration. Nevertheless, the predictability and reliability of the importing State, the ultimate end-user 
and the other actors involved with regard to their record of diversion and ability to manage the particular conventional 
arms and related items proposed for export should form a basic starting point for any diversion risk analysis.
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BOX 3. EXAMPLES OF DIVERSION RISK INDICATORS AND QUESTIONS TO 
ASK

(a) The Importing State’s Requirements and its Capacity to Control Transferred 
Conventional Arms

The quantities involved in the State's accumulation of conventional arms may be inconsistent with its likely 
requirements, signaling a heightened danger of diversion. Moreover, if a potential importing State has 
a history of conventional arms diversion or it has inadequate regulation of arms transfers due to lack of 
capacity or corrupt practices, then the risk of diversion will be high and comprehensive prevention and 
mitigation measures will need to be put in place before authorising an export. The diversion of transferred 
conventional arms after delivery within the importing State can be distinguished from when imported con-
ventional arms are re-exported in breach of re-export restrictions imposed by the exporting State or by rel-
evant international legal obligations such as those in Article 6 of the ATT. Either form of diversion may take 
place as soon as an item has reached the point of import, but could also occur years after the initial entry 
of the conventional arms into the importing State. Diversion of transferred conventional arms after their 
delivery within the importing State can include cases where the imported arms are sold or given to another 
unauthorised entity in the importing State, or cases of theft or loss of the imported conventional arms, 
possibly leading to illicit circulation and also to cross-border trafficking of the conventional arms. Either 
way, the diverted conventional arms end up in the hands of unauthorised or illicit end users. Assessing such 
risks of diversion within or from the importing State may require consideration of a broad range of factors. 

Are the quantities of conventional arms involved in the proposed transfer inconsistent with the 
importing State's likely requirements?

Is the importing State's accumulation of conventional arms greater than that required by its  
legitimate defense and security interests?

Are similar conventional arms already in service in the importing State? Are they well maintained?

Are imported arms effectively managed in accordance with physical security and stockpile man-
agement standards such as those in the Modular Small-arms-control Implementation Compendium 
(MOSAIC) and the International Ammunition Technical Guidelines? Are there known cases of prob-
lems with the diversion of conventional arms and ammunition from national stockpiles in the import-
ing State?

Will the imported conventional arms create or contribute to a surplus? If yes, how and when will the 
surplus be safely disposed of in line with existing end-user commitments? 

Is the technological level of the equipment requested proportionate to the needs expressed by the 
importing State and to its operational capacity? 

Does the importing State have any history of diversion of conventional arms, including the non-
authorised re-export of surplus equipment to States of concern? 

Is the importing State bordering or affected by a State subject to multilateral sanctions including 
arms embargoes or experiencing armed conflict, internal tensions, terrorism, organised crime, or cor-
rupt practices that could give rise to diversion?

Is there an adequate system of laws and administrative procedures in place in the importing State to 
effectively regulate the movement, storage, possession and use of the exported conventional arms?

Does the importing State apply effective transfer controls encompassing dedicated control legisla-
tion and licensing arrangements that conform to international norms and relevant international arms 
control frameworks?

Does the importing State provide valid and credible end-use/end-user or retransfer assurances?
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Has the importing State agreed to include a provision in end-use/r documentation to grant the 
exporting State's national authorities the right to conduct on-site inspections of transferred conven-
tional arms after delivery as a confidence-building measure?

Are there sufficient trained personnel and infrastructural capacity in the importing State to effectively 
manage the quantity of transferred arms at points of delivery and storage?

Does the importing State assist other States in conformity with its responsibilities under international 
law by providing them with early warnings and by exchanging information regarding acts of arms 
trafficking, terrorism, organised crime, and other serious crime?

Are the conventional arms intended for use in United Nations or other international peacekeeping 
activity and, if so, what will be the destination of the conventional arms after participation in peace-
keeping activity has ended?

(b) Risks Associated with the Type of Conventional Arms and Related Items

Different types of conventional arms pose higher or lower risks of diversion. For example, the risk of diver-
sion would be higher if the proposed transfer appears to be of a type of conventional weapon inconsistent 
with the declared end use or the inventory of the potential recipient. Risks of diversion may also be higher 
if the conventional arms can be used by non-military persons or easily concealed and used for criminal 
activities, such as the use of firearms and their ammunition, as well as parts and components. Therefore, 
consideration could also be given to the risk of diversion for deactivated conventional arms that are not 
rendered inoperable and can be reactivated, or readily convertible weapons, such as acoustic expansion 
weapons and alarm pistols, which can be converted from blank to live fire and thus adapted for an unin-
tended end use. Other items, like man-portable air-defense systems (MANPADS), weapons with night vision 
equipment, and high explosives, have been identified by various States as types of materiel that are highly 
sought after by terrorist networks, armed opposition groups and organised criminals and thus subject to 
higher risks of diversion.

Would the exported conventional arms include sensitive technologies or parts and components that 
could be analysed and diverted to develop similar equipment?

Are the proposed types of conventional arms consistent with the importing State's existing inven-
tory? If not, is the proposed acquisition consistent with new procurement and/or mission plans for 
the end user?

Are the conventional arms of a type that can be easily used by non military agents or non-State 
actors?

Can the conventional arms be incorporated into other weapon or munitions systems?

Are the conventional arms easy to conceal, carry, and use in serious crime and therefore require 
enhanced risk assessment and mitigation measures? 

Are the conventional arms deactivated and, if so, is it permanent and irreversible so the item is ren-
dered inoperable, or can the deactivation be reversed?

Does the potential transfer include sensitive technology or machines and materials for production 
that, if diverted, would have a major impact on uncontrolled proliferation of such materiel?

If ammunition/munitions are being requested, can the importing State safely handle, store, and use 
that type of material? 

If components or spares are being requested, is the importing State known to operate the relevant 
system that incorporates these items? 
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(c) Legitimacy and Reliability of the intended End User/End Use of the Export

The competent authorities of the exporting and importing States should verify in advance of any final 
authorisation whether the intended end use is lawful, and if the ultimate end user of the exported conven-
tional arms or related items is legitimate and reliable. States should take particular care when considering 
exports to recipients that are neither governments nor their authorised agents. Even if the end user is a 
State agency and/or company whose arms-related activities are authorised and closely regulated by the 
authorities of the importing State, indications of unreliability may include a previous record of not honour-
ing certified end-use/user documents. Reliability is also dependent on whether the end user or receiving 
entity is known to have safe storage facilities and to keep comprehensive records. A previous involvement 
by the end user in criminal activity related to international trade, such as fraud or organised crime, or verifi-
able information from a United Nations or other credible authority demonstrating that the end user has 
deliberately diverted arms or related material, should be a strong signal that the risk is too high to authorize 
the export.

Are the conventional arms intended for use by a government agency or an individual company, and 
what is the role of the government agency or the company?

Does the importing State provide clear, comprehensive, and verifiable end-use/end-user or retrans-
fer assurances and clearly identify the ultimate end-user entity?

Is the documentation provided by the end user 'authentic' (i.e. the document has been checked to 
ensure it is not a forgery or an unauthorised copy, or subject to corrupt practices)? 

Have the contents of the end-user documentation been 'verified' to establish the legitimacy and 
credibility of the stated end-use/r?

Have checks been conducted through diplomatic channels or consultations between the national 
contact point in the competent authorities in the exporting and importing States to authenticate the 
end-user documentation and verify its contents?

If the end user is a government entity:

Is there any reason to suspect that the government or the specific government entity is not a reliable 
end user, including any past track record of committing or facilitating acts of diversion?

Has the government and the end user honoured previous end-user certificates or other provisions 
regarding the authorisation of re-export, particularly relevant non-retransfer clauses?

Would the export go to a military or police unit, or another branch of the security forces, accused in 
credible reports of criminal acts?

Is there a risk that the procurement is driven by other factors than legitimate defense and domestic 
security interests?

If the end user is a company: 

Will the company be the final end user of the conventional arms or is it intending to trade the con-
ventional arms?

If intending to trade the conventional arms, what onward restrictions are in place regarding purchas-
ers, such as effective background checks and robust authorisation requirements? 

Is the company registered and authorised to carry out such activities by the national authorities in 
the importing State? 

Are the company's activities and beneficiaries known to the national authorities in the importing State?
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Has the company or any of its directors or owners previously been involved in undesirable transac-
tions, negligent conduct, or been convicted for illicit arms trafficking?

Does the company keep comprehensive records of all stocks and transactions, and engage in trans-
parent financial and banking practices? 

Does the company maintain safe storage facilities and robust security procedures that are inspected 
by the national authorities?

(d) Legitimacy and Reliability of the Other Entities Involved in the Proposed Export 

Arms transfers may not only involve the officials of national authorities and the intended end users in an 
exporting and importing State, but also involve a range of intermediaries located within and outside those 
two States, including brokers and various individuals and companies who 'make the deal' and arrange the 
delivery. If it is the case that the ultimate end user is not the same as the importer or intermediate con-
signee, then the exporting and importing State authorities should obtain the necessary details of those 
actors as well as check their reliability to handle and deliver the consignment(s). Checking the bona fides of 
these various businesses and individuals can help to determine if a transfer is legitimate or at risk of being 
diverted to an unauthorised end user or use. Unfortunately, the exact role of such entities in a proposed 
transfer may not always be known by the national authorities when conducting a risk assessment before au-
thorising or denying the proposed export. Therefore, wherever possible such information should be sought 
out prior to any authorisation of a transfer. Evidence of the role of some intermediaries in corrupt business 
practices with State entities dealing with conventional arms is an important indicator.

Where known at the pre-authorisation/transfer stage, do any of the contractual or financial arrange-
ments raise concerns, for example the use of 'shell' companies whose beneficiaries are unknown?

Are the details of the exporter, brokers, shipping agent, freight forwarder, intermediate consignee, 
distributor or other actors involved in the commercial arrangements all sufficiently identified and are 
their authorisations and/or registration documents as operators all authenticated?

Has the importing authority/applicant been reluctant to provide details identifying any intermediar-
ies involved in the transfer?

Where known at the pre-authorisation/transfer stage, does the proposed physical routing of the 
shipment raise concerns, for example because of unreliable controls in the transit, trans-shipment or 
importing locations or means of transport?

Has any actor involved in the commercial arrangements for the transaction or physical routing of the 
shipment, including in previous companies linked to their ownership/directorships, been formerly 
convicted or accused on the basis of credible evidence for participating in conventional arms or other 
illicit trafficking, or for violations of arms export legislation (including the violation of multilateral 
arms embargoes), or for other closely related crimes such as corruption and money laundering?
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SOURCES OF INFORMATION FOR DIVERSION RISK ASSESSMENT

The primary source of information and analysis for diversion risk assessments remains government agencies dealing 
with curbing the illicit trade and diversion. These include customs, law enforcement, justice, intelligence, financial intel-
ligence units, defence, and trade ministries. Intelligence agencies are a critical resource for information on individuals 
and companies believed to be involved in illicit arms trafficking, international trends in illicit markets, foreign corrupt 
practices, and information about controlled commodities sought by embargoed States, terrorist organisations and crimi-
nal networks. Diplomatic missions and other governmental institutions such as customs, police and other law enforce-
ment services also conduct checks on entities involved in the transfer and documentation provided in support of an 
application for an export or other transfer authorisation. In addition to government sources, officials also use credible 
open source information, generated via multilateral organisations (for example, the reports of United Nations panels of 
experts that monitor and investigate the implementation of United Nations arms embargoes) and reputable NGOs; as 
well as, reliable information contained in commercial directories and specialised online resources can provide accurate, 
timely and objective information on diversion risks. The diversion reference documents prepared by the sub-working 
group on Article 11 indicate some of the sources of information that could be used to inform an export authority's as-
sessment of diversion risks. 

An important source of information for a diversion risk assessment is the documentation provided in support of an 
export authorisation application. This can include the export application form, the import authorisation, the end-use/r 
documentation, the contractual information plus any other supporting documents. As part of the export authorisation 
application process in the majority of significant exporting States, government procurement agents and companies are 
normally required to formally submit information on the end use/r, the intermediate and final consignee, the type, char-
acteristics, value and quantities of the arms to be exported, reference to the contract or order number concluded with 
the end user, and a relevant import authorisation from the country of final destination. Other documentation and types 
of information from the parties involved in the potential transfer, including brokers and other intermediaries, also need 
to be considered in the risk assessment and may have to be cross-checked with other States. 

End-use/r documentation "comprises documents whose purpose is to identify, authorize, commit to certain undertak-
ings and verify delivery". Conflict Armament Research, the Small Arms Survey, UNIDIR and the United Nations Office 
for Disarmament Affairs have extensively reviewed the misuse of such documentation to divert conventional arms and 
ammunition to unauthorised end users and uses. Therefore, while such documentation can be useful for risk assessment 
purposes, the receipt of such documents on their own is insufficient for reassuring a national export licensing authority 
that diversion risks have been prevented or sufficiently mitigated to not pose a realistic danger.910 

9  Conflict Armament Research, 'Diversion Digest Issue 02: End-User Documentation', 2019, p. 17.

10  Paul Holtom, Irene Pavesi, and Christelle Rigual, 'Trade Update: Transfers, Retransfers, and the ATT', Small Arms Survey 2014: Women and Guns, 
Oxford University Press, 2014, pp. 117-28. 

BOX 4. LIMITATIONS OF RELYING ON END-USE/R DOCUMENTATION AND 
ASSURANCES TO PREVENT DIVERSION

Research into the diversion of conventional arms and ammunition has repeatedly shown that relying only on 
end-use/r documentation with an official stamp and a signed assurance not to re-export the imported items to 
prevent diversion is insufficient for preventing diversion. Documents that have been used as a basis for issuing 
export licenses have been incomplete and did not even fulfil the recommended 'essential' elements of best 
practice guidelines, or can include vague or imprecise re-export commitments.9 Unfortunately, undertakings 
and assurances on re-export are not always fully understood or adhered to by end users in importing States.10 
Due to negligence, ignorance, or willful disregard, such undertakings and assurances all too often prove an 
ineffective measure for preventing diversion. As a result, more States Parties are including clauses in end-use/r 
documentation to provide for post-delivery cooperation between the competent authorities in the exporting 
and importing States. As discussed below, this post-delivery measure is being developed by several major arms 
exporters to ensure that end-use/r assurances by the end user are respected, thus preventing diversion and 
ensuring the security of further supply.
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PURPOSE OF THE THIRD ISSUE BRIEF 

The third Issue Brief from UNIDIR, Conflict Armament Research and the Stimson Center,11 presents the Diversion Analysis 
Framework (DAF). The Framework has been designed as an analytical tool for interested States and relevant stakehold-
ers to enhance their ongoing efforts to prevent, detect, eradicate, and address diversion. The goal of the Framework is 
to unpack the problem to facilitate its analysis, to identify weaknesses in the various stages of the life cycle of arms and 
ammunition, and to help prioritize efforts to address the issue in each context. It is hoped that by gaining a better under-
standing of the problem, appropriate measures can be taken by each State to create an enabling environment to counter, 
not facilitate, diversion. The Framework has been envisioned with whole-of-government applicability, since addressing 
diversion requires coordinated action across ministries, government departments, and agencies. 

The DAF has been designed to analyse the diversion of items contained in Articles 2(1), 3, and 4 of the Arms Trade Treaty 
(ATT) – that is, conventional arms, ammunition, and parts and components thereof (hereinafter referred to as 'arms and 
related items'). At the same time, ATT Article 5(3) encourages each State Party to "apply the provisions of this Treaty to 
the broadest range of conventional arms". Each State Party indicates the scope of items to be subject to transfer controls 
in its national control list.12 The Framework can be used to analyse the diversion of items covered by national control 
lists, including those that go beyond the minimum requirements of ATT Articles 2(1), 3, and 4. It has also been designed 
to catalogue the broad array of factors that contribute not only to the diversion of international transfers of arms and 
related items, but at all stages in the transfer chain and life cycle of the arms and related items. 

11  The Small Arms Survey was a partner in this joint research endeavor for the first two Issue Briefs.

12  Brian Wood and Paul Holtom, 'The Arms Trade Treaty: Measures to Prevent, Detect, Address and Eradicate the Diversion of Conventional Arms', 
Issue Brief no. 2, UNIDIR with Conflict Armament Research, Small Arms Survey, and Stimson, 2020, https://unidir.org/publication/arms-trade-treaty-
measures-prevent-detect-address-and-eradicate-diversion-conventional.

U
N

M
A

S
 a

n
d

 N
ep

al
es

e 
FP

U
 m

o
vi

n
g

 c
o

n
fi

sc
at

ed
 w

ea
p

o
n

s 
to

 a
 s

af
e 

st
o

ra
g

e,
 2

0
1

7
. 

U
N

M
IS

S
 /

 f
li

ck
r.

co
m THE ARMS TRADE TREATY: 

DIVERSION ANALYSIS FRAMEWORK

EXTRACTS FROM 
ISSUE BRIEF #3

ttps://unidir.org/publication/arms-trade-treaty-measures-prevent-detect-address-and-eradicate-divers
ttps://unidir.org/publication/arms-trade-treaty-measures-prevent-detect-address-and-eradicate-divers


14

THE INTERPLAY OF THE KEY ELEMENTS OF THE 
DIVERSION ANALYSIS FRAMEWORK

The DAF is composed of the interplay between four elements and their subcategories. These elements and subcatego-
ries should not be understood as mutually exclusive because diversion incidents can incorporate, and usually do, 
a combination of several elements in one event. These four key elements can be described in more detail as follows:

Diversion-enabling factors are circumstances that create an environment that is conducive to diversion. These fac-
tors facilitate or exacerbate diversion. These factors are interwoven throughout the transfer chain and the life cycle 
of arms and related items and can accumulate to aggravate existing risks. The diversion-enabling factors are what 
facilitates diversion. 

The diversion-enabling factors include aspects of the environment such as dysfunctional systems and institutions, as 
well as devious and opportunistic tactics. The diversion-enabling factors include systemic conditions and practical 
tactics that can be present throughout all stages in the transfer chain and the life cycle of arms and related items. 
The diversion-enabling factors aid the methods used at the points of diversion by unauthorised actors to divert arms 
and related items.

Points of diversion refer to the stages throughout the transfer chain and the life cycle of arms and related items 
at which diversion can happen. These can also be understood as points of susceptibility where diversion happens. 

Methods used at the points of diversion are the means by which acts of diversion are carried out, given the pres-
ence of certain diversion-enabling factors. These actions refer to specific methods of how diversion takes place at the 
points of diversion. Some methods only apply to one point of diversion, whereas others can be used at different 
points of diversion.

Actors refer to the natural or legal persons that play a role in planning and/or carrying out a diversion of arms and 
related items. The actors exercise agency in the process of diversion and represent the who behind such incidents.

The complete DAF is presented in the following table. Diversion is a complex phenomenon, and the Framework under-
lines this complexity – even while trying to unpack the interplay between these elements to make it easier to understand.
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GUIDANCE ON HOW TO USE THE DIVERSION  
ANALYSIS FRAMEWORK

The DAF can be used to monitor and to analyse the complex dynamics that underpin the diversion of international trans-
fers of conventional arms, including those already transferred, to support implementation of ATT Article 11. It can also 
support efforts to understand better the diversion of ammunition and other items contained in national control lists. It is 
intended as a resource to find tailored solutions to prevent, detect, eradicate, and address diversion of arms and related 
items, both in conflict and in non-conflict settings. Finally, the Framework can also serve as a vehicle to promote dialogue 
on the lessons learned on diversion monitoring and prevention at the national, regional, and international levels. Sug-
gestions for utilising the DAF include:

FOR ATT STATES PARTIES

States Parties to the ATT and other relevant multilateral processes and bodies could discuss the adaptation, adop-
tion, or use of the DAF, or certain elements thereof, to enhance diversion monitoring and diagnostics, as well as to 
promote multilateral dialogue on the problem of diversion.

States Parties to the ATT could use the DAF to structure reporting and to standardize the data shared on the Diver-
sion Information Exchange Forum. Sharing standardised data on detected cases of diversion will facilitate reporting, 
analysis, and the generation of lessons learned. 

FOR ALL MEMBER STATES

States may adapt the DAF to their national context and use it as the basis for a national checklist to systematically 
document diversion cases. The Framework can provide a useful starting point for States to monitor context-specific 
dynamics observed at the local, national, or regional levels. This can provide a quantitative overview of the more 
recurrent elements behind documented cases of diversion and facilitate a context-sensitive analysis. 

States could consider using the DAF to analyse and to disaggregate documented diversion cases and to observe 
which counter-diversion measures could be more effective based on the recurrence of diversion-enabling factors, 
points of diversion, methods used at the points of diversion, and actors identified. Specific counter-diversion strate-
gies could be targeted according to a national analysis of findings. The dynamic nature of diversion underscores 
the importance of a whole-of-government prevention strategy to combat diversion and the need for consistent 
monitoring and established feedback loops.

Further, as the DAF can help catalogue diversion incidents into various categories, States could consider sharing, when 
appropriate and necessary, the counter-diversion measures that seem most effective in mitigating identified risks. 

All States may use the DAF to assist in information-gathering and data collection to inform future transfer risk assessments. 

States could also use the DAF to structure the provision of information to sanctions committees and panels of ex-
perts on United Nations arms embargo violations. The use of a standardised approach for sharing material on such 
cases could facilitate the preparation of Implementation Assistance Notices that provide guidance on diversion and 
embargo evasion patterns and risk indicators. 
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FOR ALL INTERESTED ORGANISATIONS

All interested organisations could use the classification in the Framework to unpack systematically the documented 
cases of diversion and to determine the most recurrent points of diversion and weak points for each stage in the 
transfer chain and life cycle of arms and related items. The classification in the Framework provides a structure to 
document the specific dynamics that lead to diverted arms and related items. An analysis of documented cases could 
produce quantitative results indicating the more common ways in which diversion occurs in a particular setting. 

United Nations agencies, regional organisations, research institutions, and specialised organisations could consider 
using the DAF as the basis for case studies to clearly map the scale and scope of diversion and vulnerabilities in 
specific contexts. In particular, bodies responsible for sanctions monitoring, as well as entities working on weapons 
and ammunition management across the transfer chain and during the full life cycle of arms and related items, could 
benefit from the common language and framework of analysis that this document provides and undertake targeted 
analysis on diversion to support States.

Interested parties are encouraged to contact UNIDIR to discuss ways to use the DAF, share results after using it, 
and suggest updates, edits, or corrections, on a voluntary basis, at the following email address: cap-unidir@un.org. 

mailto:cap-unidir%40un.org?subject=
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EXECUTIVE SUMMARY

Under Article 11 of the Arms Trade Treaty (ATT), States Parties have an obligation to prevent diversion in conventional 
arms transfers. This report presents findings from the testing of a new voluntary Tool developed to assist interested States 
Parties in analysing their enabling environment for preventing diversion, covering measures across all stages of the arms 
transfer chain. Therefore, this report provides an initial assessment of the impact of the ATT on measures taken by a sam-
ple of eight ATT States Parties. The report makes two contributions: First, it highlights the impact of the ATT on the imple-
mentation of counter-diversion measures across the arms transfer chain, showing an overall significant strengthening of 
States Parties' enabling environments. Second, it validates the Counter-Diversion Assessment Tool and demonstrates its 
usefulness for identifying gaps and effective measures for preventing diversion in a comprehensive manner.

ATT Article 11 requires every State Party involved in the international transfer of conventional arms to take measures to 
prevent, detect, and address the diversion of conventional arms at every stage in the transfer chain. Previous research has 
identified a comprehensive list of diversion risk factors. The Counter-Diversion Assessment Tool developed for this study 
compiles a list of indicative measures corresponding to these risk factors that have a direct relationship to ATT provisions 
for the prevention of diversion, encompassing unilateral, bilateral, and multilateral systemic and practical measures. Each 
set of measures is accompanied by a list of questions facilitating the assessment of the existence and efficacy of an en-
abling environment for preventing diversion in each State Party using the Tool. 

THE ARMS TRADE TREATY: 

ASSESSING ITS IMPACT ON 

COUNTERING DIVERSION
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BOX 3. SUMMARY OF SYSTEMIC AND PRACTICAL MEASURES TO 
COUNTER DIVERSION

Systemic Measures Related to National Control Systems

National legislation, regulations, administrative procedures on all aspects of the arms transfer chain

National inter-agency cooperation and communication

National licensing system

Systems for information-sharing with other States bilaterally and through multilateral organisations

End-use/user and delivery notification systems and elements

Criminalisation and penalties applicable to deliberate and reckless acts of diversion

Detection and prosecution systems

Outreach and training systems for key stakeholders

Corporate auditing and internal compliance programmes

Public awareness programmes

Practical Measures

For Pre-TransferStage

Prevention measures including risk mitigation measures

Use of diversion risk indicators in licence approvals

Inter-agency and inter-State information sharing

Pre-shipment physical inspections

Consultations with industry

For In-Transfer Stage

Prevention and risk mitigation measures for transit and trans-shipment

Customs notifications and clearance procedures

Additional safeguards such as security escorts, satellite tracking

For Delivery and Post-Delivery Stage

Arrival inspections and delivery notifications systems

Safe and secure storage systems

Post-delivery cooperation
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