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0 U N I D I R Counter-IED Capability Maturity
¥ 4
]

uNITED NATIONS INsTiTuTE  Self-Assessment Tool
FOR DISARMAMENT RESEARCH

Upstream Counter-1ED Measures - National Policy, Legislation and Regulations

- Counter-IED Maturity Levet

@ CounterED Maturity Level 1 -ita Assessed Counter-IED Maturity Level: 1
(O Counter-IED Maturity Level 2 -Developing

O Counter-IED Maturity Level 3 -Defined
(O Counter-IED Maturity Level 4 -Managed
O Counter-IED Maturity Level 5 -Optimizing

AssessorKey Comments -National Policy, Legislation and Regulations:

Introduction

This component of counter-1ED capability covers the highest levels of government policy and determines whether the State has an adequate policy, legislative and
regulatory framework to address the use of IEDs.

Most States have relevant criminal legislation that may be applied to the criminal use of explosive devices for murder and attempted murder. It is important that
appropriate legislation exists to cover the unlawful possession of IED precursors as well as the intent to use IEDs for criminalor terrorist acts.

Assessment Considerations

The following questions should be considered in assessing a State’s counter-IED capability maturity in terms of current nationallegislation and regulations:

1. Is there a national counter-1ED policy or strategy? Does it encompass an effective whole of government approach to the IED problem?
2. To what extent is there extant legislation prohibiting the acquisition of IED components and the manufacture and use of IEDs?
3. s there robust and comprehensive legislation governing the lawful acquisition, storage, transport and use of explosives and related items? Such legislation may
cover:
Manufacture of explosives and related items
Stockpile control measures
The control, including acquisition, storage and use, of IED precursors
All lawful uses of explosive, such as civil engineering (construction and demolition), mining, quarrying, seismic survey, andoil and gas exploration and
production
4. Are the State regulations governing the control, storage and use of explosives and ammunition sufficient to prevent the illicit diversion of material?
5. Do the security forces have in place suitable security arrangements to safeguard ammunition attractive to criminal and terrorist organizations (ACTO)?
6. Is there evidence over the past five years of ammunition being acquired from State stockpiles by groups that commit acts of terrorism? Is the trend increasing or

Assessment Criteria

C-1ED CM Level 1 -Initialis indicated by the following:
There is no specific legislation in place covering the unauthorized possession of explosives or the use of explosives for criminal purposes.
There are no effective legislative or regulatory controls in place to govern the civil use and acquisition of explosives.

C-1ED CM Level 2 -Developingis indicated by the following:
There are some legislation and regulations in place, but they are not generally enforced.
There is an embryonic national counter-|ED strategy, but there are concerns about support from some government departments.

C-IED CM Level 3 -Definedis indicated by the following:

There is a defined national counter-IED strategy, and there is a single ministry or department responsible for coordinating an effective whole of government approach
to countering IEDs.

Legislation and regulations are present, and there is a resourced organization for assuring and enforcing compliance.

There is an effective judicial system operating within the State, and groups accused of IED-related offences are able to be prosecuted using relevant legislation.
Relevant regulations are in place relating to the control and use of IED precursors, particularly dual-use materials that may beused in the manufacture of home-made
explosives.

C-1ED CM Level 4 -Managedis indicated by the following:

The State has robust procedures for both enforcing and reviewing national legislation and regulations.

The State has a robust and effective licensing system that assesses the suitability of persons to gain lawful access to explosives.
C-1ED CM Level 5 -Optimizingis indicated by the following:

The State is seen to adopt best international practice and participates in regional and international forums, develops new control measures, and shares and adopts best
practice.

Supporting Notes -National Policy, Legislation and Regulations:

ivMmng &: 2URINIBUSSSWwiMwAT - MIVMUSSSW
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UNITED NATIONS INSTITUTE
FOR DISARMAMENT RESEARCH

Upstream Counter-IED Measures - Summary of Counter-1ED Capability Maturity

Component of Counter-IED Capability = CMM Level Upstream Counter-1ED Maturity Level

U1 - National Policy, Regulations and Legislation 1 U1 - National Policy,
U2 - Security and Control of Explosives 3 Reg"‘at”"fi'id Legislation
U3 - IED Risk Education - : U8 - Intelligence-Led .~ - A . U2-Security and Control
U4 - Counter-IED Capability Development 1 Operations & of Explosives
US - Border Controls 3 3
U6 - Control of IED Precursors 5 N
U7 - International Cooperation and Info Sharing 4 U7 - International / 1 9
U8 - Intelligence-Led Operations 5 Cooperation and Info/ 0 } U3- IED Risk Education

Sharing /
Mean Upstream Counter IED Maturity Level 3 i A f

U6 - Control of IEN . 3 § »»,‘U4 - Counter-1ED Capability
Precursors Ea O . e P 2 Development
Us- Bord.er Controls

Date: 1-Jul-20
Assessment Description: Country X
Assessor(s): A Author

IUANS B2 URINIE IS SSWIN WM - FMIUENMUSE
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45 This covers the technical exploitation of cellular phones, computer equipment and documents.
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