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CONFERENCE AGENDA

9:30 — 10:00 Registration and Coffee

10:00 — 10:30 Welcome and Opening Remarks
Welcoming Remarks
Kerstin Vignard, Deputy Director, United Nations Institute for Disarmament Research

Opening Remarks
Izumi Nakamitsu, Under-Secretary-General and High Representative for Disarmament Affairs

10:30 — 11:45 Session 1 | Spreading the Benefits of a Secure and Stable Cyberspace
e How can all States be incentivized to engage in multilateral discussions to develop
effective responses to these challenges and benefit from greater cyber stability?
e How can the upcoming Group of Governmental Experts and the Open-Ended Working
Group contribute to strengthened stability and security in cyberspace?

James Lewis, Senior Vice President & Director, Technology Policy Program, Center
for Strategic and International Studies (moderator)

Frédérick Douzet, Professor, French Institute of Geopolitics, Paris 8 University; Center
GEODE

Nora Mulira, Board Member, Uganda Communications Commission

Tim Maurer, Co-director of the Cyber Policy Initiative, Fellow, Carnegie Endowment
for International Peace

Anton Shingarev, Vice President of Public Affairs, Kaspersky Lab
11:45 — 12:00 Lightning talk | Using the Cyber Policy Portal to Prepare for the OEWG & GGE

12:00 — 13:15 Session 2 | Building Productive Multi-Stakeholder Engagement

e |s the global norm-building landscape characterized by complementarity, co-existence or
competition?

e How can the expertise and experience of non-governmental stakeholders and their
initiatives be best leveraged in multilateral cyber discussions? Outside them?

e How can barriers to multi-stakeholder engagement on cyber policy discussions be
broken down?

Alex Grigsby, Senior Associate, Macro Advisory Partners LLP (moderator)

Kerry-Ann Barrett, Cyber Security Policy Specialist, Cyber Security Program, Inter-
American Committee against Terrorism, Secretariat for Multidimensional Security at
the Organization of American States

Olaf Kolkman, Chief Internet Technology Officer, Internet Society
Sheetal Kumar, Programme Lead, Global Partners Digital

Jan Neutze, Senior Director, Digital Diplomacy & Head, Cybersecurity & Democracy
Team, Microsoft
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13:15 — 14:30
14:30 — 14:45

14:45 — 16:00

16:00 — 17:45

17:45 — 18:00

18:15 — 20:30

YW @UNIDIR

Lunch Break

Lightning talk | Overview of the GGE and OEWG Processes

Session 3 | Operationalizing Norms with the Private Sector and Technical
Communities

While the norms of the 2015 GGE report are addressed to States, their operationalization
may require close collaboration with the private sector and technical communities.

What can be learned from the experiences of the private sector, the technical community
and other stakeholders with operationalizing specific cyber security norms?

How can successful multi-stakeholder activities on vulnerability disclosure and ICT supply
chains be shared and scaled?

In the current international environment, which cyber policy norms, CBMs and
cooperation efforts are ripe for greater attention by States and other stakeholders?

Oleg Demidov, Researcher, Security and Technology Programme, United Nations
Institute for Disarmament Research (moderator)

Anne-Rachel Inné, Executive Director of Government Affairs and Public Policy,
American Registry for Internet Numbers

Chris Nissen, Director, Asymmetric Threat Response & Supply Chain Security, The
MITRE Corporation

Andy Purdy, Chief Security Officer, Huawei Technologies
Eva Schulz-Kamm, Global Head of Government Affairs, Siemens (VTC)

Session 4 | Building Cyber Stability within the United Nations Framework:
The Way Forward

How can the existing frameworks best keep up with ICT developments and the constant
evolution of cyber threats?

How to make best use of the two Member State-led processes commencing in 2019?
What would a successful outcome of the OEWG and the GGE look like?

How can other cyber stability activities underway throughout the Secretariat support or
complement the work of the GGE and OEWG?

Concluding remarks
Kerstin Vignard, Deputy Director, United Nations Institute for Disarmament Research
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