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9:00-17:30
Room XXI, Palais des Nations, United Nations Office at Geneva

8:30-9:00 Registration and Coffee

9:00 -9:30
Welcome and Opening Remarks

Michael Mgller, Director-General, United Nations Office at Geneva
Renata Dwan, Director, UNIDIR

9:30 - 11:00
Session 1. Preventing and Mitigating the Risk of Conflict Stemming from the Malicious Use of ICT:
Insights into Current State Strategy and Practice

Moderator — Sean Kanuck, Director of Cyber, Space and Future Conflict,
The International Institute for Strategic Studies

=  Chuanying Lu, Senior Fellow, Institute for Global Governance Studies, Shanghai Institute for
International Studies

=  Michelle Price, Chief Executive Officer, AustCyber

= Oleg Shakirov, Expert on Foreign Policy and Security, Center for Strategic Research

= Rafal Rohozinski, Chief Executive Officer, The SecDev Group

11:00-12:30
Session 2. Regional Opportunities and Mechanisms to Prevent and Mitigate Cyber Conflict

Moderator — Paul Cornish, Associate Director, Oxford Martin Fellow,
The Global Cyber Security Capacity Centre

= Katherine Getao, ICT Secretary, Ministry of ICT of Kenya

= Nato Goderdzishvili, Head of Legal Department, LEPL Data Exchange Agency, Ministry of
Justice of Georgia

= Heli Tiirmaa-Klaar, Ambassador for Cyber Diplomacy, Ministry of Foreign Affairs of Estonia

= Pablo Hinojosa, Strategic Engagement Director, Asia-Pacific Network Information Centre

12:30-13:30
Lunch Break

Sandwiches will be served



13:30 - 15:00

Session 3. The Role of the Private Sector in Countering the Proliferation of
Malicious ICT Capabilities, Tools and Techniques

Moderator — Kerstin Vignard, Deputy Director and Chief of Operations, UNIDIR

15:00 - 15:15

15:15-17:15

John Mallery, Research Affiliate, Computer Science & Artificial Intelligence Laboratory,
Massachusetts Institute of Technology

Nicolas Mazzucchi, Research Fellow, Fondation pour la Recherche Stratégique

Liga Rozentale, Director of Cybersecurity Policy, Europe, Microsoft

Anton Shingarev, Vice President for Public Affairs, Kaspersky Lab

Coffee Break

Session 4. Multilateral Processes and Synergies Across Initiatives: Looking Ahead

Moderator — Camino Kavanagh, Senior Visiting Fellow, Department of War Studies, King’s College London

17:15-17:30

Joe Preston, Head of Cyber Diplomacy (Governance & International Law), Cyber Policy
Department, National Security Directorate, Foreign and Commonwealth Office, United
Kingdom of Great Britain and Northern Ireland

Nadezhda Sokolova, Expert on International Information Security, Department for New
Challenges and Threats, Ministry of Foreign Affairs of the Russian Federation

Carmen Gonsalves, Head, International Cyber Policy, Security Policy Department, Ministry
of Foreign Affairs of the Kingdom of the Netherlands

Amandeep Singh Gill, Executive Director, Secretariat of the High-Level Panel on Digital
Cooperation

Concluding Remarks

17:30-19:00

Reception

Support for this Conference was received from
the Governments of France, Germany and the Russian Federation



