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Tuesday, 9 February 2016

9:15-10:00 Registration and coffee

10:00-10:15 Welcoming remarks

Jarmo Sareva, Director, UNIDIR
James Lewis, Director and Senior Fellow, CSIS
Wouter Jurgens, Cyber Coordinator, Ministry of Foreign Affairs, The Netherlands

10:15-11:00 Introductory Keynotes: An Overview of the Development of Norms in the GGE

FU Cong, Ambassador for Disarmament Affairs of the People’s Republic of China to the United
Nations, Geneva

Andrey Krutskikh, Special Representative of the President of the Russian Federation for
International Cooperation in Information Security (statement delivered by Ms N. Sokolova)

Michele Markoff, Deputy Coordinator for Cyber Issues, United States Department of State

11:00-13:00 Session 1. International Perspectives on Norms

Moderator — James Lewis

— How do expectations for cyber norms vary among regions and countries?

— How does increased interest from a broad range countries reshape the norms discussion?
— Where are the friction points among differing national and regional views?

— What do we seek to protect?

Oleg Demidov, PIR, Russian Federation

Elina Noor, Institute of Strategic and International Studies, Malaysia

Zahid Jamil, Developing Countries’ Centre on Cyber Crime (DC4), Pakistan
Katherine Getao, Ministry of Information, Communications and Technology, Kenya
Frédérick Douzet, Chaire Castex de cyberstratégie, France

Tobias Feakin, International Cyber Policy Centre, ASPI, Australia

So Jeong Kim, Electronic and Telecommunications Research Institute, Korea

13:00-15:00 Lunch Break
Coffee available in front of the meeting room at 14h30

15:00 - 18:00 Session 2. Technologists Perspectives and Ideas for Future Norms

Moderator — Wouter Jurgens

—  What norms best promote stable operations?

— Can norms protect the underlying infrastructure of the Internet Itself?

— What s feasible and what is desirable for international cybersecurity norms?

— How do political norms fit with the existing structure of governance and technology?
— Can one verify compliance with norms?



Olaf Kolkman, Internet Society (ISOC)

David Conrad, Internet Corporation for Assigned Names and Numbers (ICANN)
Dennis Broeders, Scientific Council for Government Policy, The Netherlands
Klée Aiken, Asia Pacific Network Information Centre (APNIC)

Marilia Maciel, Fondag¢do Getulio Vargas (FGV), Brazil

18:00-19:30  Reception

Wednesday, 10 February 2016
10:00-10:30 Welcome Day Il

Kerstin Vignard, Deputy Director, UNIDIR

Nur Hayuna Abd Karim, Principal Assistant Secretary of Cyber and Space Security Division, National
Security Council, Malaysia

Olivia Preston, Assistant Director, Office of Cyber Security and Information Assurance, Cabinet Office UK

10:00-13:00 Session 3. The Future of Norms — Beyond Arms Control

Moderator - Eneken Tikk-Ringas

—  What are the lessons for cyber norms from other regimes?

—  What is the future of the norms discussion in terms of venue (or venues), format, content?
—  What are the goals for norms? Stability? Disarmament? Rules for conflict?

—  What additional norms would limit the risk of unintended consequences in peacetime?

— Can “internet governance” and “international security” be separate discussions?

Cheri McGuire, Symantec

Alex Klimburg, The Hague Centre for Strategic Studies, The Netherlands

Paul Nicholas, Microsoft

Henry Fox, Cyber and Space Policy International Security Division, Department of Foreign Affairs
and Trade (DFAT), Australia

Mika Kerttunen, Cyber Policy Institute, Estonia

Camino Kavanaugh, Center on International Cooperation, NYU

John Mallery, Massachusetts Institute of Technology

13:00 - 15:00 Lunch Break
Coffee available in front of the meeting room at 14h30

15:00-15:10  Afternoon kick-off

Ricardo Mor, Ambassador-at-large for Cybersecurity, Ministry of Foreign Affairs and Cooperation, Spain

15:10-17:45  Session 4. Colloquium: Building a Normative Structure for Cyberspace

— How do we advance the global discussion of norms?
—  What are good outcomes in the GGE and elsewhere?
— How do we define responsible state behavior for cyberspace?

Panel moderators and all invited speakers

17:45-18:00 Closing remarks

This workshop is organized by UNIDIR and CSIS
with support from the Governments of the Netherlands and the United States



