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UNIDIR Cyber Stability Seminar:
“Preventing Cyber Conflict”

10 February 2014, Room IX, Palais des Nations, United Nations Office at Geneva

Organized by the United Nations Institute for Disarmament Research
with support from the Governments of Australia, the Federal Republic of Germany and Switzerland.

MONDAY, 10 FEBRUARY 2014

09:15 Welcoming of the Director-General
Theresa Hitchens, Director, UNIDIR

The New Strategic Balance: Making Space for Cyber Stability
Mr Michael Mgller, Acting Director-General, United Nations Office at Geneva

09:45 Introductions
Mr Ben Baseley-Walker, Programme Lead, Emerging Security Threats, UNIDIR

Panel 1 - TCBMs in the International Security Context

10:00 Destroying the Ring-Fence: Cyber Stability in Wider International Security Calculus
Mr Karsten Geier, Head of Division, Arms Control and Disarmament: Communication, New
Challenges, Federal Foreign Office, Germany

10:15 Controlling Escalation: Understanding Cyber Realities
Ms Nadezhda Sokolova, Expert in the Field of Information Security, Ministry of Foreign Affairs,

Russian Federation

10:30 Policy Options: TCBMs and Controlling the Proliferation of Cyber Weapons
Mr Tim Maurer, Research Fellow, Open Technology Institute, New America Foundation

10:45 Q&A

11:00 Coffee Break



Panel 2 - Looking Forward: 2014

11:30

11:45

12:00

12:15

12:30

Internet Governance Developments: What They Mean for TCBMs
Ms Caroline Baylon, Research Associate, International Security, Chatham House

A Cyber Code of Conduct: The Best Vehicle for Progress?
Mr Shen Jian, Counsellor, Permanent Mission of the People’s Republic of China to the UN, Geneva

Lessons Learned: Developing a Finnish Cyber Security Strategy
Col. Aapo Cederberg, Senior Advisor, Emerging Security Challenges Programme, Geneva Centre for
Security Policy

Q&A

Lunch Break

Panel 3 — International Organizations: Updates

14:00

14:15

14:30

14:45

15:00

The OSCE and Cyber TCBMs: An Update
Mr Neno Malisevic, Cyber Security Officer, Organization for Security and Cooperation in Europe

Next Steps for Cyber TCBMs in the ASEAN Regional Forum Context

Mr lan McConville, Deputy Permanent Representative to the Conference on Disarmament,
Australian Permanent Mission to the UN, Geneva

The ASEAN’s Cyber Confidence Building Measures

Mr Leonard Lu, Senior Officer, Security Cooperation Division, ASEAN Political Security Department,
ASEAN Secretariat

Q&A

Coffee Break

Panel 4 — New Approaches

15:30

15:45

16:00

16:15

16:30

17:00

Addressing Cyber Stability Within The UN System?
Mr Ben Baseley-Walker, Programme Lead, Emerging Security Threats, UNIDIR

Cyber Stability in Emerging Markets: An Industry Perspective
Mr Jan Neutze, Director of Cybersecurity Policy, Europe/Middle East/Africa (EMEA), Microsoft

Cyber TCBMs: Looking to the Future
Amb (ret.) Daniel Stauffacher, President, ICT4Peace Foundation

Q&A
Concluding Remarks

Close
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